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[bookmark: _Toc202197639]N.2	Security aspects of Split MME architecture
Mutual authentication between the UE and the network in a split MME architecture can involve more than one satellite (i.e., more than one MME-onboard), in which case the ground segment of the network is responsible for the selection and provisioning of MME-onboard the same, or another satellite, with the necessary information (e.g., Authentication Vector) to perform or finish an authentication procedure. The MME on-board obtains the EPS authentication vectors when the feeder link is available and stores the authentication vectors when the service link is unavailable.
According to clause 4.13.9.1 of TS 23.401 [2] the MME rejects a NAS procedure if the MME-onboard cannot complete the NAS procedure with the information it has available. Hence the NAS security is terminated on the MME-onboard, and the ground segment of the network ensures that the latest NAS security context of the UE, or an Authentication Vector, is available at the MME-onboard.
NOTE 1: 	The distribution and synchronization of the latest NAS security context between the MME-ground and MME-onboard is out of the scope of 3GPP.
NOTE 2: 	The security environment on board a satellite is characterized by relatively is likely to have to accommodate lower processing and storage capabilities of the equipment on board the satellite compared to terrestrial communication equipment. Due to the feeder link temporary unavailability in split-MME deployment, a malicious entity can flood satellites with spoofed Attach Requests (unauthenticated Attach Requests). This consumes storage space in the MME-onboard before authentication occurs, hence potentially resulting in (D)DoS attack on the Satellite. Addressing said (D)DoS attack in the Split MME deployment is left to implementation.
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