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4.2.2.3.X	NAS Protection of initial NAS message
Requirement Name: Protection of initial NAS message
Requirement Reference: TS 33.501 [2], clause 6.4.6 
Requirement Description: The UE sends the NAS Security Mode Complete message to the network in response to a NAS Security Mode Command message. The NAS Security Mode Complete message is ciphered and integrity protected. Furthermore the NAS Security Mode Complete message includes the complete initial NAS message in a NAS Container if either requested by the AMF or the UE sent the initial NAS message unprotected. The AMF uses the complete initial NAS message that is in the NAS container as the message to respond to, as stated in TS 33.501, clause 6.4.6, step 4.
Threat References: TR 33.926 [6], clause K.2.3.1, Bidding Down
Test Case: 
Test Name: TC_AMF_NAS_INITIAL_MESSAGE_RETRANSMISSION
Purpose:
Verify that the AMF requests the security protected retransmission of the initial NAS message from the UE in the NAS Security Mode Complete message and does proceed with the registration procedure based on the retransmitted,protected NAS Registration Request message.
Pre-Conditions:
-	AMF network product is connected in emulated/real network environment.
-	UE does not have a 5G NAS security context
-	The Tester is able to intercept and modify the NAS signalling packets sent between UE and AMF over the N1 interface.
Execution Steps:
1.	The tester triggers the UE to conduct an initial registration procedure.
2.	The tester intercepts the unprotected Registration Request message sent from the UE to the AMF and modifies either the Requested NSSAI or Registration Type.
3.	The AMF initiates the Security Mode Command Procedure after receiving the unprotected Registration Request (initial NAS message) from the UE. The AMF sets the RINMR bit (Retransmission of the initial NAS message requested) to 1 in the Security Mode Command message sent to the UE.
4.	The UE sends a Security Mode Complete message with a retransmitted and protected Registration Request message to the AMF.
5.	The tester observers the AMFs consecutive behaviour.
Expected Results:
The RINMR bit is set to 1 in the Security Mode Command message sent from the AMF to the UE.
The AMFs consecutive messages (e.g. NSSAI modified: Nnssf_NSSelection_Get or Nudm_SDM_Get; Registration Type modified: Nudm_UECM_Registration; for Emergency Registration: Nsmf_PDUSession_CreateSMContext) are based on the contents of the retransmitted and protected Registration Request message of the UE.
Expected format of evidence:
Evidence suitable for the interface, e.g., packet captures of the N1 interface or application log files of the AMF containing the operational results.
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