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	Reason for change:
	For clause 4.2.2.2.3.1
Access token verification tests do not include verification of the access token subject (i.e., NF service consumer).
The token verification steps in TS 33.501 clause 13.4.1.1 are not aligned with the token verification steps in the test case in clause 4.2.2.2.3.1 TC_AUTHORIZATION_TOKEN_VERIFICATION_FAILURE_ONE_PLMN. Two token verification checks are not addressed in this test case including:
1) In the direct communication case, it checks that the NF Instance ID in the subject claim within the access token matches the NF Instance ID in the subjectAltName in the NF Service Consumer's TLS client certificate.
2)  If the CCA is present in the service request, it may verify the CCA as specified in clause 13.3.8.3 and that the subject claim (i.e., the NF Instance Id of the NF Service Consumer) in the access token matches the subject claim in the CCA.
Two new test cases F & G are added to this test case to address these access token verification steps that are specified in TS 33.501.
Since this test case applies to direct communication in NF-NF communications, the token verification check in 1) is applicable under the pre-condition that TLS is used for authentication. Thus, a pre-condition of mutual authentication using TLS is added for test case F only.
Similarly, the token verification check in 2) is applicable under the pre-condition that a CCA is present in the service request. Thus, a pre-condition of CCA being present in the service request is added for test case G only.
This test case is applicable to both Direct and Indirect communication modes. Thus, the pre-condition that requires mutual authentication cannot hold true in indirect communication according to the specified text in TS 33.501 clause 13.3.2.2 Indirect Communication which says in NOTE 0: Mutual authentication between NF Service Consumer and NF Service Producer is not achieved with hop-by-hop security. Therefore, this pre-condition must be altered to hold true in indirect communication. To this end, the network product under test can utilize implicit authentication of the NF service consumer, according to TS 33.501 clause 13.3.2.2 which states In indirect communication scenarios, the NF Service Producer and NF Service Consumer shall use implicit authentication by relying on authentication between NF Service Consumer and SCP, and between SCP and NF Service Producer, provided by the transport layer protection solution, NDS/IP, or physical security. Therefore, the pre-condition on mutual authentication is changed to say, “The network product under test has already authenticated the NF service consumer.”

	
	

	Summary of change:
	The following changes are made to clause 4.2.2.2.3.1:
1. The Requirement Description is modified to align to the requirements in TS 33.501.
2. The pre-conditions are unified for both Indirect and Direct communication modes by replacing the mutual authentication pre-condition with client authentication performed by the network product under test.
3. Additional Pre-conditions are added, which are only applicable for test cases F & G.
4. Two new test cases F & G are added to the test case in clause 4.2.2.2.3.1, to address the access token subject verification steps that are specified in TS 33.501.

	
	

	Consequences if not approved:
	The required token verification steps in TS 33.501 clause 13.4.1.1, including verification of access token subject, are not met in the test case for NF access token authorization. Additionally, the test case pre-conditions do not hold true for both Indirect and Direct Communications mode.
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************** Start of 1st Change**************
[bookmark: _Hlk19541387][bookmark: _Toc19542366][bookmark: _Toc35348368][bookmark: _Toc187937468]4.2.2.2.3.1	Authorization token verification failure handling within one PLMN
Requirement Name: Authorization token verification failure handling within one PLMN
Requirement Reference: TS 33.501 [10], clause 13.4.1.1
Requirement Description: 
According to TS 33.501 [10], clause 13.4.1.1, the NF Service producer verifies the access token as follows: 
-	The NF Service producer ensures the integrity of the access token by verifying the signature using NRF’s public key or checking the MAC value using the shared secret. If integrity check is successful, the NF Service producer verifies the claims in the access token as follows:
NOTE: Void.
-	In the direct communication case, it checks that the NF Instance ID in the subject claim within the access token matches the NF Instance ID in the subjectAltName in the NF Service Consumer's TLS client certificate.
-	It checks that the audience claim in the access token matches its own identity or the type of NF service producer. If a list of NSSAIs or list of NSI IDs is present, the NF service producer checks that it serves the corresponding slice(s).
-	If an NF Set ID present, the NF Service Producer checks the NF Set ID in the claim matches its own NF Set ID.
- 	If the access token contains "additional scope" information (i.e. allowed resources and allowed actions (service operations) on the resources), it checks that the additional scope matches the requested service operation.
-	If scope is present, it checks that the scope matches the requested service operation.
-	It checks that the access token has not expired by verifying the expiration time in the access token against the current data/time.
-	If the CCA is present in the service request, it can verify the CCA as specified in clause 13.3.8.3 and that the subject claim (i.e., the NF Instance Id of the NF Service Consumer) in the access token matches the subject claim in the CCA.
-	If the verification is successful, the NF Service producer executes the requested service and responds back to the NF Service consumer. Otherwise, it replies based on OAuth 2.0 error response defined in RFC 6749 [12]. The NF service consumer optionally stores the received token(s). Stored tokens may be re-used for accessing service(s) from producer NF type listed in claims (scope, audience) during their validity time.
[bookmark: _Hlk19541373]Threat References: TR 33.926 [4], clause 6.3.3.1, Incorrect Verification of Access Tokens
Test Case: 
Test Name: TC_AUTHORIZATION_TOKEN_VERIFICATION_FAILURE_ONE_PLMN
Purpose:
[bookmark: _Hlk2183828]Verify that the NF service producer does not grant service access if the verification of authorization token from a NF service consumer in the same PLMN fails.
Procedure and execution steps:
Pre-Conditions:
-	The tester shall know if the network product supports the following optional access token verification claims. If an optional claim is not supported, the associated sub-test case does not apply:
-	S-NSSAI (Test Case FH)
-	NSI (Test Case GI)
-	NF Set ID (Test Case HJ)
-	additional scope (Test Case IK)
-	Test environment with a NF service consumer.
-	The NF service consumer may be simulated.
[bookmark: _Hlk2184045]-	The network product under test has already mutually authenticated with the NF service consumer.
-	If either of the following pre-conditions are met, the associated sub-test case applies:
-	The network product under test has already mutually authenticated with the NF service consumer using TLS, as specified in TS 33.501[10] clause 13.1 (Test Case F).
-	A Client Credentials Assertion (CCA) is present in the service request and verified as specified in TS 33.501[10] clause 13.3.8.3, and the Network product supports CCA based authentication (Test Case G).
-	The tester has access to the interface between the NF service consumer and the network product under test.
-	The tester has the NRF’s private key or the shared key.
[bookmark: _Hlk2184110]-	The network product under test is preconfigured with the NRF’s public key or the shared key.
Execution Steps
The network product under test receives the access token sent from the NF service consumer, verifies the access token based on OAuth 2.0.
Test Cases A~GE are tests on failure handling by the network product under test when the mandatory claims in access token failed verification.
Test Case A: No access token
1)	The tester sends a request without a token to the network product under test.
2)	The network product under test recognized the absence of the access token and the verification of the access token  fails.
Test Case B: Verification failure of the access token integrity
1)	The tester computes an access token correctly, except that the signature or the MAC is incorrect, e.g., the signature or the MAC is randomly selected, and then includes the access token in the NF Service Request sent from the NF service consumer to the network product under test.
2)	The integrity verification of the access token by the network product under test fails.
Test Case C: Incorrect audience claim in the access token
1)	The tester computes an access token correctly, except that the audience claim is incorrect, i.e., the audience claim in the access token does not match the identity or the type of the network product under test, and then includes the access token in the NF Service Request sent from NF service consumer to the network product under test.
2)	The network product under test verifies that the integrity of the access token is valid. However, the audience claim in the access token does not match its identity or type. 
Test Case D: Incorrect scope claim in the access token
1)	The tester computes an access token correctly, except that the scope is incorrect, i.e., the scope does not match the requested service operation, and then includes the access token in the NF Service Request sent from the NF service consumer to the network product under test.
2)	The network product under test verifies that the integrity of the access token and the audience claim are valid. However, the scope does not match the requested service operation. 
Test Case E: Expired access token
1)	The tester computes an access token correctly, except that the expiration time has expired against the current data/time, and then includes the access token in the NF Service Request sent from the NF service consumer to the network product under test.
2)	The network product under test verifies that the integrity of the access token, the audience and scope claims are all valid. However, the expiration time in the access token has expired against the current data/time.
Test Case F: Access token subject claim does not match the TLS certificate
1)	The tester computes an access token correctly, except that the subject claim does not match the corresponding field in the TLS certificate, i.e., the NF Instance ID in the subject claim within the access token does not match the NF Instance ID in the subjectAltName in the NF Service Consumer's TLS client certificate (which was used to establish the TLS connection), and then includes the access token in the NF Service Request sent from the NF service consumer to the network product under test.
2)	The network product under test verifies that the integrity of the access token, the audience, scope, and expiration time claims are all valid. However, the subject claim in the access token does not match the subjectAltName in the TLS certificate of the NF service consumer.
Test Case G: Access token subject claim does not match the CCA
1)	The tester computes a Client Credentials Assertion (CCA) correctly for the NF Service Request from the NF service consumer to the network product under test.
2)	The tester computes an access token correctly, except that the subject claim (i.e., the NF Instance Id of the NF Service Consumer) in the access token does not match the subject claim in the CCA, and then includes the access token and the CCA in the NF Service Request sent from the NF service consumer to the network product under test. 
3)	The network product under test verifies that the integrity of the access token, the audience, scope, and expiration time claims are all valid. However, the subject claim in the access token does not match the subject claim in the CCA.
Test Cases FH~KI are tests on failure handling by the network product under test when the optional claims in access token failed verification.
NOTE:	The test cases below only apply to the NFs which support identifying and understanding the optional claims in the received access token.
Test Case FH: Incorrect list of S-NSSAIs in the access token
1)	The tester computes an access token correctly, except that the list of S-NSSAIs is incorrect, i.e., the network product under test does not serve the slices indicated in the list of S-NSSAIs, and then includes the access token in the NF Service Request sent from NF service consumer to the network product under test.
2)	The network product under test verifies that the integrity of the access token, the audience, scope and expiration time claims are all valid. Then it further checks the list of S--NSSAIs included in the access token. 
Test Case GI: Incorrect list of NSIs in the access token
1)	The tester computes an access token correctly, except that the list of NSIs is incorrect, i.e., the network product under test does not serve the slices indicated in the list of NSIs, and then includes the access token in the NF Service Request sent from NF service consumer to the network product under test.
2)	The network product under test verifies that the integrity of the access token, the audience, scope and expiration time claims are all valid. Then it further checks the list of NSIs included in the access token. 
Test Case HJ: Incorrect NF Set ID in the access token
1)	The tester computes an access token correctly, except that the NF Set ID is incorrect, i.e. the NF Set ID in the claim does not match the NF Set ID of the network product under test, and then includes the access token in the NF Service Request sent from NF service consumer to the network product under test.
2)	The network product under test verifies that the integrity of the access token, the audience, scope and expiration time claims are all valid. Then it further checks the NF Set ID included in the access token. 
Test Case IK: Incorrect additional scope in the access token
1)	The tester computes an access token correctly, except that the additional scope information is incorrect, i.e. the allowed resources and allowed actions on the resources do not match the requested service operations, and then includes the access token in the NF Service Request sent from the NF service consumer to the network product under test.
2)	The network product under test verifies that the integrity of the access token, the audience, scope and expiration time claims are all valid. Then it further checks the additional scope included in the access token.
Expected Results:
[bookmark: _Hlk2185017]For test cases A~E G on verification failure of mandatory claims in the access token, the network product under test rejects the NF service consumer’s service request based on OAuth 2.0 error response defined in RFC 6749 [12].
For test cases FH~KI on verification failure of optional claims in the access token, if the network product under test understands these optional claims (list of S-NSSAIs, list of NSIs, NF Set ID, additional scope), it rejects the NF service consumer’s service request based on OAuth 2.0 error response defined in RFC 6749 [12].
Expected format of evidence:
Evidence suitable for the interface, e.g., packet trace (pcap file).
************** End of 1st Change**************

