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1
Impacts 

	Affects:
	UICC apps
	ME
	AN
	CN
	Others (specify)

	Yes
	
	
	
	X
	

	No
	X
	X
	X
	
	

	Don't know
	
	
	
	
	X


2
Classification of the Work Item and linked work items

2.1
Primary classification

This work item is a …

	
	Feature

	
	Building Block

	
	Work Task

	X
	Study Item


2.2
Parent Work Item 
	Parent Work / Study Items 

	Acronym
	Working Group
	Unique ID
	Title (as in 3GPP Work Plan)

	
	
	
	


2.3
Other related Work Items and dependencies
	Other related Work Items (if any)

	Unique ID
	Title
	Nature of relationship

	
	
	


Dependency on non-3GPP (draft) specification: N/A
3
Justification
IETF RFC 
9700 “Best Current Practice for OAuth 2.0 Security” and “RFC 8725 - JSON Web Token Best Current Practices” provide information on threats associated with these technologies, effective countermeasures and best security practices. 
For example, few of them captured from the best practices document are listed below:
· OAuth2.0 and CCA token replay attack prevention methods in the direct and indirect communication respectively.
· means to Cryptographically binding the issued Access token.
· mechanism for resource servers to validate information about issued access tokens to circumvent with manipulated access token.
· potential means to thwart JWT signature bypass.
· means to protect precomputed access token.
In this study, the existing TS 33.501 security requirements and procedures will be checked against those best practices.
4
Objective
The objective of the study is as follows:

WT1 – Cross check the best security practices by IETF (RFC 9700 and RFC 8725) against the existing SBA security requirements and procedures in 5G System.
This work task will: 
1) Analyze current SBA security in 5G regarding the best practices for JWT and OAuth 2.0 as available by IETF RFCs (RFC 9700 and RFC 8725).
2) Document whether the defined best practices are valid or not for SBA in 5G System and if valid document the ones in-use/applied.
3) List those best practices not used in or not valid for SBA in 5G System. 
The outcome of this study can be used as an input for 6G security study of SBA if it exists in any form or result in an improvement CR to 5G if this can be concluded without further study.
NOTE: The usual way of SA3 study (key issue, threat, requirement) is not applicable. The key issue will be the available threat description with reference to the best practice, an analysis of the 5G System with a way forward proposal.

TU estimates and dependencies

	TU Estimate

(Study)
	TU Estimate

(Normative)
	RAN Dependency

(Yes/No/Maybe) 
	SA1/SA2 Dependency

(Yes/No/Maybe)

	WT1: 3.0
	
NO

	NO
	NO

	Total: 3.0 TUs 


	
	
	

	NOTE: 1 TU is considered as 1.5 hours


Total TU estimates for the study phase: 3.0 TUs 

Total TU estimates for the normative phase: 0.0 TUs

Total TU Estimates: 3 TUs
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Expected Output and Time scale

	New specifications {One line per specification. Create/delete lines as needed}

	Type 
	TS/TR number
	Title
	For info 
at TSG# 
	For approval at TSG#
	Rapporteur

	Internal TR
	TBD
	Best security practice for SBA   
	TSG SA#111 (March 2026)
	TSG SA#111 (March 2026)
	


	Impacted existing TS/TR {One line per specification. Create/delete lines as needed}

	TS/TR No.
	Description of change 
	Target completion plenary#
	Remarks
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Work item Rapporteur(s)

7
Work item leadership

SA3

8
Aspects that involve other WGs

SA2
9
Supporting Individual Members
	Supporting IM name

	Huawei

	HiSilicon

	Nokia

	NTT Docomo

	DT

	NCSC

	MITRE

	Ericsson

	


�Q: Why we only focus on RFC 9700 and RFC 8725 here?





