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Abstract: This contribution proposes a use case that highlights the need for consent when Personal Data is used.
1. Introduction
This use case intends to highlight the need for consent when Personal Data is used by the network, and different regulatory aspects that a 3GPP system needs to comply with. GDPR is taken as an example reference.

Summary of changes compared with S1-254260:
- terminology – clarified that Processing definition is only for Personal Data, so renamed "Personal Data Processing", applied elsewhere as needed
- PR2 Note on propagating Consent updates in the system re-phrased to be more generic


Summary of changes compared with S1-253220r3:
- Changed "Personal Data Usage Permission" to "Consent"
- Updated definition of "Consent" and "Personal Data", with notes to clarify the terms are based on GDPR, and a note to clarify that data subject is End-User, and Consent is expected to be updated by the End-User
- Added definition of "Processing (of Personal Data)", with note to clarify the term is based on GDPR
- In PR2, changed "dynamically" to "on demand" and added a Note to clarify that updates "on demand" would only need to be propagated in the system on a timescale exceeding one minute 
- Removed PR3
- Additional clarifications in the description and service flow

[bookmark: _Hlk214309728]Draft r1 input for drafting session SA1#112. It will attempt to resolve/merge:
· changes to the definitions and proposed definitions 
· 4245 text
· 4279 text 
· proposed new use case 5.5.11

2. Proposal
It is proposed to agree the following changes to 3GPP TR 22.870 v0.4.1.

---------- Proposed changes ----------
[bookmark: _Toc201585746]2	References
The following documents contain provisions which, through reference in this text, constitute provisions of the present document.
-	References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.
-	For a specific reference, subsequent revisions do not apply.
-	For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.
Editor's Note: all References numbers to be corrected, missing references to be added
(indicating only newly introduced references)
[x1]	Regulation (EU) 2016/679 on General Data Protection Regulation (https://eur-lex.europa.eu/eli/reg/2016/679/oj/eng)
[x2]	3GPP TS 23.271: "Functional stage 2 description of Location Services (LCS)"
[x3] 	3GPP TS 23.222: "Common API Framework for 3GPP Northbound APIs"
[x6]	3GPP TS 32.288: "Architecture enhancements for 5G System (5GS) to support network data analytics services"
[x7]	3GPP TS 02.071: " Location Services (LCS); Stage 1"


[bookmark: _Toc201585747][bookmark: _Toc201585748]3	Definitions of terms, symbols and abbreviations
[bookmark: _Toc208485260]3.1	Terms
For the purposes of the present document, the terms given in 3GPP TR 21.905 [1] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in 3GPP TR 21.905 [1].
6G AI Service: a service provided by the 6th Generation (6G) network where AI functionalities (e.g. AI model training, AI model management or AI inference) are made available to a subscriber/user or an authorized application on the User Equipment (UE) or on an application server (AS).
6G Computing Service: a service provided by 6G network utilizing computing resources in Service Hosting Environment, which can be used by a subscriber (via UE)/3rd party.
NOTE 1:	The computing resources can refer to hardware and/or software that provides the required processing, storage capability etc. to perform computational tasks (e.g. XR rendering).
6G System Data: the data that is controlled by the 6G system and can be generated or collected by the 6G system.
NOTE 2: 6G system data is different from traditional user traffic data which is application level data being transmitted through the 3GPP system for user related services.
6G Wireless sensing: 6G system feature providing capabilities to get information about characteristics of the environment and/or objects within the environment (e.g. shape, size, orientation, speed, location, distances or relative motion between objects, etc) using radio frequency signals. 
NOTE 3:		The 6G Wireless sensing service can use data acquired with either NR-based radio signals, non-3GPP radio signals, or a combination.
Al Agent: an automated intelligent entity that achieves a specific goal (autonomously or not) on behalf of another entity, by e.g. interacting with its environment, acquiring contextual information, reasoning, self-learning, decision-making, executing tasks (independently or in collaboration with other AI Agents) 
Consent: Consent of the data subject means any freely given, specific, informed and unambiguous indication of the data subject's wishes by which he or she, by a statement or by a clear affirmative action, signifies agreement to the Personal Data Processing relating to him or her.
NOTE x: This definition was taken from Regulation (EU) 2016/679 Article 4 [x1].
NOTE y:	It is expected that the data subject is the End-User, and the End-User grants Consent.

Proposed compromise (if needed)
Consent: an agreement concerning subscriber data, the details of which are defined by national, regional or local regulatory requirements (e.g. Regulation (EU) 2016/679 Article 4 [x1])
NOTE x:	TS 33.501 [250] clause V.1.2 describes the relationship between End-User and Subscriber.

Cooperating UEs: a group of UEs that have registered as part of their (shared) subscription that they are allowed to be coordinated by the network to cooperate when they are in proximity of each other.
Digital Twin: a real time representation of physical assets in a digital world. 
NOTE 4: This definition was taken from ITU-T Recommendation Y.3090 [113].
Energy Supply: the delivery of electricity to a physical location. This is typically realized by placing two or more wires coming from a DSO at a geographical location and connecting those wires to a metering device. 
NOTE 5:	This definition was taken from TS 28.318 [232].
Intelligent assistance service: a 3GPP service to help subscribers and third-party applications perform their tasks or services, e.g. using an AI Agent.
NOTE 6:	For example, intelligent assistance service in the context of autonomous driving can be to support collision avoidance, parking assistance, emergency trajectory alignment, automated intersection-crossing, etc.
Intelligent Communication Assistant: the virtual intelligent communication assistant locates in operator network and interacts with the users through voice, video, text, gestures or other modalities. The assistant can be customized for each particular user by accessing user data and network data which are stored or collected in the network, with user’s consent. It can provide various communication services and support individual users based on user’s intention and requirement utilizing AI capability. One subscriber can have one or more Intelligent Communication Assistants.
Intent: expectations including requirements, goals and constraints without specifying how to achieve them. [147]
NOTE 7: Intent can be used for 6G services as well as Operations, Administration, and Management (OAM).
Editor’s note: NOTE 7 is FFS.
Editor’s note: this definition is FFS for further enhancement along the study goes on. If more detail regarding Intent is necessary to support the use cases in this TR it may be introduced in an Annex.
Maximum slice energy credit limit: a policy establishing an upper bound on the aggregate quantity of energy consumption by the 6G system to provide services for a specific slice, e.g. in kilowatt hours.
Network Digital Twin: virtual replica of (part of) a mobile network to emulate (or simulate) the behaviour of the actual network.
Editor’s Note: it is FFS to update this definition.
Network Federation: refers to the interoperability of two or more 6G networks, enabling them to share resources and services, to achieve shared objectives. Federated 6G networks maintain their autonomy but coordinate to share resources, or services, ensuring mutual benefits without compromising individual operational control or data privacy. 
NOTE 8:	Network federation is currently defined in TS 28.538 [257], TS 23.558 [52] and allows Mobile Network Operators (MNOs) to share edge computing resources.
non-3GPP sensing station: a device capable of emitting and/or receiving non-3GPP radio signals specified in IEEE 802.1bf [201] that can result in acquisition of non-3GPP sensing data.
NOTE 9:	The non-3GPP sensing station is owned, operated and deployed by the network operator or its business partner, including scenarios in which the equipment is owned and operated by the customer of the network operator.
Personal Data: any information relating to a user or subscriber that can be used to, either directly or indirectly, identify that user or subscriber, or to distinguish that user or subscriber from others. means any information relating to an identified or identifiable natural person ('data subject'); an identifiable natural person is one who can be identified, directly or indirectly, in particular by reference to an identifier such as a name, an identification number, location data, an online identifier or to one or more factors specific to the physical, physiological, genetic, mental, economic, cultural or social identity of that natural person.
NOTE x: This definition was taken from Regulation (EU) 2016/679 Article 4 [x1].
NOTE y:	It is expected that the data subject is the End-User.
Personal Data: any information relating to a subscriber that can be used to identify that subscriber.

any information relating to an identified or identifiable natural person
any information relating to a subscriber that can be used to identify that subscriber

Proposed compromise (if needed)

Personal Data: any information relating to a subscriber that can be used to identify that subscriber. This may be defined by national, regional or local regulatory requirements (e.g. Regulation (EU) 2016/679 Article 4 [x1]). 
[bookmark: _Hlk214312318]NOTE y :	TS 33.501 [250] clause V.1.2 describes the relationship between End-User and Subscriber.


Personal Data Processing: means any operation or set of operations which is performed on Personal Data or on sets of Personal Data, whether or not by automated means, such as collection, recording, organisation, structuring, storage, adaptation or alteration, retrieval, consultation, use, disclosure by transmission, dissemination or otherwise making available, alignment or combination, restriction, erasure or destruction.
NOTE x: This definition was taken from Regulation (EU) 2016/679 Article 4 [x1].
NOTE y:	It is expected that the Personal Data Processing is performed by the network, and "disclosure" refers to exposure of Personal Data to third parties.
Rapporteur: is this definition needed? 3GPP has a general idea of what (data) “processing” is….is there something significantly different/missing from the types of data processing discussed in clause 5.9.2? if so, perhaps a second “NOTE” to the def of Personal Data could be found example:
NOTE z: National, regional, or local regulatory requirements (e.g. Regulation (EU) 2016/679 Article 4 [x1]) may also define specific (e.g. processing) actions.

Satellite access: direct connectivity between the UE and the satellite.
Satellite Constellation: a set of satellites working together as a system or network. A satellite constellation can be composed of satellites in the same orbit types or different orbits (GSO, NGSO) with different characteristics.
Sensing target density: total number of objects to be sensed per geographic area. It is a measure of how many objects the 3GPP system can detect, identify and/or track within a target sensing area. 
Service Hosting Environment: the environment, located inside of 6G network and fully controlled by the operator, where Hosted Services are offered from.
Serving satellite: a satellite providing the satellite access to a UE. In the case of NGSO (Non-Geostationary Satellite Orbit), the serving satellite is always changing due to the nature of the constellation.

---------- Proposed use case ----------

5.5.11	Use Case on Personal Data Usage
[bookmark: _Toc355779204][bookmark: _Toc354586742][bookmark: _Toc354590101]5.5.11.1	Description
The 6G system will continue to use Personal Data in various ways, e.g. to enable services or to optimise service performance, in a similar fashion to the 5G system. As was done in 5G specifications, for 6G requirements where Consent is required to use Personal Data, it is intended verify whether Consent as supported in 5G is sufficient, or whether a more consistent treatment is needed.
In past generations, services provided by the operator are typically provided to individual subscribers in a "one-to-one" fashion, where Personal Data from a specific subscriber is needed to enable the same subscriber to receive the service. This Personal Data sharing is covered by the contractual agreement between the operator and the subscriber, and Consent as defined in 3GPP, is not applicable.
In 6G systems, it is envisioned that there will be services that an operator can provide to one entity (e.g. to a third party or multiple subscribers), where the service is generated by Personal Data Processing from one or more other subscribers, i.e. the subscriber(s) whose Personal Data is used is not necessarily the only subscriber(s) that receives the service.
This use case highlights the regulatory aspects that a 3GPP system needs to comply with. General Data Protection Regulation (GDPR) [x1] is taken as an example reference, considering Personal Data and consent aspects relevant for 3GPP from Articles 5, 6 and 7, summarised below.
On consent:
-	This is an opt-in
-	Opt-out is possible at any time
-	Indicates the purpose(s) of Personal Data usage
-	This is separate from contractual privacy terms and conditions 
Personal data can be used under any of these conditions:
-	when Consent has been given
-	to fulfil a contract (e.g. subscriber signed up to services with the operator)
-	to comply with a legal obligation (e.g. sharing information with authorities)
-	to protect the vital interests of the user (e.g. location information for emergency calls)
Personal data to be processed securely, including protection against unauthorised or unlawful processing
-	this aspect is already covered in clause 5.5.6
5.5.11.2	Pre-conditions
Bob purchased a new subscription with Operator Vanilla, which includes access to a 6G XR gaming service, mobile data, voice services and text messaging. 
As part of the agreement Bob signed with Operator Vanilla, there are privacy terms and conditions which indicate that e.g. the UE location, the duration of voice / data sessions, the amount of data consumed, are required to provide Bob with the services he signed up for.
Bob's subscription is created on Operator Vanilla's database which adds the services Bob has subscribed to, and the related privacy terms and conditions.
Bob has not subscribed to any sensing service from Operator Vanilla.
5.5.11.3	Service Flows
1.	Operator Vanilla agrees to provide a sensing service to company Chocolate that provides V2X-related services in the town where Bob works.
2.	Operator Vanilla wishes to collect and process 3GPP sensing data that can be obtained via Bob's UE (and also 3GPP sensing data that can be obtained from a number of other subscribers who live or work in the same town) to generate the sensing service to company Chocolate.
3.	Operator Vanilla informs Bob about this request and purpose to use Bob's sensing Personal Data, i.e. 3GPP sensing data obtained via Bob's UE and other related information e.g. location information (how this is done is out of scope)
4.	Bob agrees to share his sensing Personal Data with Operator Vanilla for this purpose and gives his permission to do so (how this is done is out of scope). Bob still does not subscribe to any sensing service, but allows his data to be used.
5.	It is expected that Bob's permission is retained somewhere, e.g. in the network database, and that Bob does not have to be consulted each time Operator Vanilla wishes to use Bob's sensing Personal Data, but instead, Operator Vanilla will check Bob's permission in the network database.
6.	Operator Vanilla collects and processes Bob's sensing Personal Data along with other subscribers' sensing Personal Data (who have also consented to share their Personal Data) to generate a sensing service that is provided to company Chocolate.
7.	After one week, Bob notices that his UE's battery drains much faster than usual and decides to withdraw his permission for Operator Vanilla to use his sensing Personal Data (how this is done is out of scope).
8.	Operator Vanilla stops using Bob's sensing Personal Data when generating sensing service provided to company chocolate.
9.	One month later, Operator Vanilla wishes to once again use Bob's sensing Personal Data to provide sensing service to company Chocolate, but upon consulting the network database, Bob's permission was not changed, so Operator Vanilla continues not to use Bob's sensing Personal Data.

5.5.11.4	Post-conditions
Bob's permission on whether or not his sensing Personal Data can be collected and processed by Operator Vanilla to generate sensing services provided to a different entity, i.e. the sensing service is provided to company Chocolate and not to Bob himself, can be taken into account by Operator Vanilla.

5.5.11.5	Existing features partly or fully covering the use case functionality
	
	Consent is an opt-in
	Verify consent before network uses Personal Data
	UE can change / revoke consent
	Indicates if consent was granted
	Indicates purpose for Personal Data usage
	Indicates whether Personal Data is used by MNO or third party
	Upon consent revocation, stop related Personal Data usage

	LCS
	Supported (TS 23.271 [x2] clause 9.5.3.3)
	Supported (TS 23.273 [240] clause 6.1.2)
	Supported (TS 23.273 [240] clause 5.4, UE can update LCS privacy profile / LPI)
	Supported (TS 23.273 [240] via LPI + LCS privacy profile)
	Not supported
	Supported: (TS 23.273 [240], LCS privacy profile indicates permitted LCS clients / AFs)
	Not applicable (one-off request)

	MDT
	Up to implementation (setting is out of 3GPP scope)
	Supported (TS 32.422 [239])
	Up to implementation (setting is out of 3GPP scope)
	Supported (Management / Signalling Based MDT PLMN List)
	Not supported
	Up to implementation (setting is out of 3GPP scope)
	Up to implementation (TS 32.422 [239] clause 4.9.1)

	NWDAF Analytics
	Up to implementation (setting is out of 3GPP scope)
	Supported (TS 23.288 [x6] clause 6.2.9)
	Up to implementation (setting is out of 3GPP scope)
	Supported (TS 23.288 [x6] clause 6.2.9)
	Supported (TS 23.288 [x6] clause 6.2.9)
	Unclear if supported, no consent checked for NEF exposure to AFs (TS 23.288 [x6] clause 6.2.2.3) 
	Supported (TS 23.288 [x6] clause 6.2.9)

	CAPIF RNAA
	Supported (TS 23.222 [x3] clause 4.17)
	Supported (TS 23.222 [x3] clause 8.31)
	Supported (TS 23.222 [x3] clause 8.23)
	Supported (TS 23.222 [x3] clause 8.31)
	Supported (TS 23.222 [x3] clause 8.11)
	Supported (TS 23.222 [x3] clause 8.31)
	Supported (TS 23.222 [x3] clause 8.23)


Table 5.5.11.5-1: Gap analysis of consent for selected 5G features
From the table above, it can be seen that various aspects of Consent are not consistently supported across different features, and that for certain features like MDT and NWDAF analytics, a number of the Consent aspects are left up to implementation.
Gap analysis to configure consent in 5G
For LCS, the Stage 1 requirements defined in TS 22.071 [61] (inherited from TS 02.71 [x7] since Rel-98) state:
Means shall be provided for the UE subscriber to control privacy for value added services.
The user shall be able to change the setting of the Privacy exception list at any time.
Unless required by local regulatory requirements, or overridden by the target UE User, the target UE may be positioned only if allowed in the UE subscription profile. In general, for valued added location services, the target UE being positioned should be afforded the maximum possible privacy, and should not be positioned unless the positioning attempt is explicitly authorized. In the absence of specific permission to position the target UE, the target UE should not be positioned.
A requirement for user consent for Personal Data intended to be shared with a third party is defined in TS 22.261 [14] clause 6.10:
The 5G system shall be able to: […]
-	allow the UE to provide/revoke consent for information (e.g., location, presence) to be shared with the third-party.
This requirement is related to the CAPIF Resource owner-aware Northbound API Access (RNAA) in TS 23.222 [x3], where authorisation is required from the resource owner for usage of their data. According to TS 23.222 [x3], the resource owner is a UE user or MNO subscriber.
5.5.11.6	Potential New Requirements needed to support the use case
NOTE: the following requirements apply when Personal Data is processed and exposed to a [authorized/any] third party (e.g. other subscribers, third party):

Rapporteur:  isn’t consent part of the regulatory requirement?
[PR 5.5.9.5-002] Subject to regulatory requirements and operator policy, the 6G system shall provide mechanisms to enable the End-User to update their Consent.
NOTE 1:	TS 33.501 [250] clause V.1.2 describes the relationship between End-User and Subscriber
NOTE 2: It is expected that Consent updates to be propagated through the system on a reasonable timescale. 


NOTE 3:	Personal Data sharing between the End-User and network for the reasons below do not require Consent:
-	when used to meet contractual agreement(s) to provide service(s) from the network operator to the subscriber (includes Personal Data such as identifiers in the network and other Personal Data needed to support the service delivery to the subscriber e.g. location information),
-	when used to meet legal obligations (e.g. requested by authorities), or
-	when used to protect someone's life (e.g. sharing location for emergency calls).

