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Abstract: This contribution aims to resolve the EN in clause 5.5.6.3
1. Introduction
This contribution proposes a refinement to the requirement in section 5.5.6 of the 6G Study (TR 22.870) to better reflect the scope of Personal Data that the 6G System handles as part of providing network services. The objective is to define a clearer and more self-contained requirement for privacy protection, in alignment with existing 3GPP privacy principles. Furthermore, the definition of Personal Data has been modified as well.
2. Reason for Change
The updated wording removes possible ambiguity about the scope of the data to be protected by focusing the requirement on Personal Data associated with a subscription.
Draft r1 input for drafting session SA1#112. It will attempt to resolve/merge
4245 text for clause 5.5.6
4259 text for clause 5.5.6
4201 text for clause 5.5.6

Draft 4279r1 will attempt to resolve/merge changes to the proposed definition of “Personal Data”.
3. Conclusions
It is proposed to update the requirement accordingly to ensure a formulation aligned with existing 3GPP privacy principles and definitions.
4. Proposal
It is proposed to agree the following changes to 3GPP TS / TR 22.870 V0.4.1.

* * * First Change * * * *
[bookmark: _Toc208485259][bookmark: _Hlk213256479]3	Definitions of terms, symbols and abbreviations
[bookmark: _Toc208485260]3.1	Terms
For the purposes of the present document, the terms given in 3GPP TR 21.905 [1] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in 3GPP TR 21.905 [1].
6G AI Service: a service provided by the 6th Generation (6G) network where AI functionalities (e.g. AI model training, AI model management or AI inference) are made available to a subscriber/user or an authorized application on the User Equipment (UE) or on an application server (AS).
6G Computing Service: a service provided by 6G network utilizing computing resources in Service Hosting Environment, which can be used by a subscriber (via UE)/3rd party.
NOTE 1:	The computing resources can refer to hardware and/or software that provides the required processing, storage capability etc. to perform computational tasks (e.g. XR rendering).
6G System Data: the data that is controlled by the 6G system and can be generated or collected by the 6G system.
NOTE 2: 6G system data is different from traditional user traffic data which is application level data being transmitted through the 3GPP system for user related services.
6G Wireless sensing: 6G system feature providing capabilities to get information about characteristics of the environment and/or objects within the environment (e.g. shape, size, orientation, speed, location, distances or relative motion between objects, etc) using radio frequency signals. 
NOTE 3:		The 6G Wireless sensing service can use data acquired with either NR-based radio signals, non-3GPP radio signals, or a combination.
Al Agent: an automated intelligent entity that achieves a specific goal (autonomously or not) on behalf of another entity, by e.g. interacting with its environment, acquiring contextual information, reasoning, self-learning, decision-making, executing tasks (independently or in collaboration with other AI Agents) 
Cooperating UEs: a group of UEs that have registered as part of their (shared) subscription that they are allowed to be coordinated by the network to cooperate when they are in proximity of each other.
Digital Twin: a real time representation of physical assets in a digital world. 
NOTE 4: This definition was taken from ITU-T Recommendation Y.3090 [113].
Energy Supply: the delivery of electricity to a physical location. This is typically realized by placing two or more wires coming from a DSO at a geographical location and connecting those wires to a metering device. 
NOTE 5:	This definition was taken from TS 28.318 [232].
Intelligent assistance service: a 3GPP service to help subscribers and third-party applications perform their tasks or services, e.g. using an AI Agent.
NOTE 6:	For example, intelligent assistance service in the context of autonomous driving can be to support collision avoidance, parking assistance, emergency trajectory alignment, automated intersection-crossing, etc.
Intelligent Communication Assistant: the virtual intelligent communication assistant locates in operator network and interacts with the users through voice, video, text, gestures or other modalities. The assistant can be customized for each particular user by accessing user data and network data which are stored or collected in the network, with user’s consent. It can provide various communication services and support individual users based on user’s intention and requirement utilizing AI capability. One subscriber can have one or more Intelligent Communication Assistants.
Intent: expectations including requirements, goals and constraints without specifying how to achieve them. [147]
NOTE 7: Intent can be used for 6G services as well as Operations, Administration, and Management (OAM).
Editor’s note: NOTE 7 is FFS.
Editor’s note: this definition is FFS for further enhancement along the study goes on. If more detail regarding Intent is necessary to support the use cases in this TR it may be introduced in an Annex.
Maximum slice energy credit limit: a policy establishing an upper bound on the aggregate quantity of energy consumption by the 6G system to provide services for a specific slice, e.g. in kilowatt hours.
Network Digital Twin: virtual replica of (part of) a mobile network to emulate (or simulate) the behaviour of the actual network.
Editor’s Note: it is FFS to update this definition.
Network Federation: refers to the interoperability of two or more 6G networks, enabling them to share resources and services, to achieve shared objectives. Federated 6G networks maintain their autonomy but coordinate to share resources, or services, ensuring mutual benefits without compromising individual operational control or data privacy. 
NOTE 8:	Network federation is currently defined in TS 28.538 [257], TS 23.558 [52] and allows Mobile Network Operators (MNOs) to share edge computing resources.
non-3GPP sensing station: a device capable of emitting and/or receiving non-3GPP radio signals specified in IEEE 802.1bf [201] that can result in acquisition of non-3GPP sensing data.
NOTE 9:	The non-3GPP sensing station is owned, operated and deployed by the network operator or its business partner, including scenarios in which the equipment is owned and operated by the customer of the network operator.
Personal Data: any information relating to a user or subscriber that can be used to, either directly or indirectly, identify that user or subscriber, or to distinguish that user or subscriber from others. 

Satellite access: direct connectivity between the UE and the satellite.
Satellite Constellation: a set of satellites working together as a system or network. A satellite constellation can be composed of satellites in the same orbit types or different orbits (GSO, NGSO) with different characteristics.
Sensing target density: total number of objects to be sensed per geographic area. It is a measure of how many objects the 3GPP system can detect, identify and/or track within a target sensing area. 
Service Hosting Environment: the environment, located inside of 6G network and fully controlled by the operator, where Hosted Services are offered from.
Serving satellite: a satellite providing the satellite access to a UE. In the case of NGSO (Non-Geostationary Satellite Orbit), the serving satellite is always changing due to the nature of the constellation.
* * * Next Change * * * *
[bookmark: _Toc208485294][bookmark: _Hlk213256714]5.5.6	Considerations on privacy
[bookmark: _Toc208485295]5.5.6.1	Description
User pPrivacy is an integral part of the 3GPP system, with requirements on the protection for the communication content (e.g. content of emails, web pages), as well as any subscriber identities and UE location, from being exposed to unauthorised parties. This is considered as a 3GPP built-in feature by default, and solutions have been specified in previous releases that deal with the protection from unauthorised exposure of data belonging to the communication content, user-relatedany subscriber identities and UE location.
The main observations on the term Personal Data areis:
1) Personal Data includes information that can directly identify a usersubscriber, and also any information that can distinguish one user from others.
2) Personal Data includes information that by itself cannot identify or distinguish a user, but when combined with other information, can identify or distinguish a user.
Furthermore, Personal Data in the 3GPP context covers the following types of information related to the user:
-	Communication content: data sent or received by the user via the network, e.g. contents of a text message / voice call, data downloaded from a webpage
-	Non-communication content: data sent by the UE or derived by the network that is used to provide 3GPP services such as sensing, computing
-	User-related information: any information (excluding communication content and non-communication content) either sent by the UE, derived by the network, e.g. user location, UE ID
[bookmark: _Toc208485296]5.5.6.2	Existing features partly or fully covering the functionality
SA1 studied privacy in Release 6 in TR 22.949 [72]. SA3 also studied privacy in Release 14 in TR 33.849 [73].
Requirements for privacy for 4G are defined in TS 22.278 [74]:
The Evolved Packet System shall provide several appropriate levels of user privacy including communication confidentiality, location privacy, and identity protection.
The privacy of the contents, origin, and destination of a particular communication shall be protected from disclosure to unauthorised parties.
The Evolved Packet System shall be able to hide the identities of users from unauthorised third parties.
It shall be possible to provide no disclosure, at any level of granularity, of location, location-related information, e.g. geographic and routing information, or information from which a user's location can be determined, to unauthorised parties, including another party on a communication.
In addition to the requirements above, requirements for privacy for 5G are defined in TS 22.261 [14]:
The 5G system shall support a secure mechanism to collect system information while ensuring end-user and application privacy (e.g., application-level information is not to be related to an individual user identity or subscriber identity and UE information is not to be related to an individual subscriber identity).
The 4G and 5G requirements imply privacy protection for Personal Data, by listing a few examples of the types of information to be protected, but the term Personal Data was not defined at the time.
A well-structured consolidated requirement on privacy protection for Personal Data can provide clearer guidance for Stage 2 and Stage 3 development.
[bookmark: _Toc208485297]5.5.6.3	Potential New Requirements
[PR 5.5.6.3-1] Subject to regulatory requirements  or and operator policy, the 6G system shall protect Personal Data  from unauthorised access and disclosure to unauthorised entities any Personal Data belonging to a user and subscriber.
[PR 5.5.6.3-1] Subject to regulatory requirements and operator policy, the 6G system shall protect from unauthorised access and disclosure to unauthorised entities any Personal Data belonging to users, including any subscription-related identifiers.
NOTE:	The requirement above does not apply to the scenario when Personal Data is accessed or disclosed to meet legal obligations (e.g. requested by authorities)
[PR 5.5.6.3-1] Subject to regulatory requirements and operator policy, the 6G system shall protect from unauthorised access and disclosure to unauthorised entities any Personal Data belonging to a user, including any subscription-related identifiers while allowing authorised access (e.g. for regulatory purposes) of any Personal Data belonging to a user without seeking any user consent regardless of any privacy protection normally applicable to that data.
Initial proposed merger text (non-highlighted text are common in all three TDOCs)
[PR 5.5.6.3-1] Subject to regulatory requirements and operator policy, the 6G system shall protect 
· Personal Data
· Any Personal Data belonging to users, including any subscription-related identifiers
· any Personal Data belonging to a user, including any subscription-related identifiers
from unauthorised access and disclosure to unauthorised entities, while allowing authorised access (e.g. for regulatory purposes) of any Personal Data belonging to a user without seeking any user consent regardless of any privacy protection normally applicable to that data.
NOTE:	The requirement above does not apply to the scenario when Personal Data is accessed or disclosed to meet legal obligations (e.g. requested by authorities)
Editor's Note: The requirement above is FFS

* * * End of changes * * * *
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