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* * * * Start of changes * * * *
[bookmark: _Toc28009720][bookmark: _Toc34061839][bookmark: _Toc36036595][bookmark: _Toc43284834][bookmark: _Toc45132613][bookmark: _Toc51193307][bookmark: _Toc51760506][bookmark: _Toc59014956][bookmark: _Toc59015472][bookmark: _Toc68165514][bookmark: _Toc83229610][bookmark: _Toc90648809][bookmark: _Toc105593701][bookmark: _Toc114209415][bookmark: _Toc138681275][bookmark: _Toc151977691][bookmark: _Toc152148374][bookmark: _Toc161988160][bookmark: _Toc185508718][bookmark: _Toc192861828][bookmark: _Toc144342314][bookmark: _Toc151994190][bookmark: _Toc152000970][bookmark: _Toc152159575][bookmark: _Toc168571766][bookmark: _Toc169773826][bookmark: _Toc510696653][bookmark: _Toc35971453][bookmark: _Toc100742503][bookmark: _Toc120609104][bookmark: _Toc120657571][bookmark: _Toc133407853][bookmark: _Toc164876410][bookmark: _Toc192875993]5.6.2.3.2	Obtain authorization using Obtain_Authorization service operation
To obtain authorization information from the CAPIF core function to invoke service APIs, the API invoker shall perform the functions of the resource owner, client and redirection endpoints as described in clause 6.5.2.3 of 3GPP TS 33.122 [16].
The API invoker shall send a POST request to the "Token Endpoint", as described in IETF RFC 6749 [23], clause 3.2. The "Token Endpoint" URI shall be:
{apiRoot}/capif-security/v1/securities/{securityId}/token
where {securityId} is the API invoker identifier and represents the "Individual trusted API invoker" resource created during obtain security method, as described in clause 5.6.2.2.

The body of the HTTP POST request shall indicate that the required OAuth2 grant shall be of type "client_credentials", or when the "RNAA" feature is supported, either "client_credentials" or "authorization_code" (applicable for both the "authorization code" and "authorization code with PKCE" grant types). The "scope" parameter (if present) shall include a list of AEF identifiers and its associated API names the API invoker is trying to access (i.e., the API invoker expected scope).
For RNAA:
-	if the "authorization code" grant type is used, the request shall include the resource owner ID and the authorization code and may include the redirection URI (see also IETF RFC 6749 [23] and clause 6.5.3 of TS 33.122 [16]); and
NOTE:	When the "authorization code" grant type is used for RNAA, the authorization code is obtained by the API invoker prior to the invocation of this service operation using the procedures defined in clause 4.1 of IETF RFC 6749 [23].
-	if the "client credentials" grant type is used, the request shall include the resource owner ID, as defined in clause 6.5.3.1 of TS 33.122 [16].
[bookmark: _Hlk160091603]NOTE:	When the "client credentials" grant type is used for RNAA, the CCF has to verify whether the API Invoker is authorized to invoke this service operation for acquiring a token to be subsequently used while accessing a protected resource of the resource owner identified by the resource owner ID.
The API invoker may use HTTP Basic authentication towards this endpoint, using the API invoker identifier as "username" and the onboarding secret as "password". Such username and password may be included in the header or body of the HTTP POST request.
On success, "200 OK" shall be returned. The content of the POST response shall contain the requested access token, the token type and the expiration time for the token. The access token shall be a JSON Web Token (JWT) as specified in IETF RFC 7519 [24]. The access token returned by the CAPIF core function shall include the claims encoded as a JSON object as specified in clause 8.5.4.2.8 and then digitally signed using JWS as specified in IETF RFC 7515 [25] and in Annex C.1 of 3GPP TS 33.122 [16].
The digitally signed access token shall be converted to the JWS Compact Serialization encoding as a string as specified in clause 7.1 of IETF RFC 7515 [25].
If the access token request fails at the CAPIF core function, the CAPIF core function shall return "400 Bad Request" status code, including a JSON object in the response content, that includes details about the specific error that occurred. 
* * * * Next changes * * * *
[bookmark: _Toc28009964][bookmark: _Toc34062084][bookmark: _Toc36036840][bookmark: _Toc43285088][bookmark: _Toc45132867][bookmark: _Toc51193561][bookmark: _Toc51760760][bookmark: _Toc59015210][bookmark: _Toc59015726][bookmark: _Toc68165768][bookmark: _Toc83229864][bookmark: _Toc90649064][bookmark: _Toc105593960][bookmark: _Toc114209674][bookmark: _Toc138681547][bookmark: _Toc151977979][bookmark: _Toc152148662][bookmark: _Toc161988446][bookmark: _Toc185509010][bookmark: _Toc192862128]8.5.4.1	General
This clause specifies the application data model supported by the API. Data types listed in clause 7.2 also apply to this API.
Table 8.5.4.1-1 specifies the data types defined specifically for the CAPIF_Security_API service.
Table 8.5.4.1-1: CAPIF_Security_API specific Data Types
	Data type
	Section defined
	Description
	Applicability

	AccessTokenClaims
	Clause 8.5.4.2.8
	Represents the claims data structure for the access token.
	

	AccessTokenErr
	Clause 8.5.4.2.9
	Represents an error in the access token request.
	

	AccessTokenReq
	Clause 8.5.4.2.6
	Represents the access token request information.
	

	AccessTokenRsp
	Clause 8.5.4.2.7
	Represents the access token response information.
	

	Cause
	Clause 8.5.4.3.3
	Indicates the cause for revoking the API invoker's authorization to the service API.
	

	ResOwnerId
	Clause 8.5.4.2.11
	Represents the identifier of the resource owner.
	RNAA

	SecurityInformation
	Clause 8.5.4.2.3
	Represents the interface details and the security method.
	

	SecurityNotification
	Clause 8.5.4.2.5
	Represents the revoked authorization notification details.
	

	ServiceSecurity
	Clause 8.5.4.2.2
	Represents the details of the security method for each service API interface. When included by the API invoker, it shall indicate the preferred method of security. When included by the CAPIF core function, it shall indicate the security method to be used for the service API interface.
	

	OAuthGrantType
	Clause 8.5.4.3.4
	Represents the OAuth grant type.
	RNAA



Table 8.5.4.1-2 specifies data types re-used by the CAPIF_Security_API service-based interface: 
Table 8.5.4.1-2: Re-used Data Types
	Data type
	Reference
	Comments
	Applicability

	DurationSec
	3GPP TS 29.122 [14]
	Indicates the duration in seconds.
	

	SecurityMethod
	Clause 8.2.4.3.6
	Indicates the security method (e.g. PKI).
	

	SupportedFeatures
	3GPP TS 29.571 [19]
	Used to negotiate the applicability of optional features defined in table 8.5.6-1.
	

	Uri
	3GPP TS 29.122 [14]
	Represents a URI.
	RNAA



* * * * Next changes * * * *
[bookmark: _Toc28009971][bookmark: _Toc34062091][bookmark: _Toc36036847][bookmark: _Toc43285095][bookmark: _Toc45132874][bookmark: _Toc51193568][bookmark: _Toc51760767][bookmark: _Toc59015217][bookmark: _Toc59015733][bookmark: _Toc68165775][bookmark: _Toc83229871][bookmark: _Toc90649071][bookmark: _Toc105593967][bookmark: _Toc114209681][bookmark: _Toc138681554][bookmark: _Toc151977986][bookmark: _Toc152148669][bookmark: _Toc161988453][bookmark: _Toc185509017][bookmark: _Toc192862135]8.5.4.2.6	Type: AccessTokenReq
Table 8.5.4.2.6-1: Definition of type AccessTokenReq
	Attribute name
	Data type
	P
	Cardinality
	Description
	Applicability

	grant_type
	string
	M
	1
	This attribute shall contain the grant type as "client_credentials", or when the "RNAA" feature is supported, either "client_credentials" or "authorization_code".

(NOTE 3, NOTE 4)
	

	client_id
	string
	M
	1
	This attribute shall contain the API invoker Identifier.

(NOTE 3)
	

	resOwnerId
	ResOwnerId
	O
	0..1
	Contains the identifier of the resource owner.

This attribute shall be present only when the access token request is used for RNAA.
	RNAA

	client_secret
	string
	O
	0..1
	This attribute when present shall contain the onboarding secret which is got during API invoker onboarding.

(NOTE 3)
	

	scope
	string
	O
	0..1
	Contains the requested OAuth2 scope.This attribute when present shall contain a list of AEF identifiers and its associated API names for which the access_token is authorized for use.

When the "CAPIF_Ext1" feature is not supported, Iit takes the following format: of 3gpp#aefId1:apiName1,apiName2,…apiNameX;aefId2:apiName1,apiName2,…apiNameY;…aefIdN:apiName1,apiName2,…apiNameZ

Using delimiter "#" after the discriminator "3gpp", ":" after AEF identifier, "," between API names and ";" between the last API name of the previous AEF identifier and the next AEF identifier. (NOTE 2) 

Example: '3gpp#aef-jiangsu-nanjing:3gpp-monitoring-event,3gpp-as-session-with-qos;aef-zhejiang-hangzhou:3gpp-cp-parameter-provisioning,3gpp-pfd-management'

When the "CAPIF_Ext1" feature is supported, it takes the following format:
'3gpp#aefId1:apiName1:scopeLevelType.scopeLevelValue:scopeLevelType.scopeLevelValue:…:scopeLevelType.scopeLevelValue,apiName2:scopeLevelType.scopeLevelValue:scopeLevelType.scopeLevelValue:…:scopeLevelType.scopeLevelValue,…apiNameX:scopeLevelType.scopeLevelValue:scopeLevelType.scopeLevelValue:…:scopeLevelType.scopeLevelValue;…aefIdN:apiName1:scopeLevelType.scopeLevelValue:scopeLevelType.scopeLevelValue:…:scopeLevelType.scopeLevelValue,apiName2:scopeLevelType.scopeLevelValue:scopeLevelType.scopeLevelValue:…:scopeLevelType.scopeLevelValue,…apiNameZ:scopeLevelType.scopeLevelValue:scopeLevelType.scopeLevelValue:…:scopeLevelType.scopeLevelValue'

Example 1: '3gpp#aef1:3gpp-monitoring-event:res.subscriptions,3gpp-as-session-with-qos :res.subscriptions:op.create;aef-zhejiang-hangzhou:3gpp-cp-parameter-provisioning,3gpp-pfd-management:res.transactions:op.read'

Example 2: '3gpp#aef1: 3gpp-time-sync:res.subscriptions:res.configurations:op.update,3gpp-mbs-session:res.mbs-sessions:res.subscriptions:op.create'

With the following definitions:
-	The delimiter "#" shall be used only after the discriminator "3gpp" at the beginning of the scope field.
-	The delimiter ":" shall be used after the AEF identifier, after the API name and after each scope level.
-	The delimiter "," shall be used between API names of a certain AEF.
-	The delimiter ";" shall be used between the last API name of the one AEF section and the next AEF section.
-	Within the "aefId" field, the "apiName" field, the "scopeLevelType" field and "scopeLevelValue" field, the above defined delimiters are prohibited.
-	The "scopeLevelType" field shall be set to either "res" (for resource-level access control) or "op" (for operation-level access control).

When the "CAPIF_Ext2" feature is supported, the content of this attribute shall be set to a list of space-delimited strings, as defined in clause 3.3 of IETF RFC 6749 [23].
	

	authCode
	string
	C
	0..1
	Contains the authorization code.

This attribute shall be included only when the access token request is used for RNAA and the OAuth "authorization code" grant type is used.
	RNAA

	redirect_uri
	string
	O
	0..1
	Contains the redirection URI that was used to obtain the authorization code provided within the "authCode" attribute.

This attribute may be included only when the access token request is used for RNAA and the OAuth "authorization code" grant type is used.

(NOTE 3)
	RNAA

	NOTE 1:	This data structure shall not be treated as a JSON object. It shall be treated as a key, value pair data structure to be encoded using x-www-urlencoded format as specified in clause 17.13.4.1 of W3C HTML 4.01 Specification [22].
NOTE 2:	When the "CAPIF_Ext1" feature is not supported, Tthe scope may contain more space-delimited strings which further add additional access ranges to the scope, the definition of those additional strings is out of the scope of the present document.
NOTE 3:	The "grant_type", "client_id", "client_secret" and "redirect_uri" attributes do not follow the related naming convention defined in clause 7.2.1. These attributes are however kept as currently defined in this specification in order to keep them aligned with corresponding claims defined in IETF RFC 6749 [23] and for backward compatibility considerations.
NOTE 4:	The enumeration value "client_credentials" or "authorization_code" of the "grant_type" attribute does not follow the related naming convention defined in clause 7.2.1. This enumeration is however kept as currently defined in this specification for backward compatibility considerations.
	



* * * * Next changes * * * *
[bookmark: _Toc28009972][bookmark: _Toc34062092][bookmark: _Toc36036848][bookmark: _Toc43285096][bookmark: _Toc45132875][bookmark: _Toc51193569][bookmark: _Toc51760768][bookmark: _Toc59015218][bookmark: _Toc59015734][bookmark: _Toc68165776][bookmark: _Toc83229872][bookmark: _Toc90649072][bookmark: _Toc105593968][bookmark: _Toc114209682][bookmark: _Toc138681555][bookmark: _Toc151977987][bookmark: _Toc152148670][bookmark: _Toc161988454][bookmark: _Toc185509018][bookmark: _Toc192862136]8.5.4.2.7	Type: AccessTokenRsp
Table 8.5.4.2.7-1: Definition of type AccessTokenRsp
	Attribute name
	Data type
	P
	Cardinality
	Description

	access_token
	string
	M
	1
	This IE shall contain JWS Compact Serialized representation of the JWS signed JSON object containing AccessTokenClaims (see clause 8.5.4.2.8).

(NOTE 2)

	token_type
	string
	M
	1
	This IE shall contain the token type (i.e. "Bearer").

(NOTE 2, NOTE 3)

	expires_in
	DurationSec
	M
	1
	This IE when present shall contain the number of seconds after which the access_token is considered to be expired.

(NOTE 2)

	scope
	string
	O
	0..1
	Contains the granted OAuth2 scope.This IE when present shall contain a list of AEF identifiers and its associated API names for which the access_token is authorized for use.

When the "CAPIF_Ext1" feature is not supported, it takes the following format:It takes the format of 
3gpp#aefId1:apiName1,apiName2,…apiNameX;aefId2:apiName1,apiName2,…apiNameY;…aefIdN:apiName1,apiName2,…apiNameZ

Using delimeter "#" after the discriminator "3gpp", ":" after AEF identifier, "," between API names and ";" between the last API name of the previous AEF identifier and the next AEF identifier. (NOTE 1)

Example: '3gpp#aef-jiangsu-nanjing:3gpp-monitoring-event,3gpp-as-session-with-qos;aef-zhejiang-hangzhou:3gpp-cp-parameter-provisioning,3gpp-pfd-management'

When the "CAPIF_Ext1" feature is supported, it takes the following format:
'3gpp#aefId1:apiName1:scopeLevelType.scopeLevelValue:scopeLevelType.scopeLevelValue:…:scopeLevelType.scopeLevelValue,apiName2:scopeLevelType.scopeLevelValue:scopeLevelType.scopeLevelValue:…:scopeLevelType.scopeLevelValue,…apiNameX:scopeLevelType.scopeLevelValue:scopeLevelType.scopeLevelValue:…:scopeLevelType.scopeLevelValue;…aefIdN:apiName1:scopeLevelType.scopeLevelValue:scopeLevelType.scopeLevelValue:…:scopeLevelType.scopeLevelValue,apiName2:scopeLevelType.scopeLevelValue:scopeLevelType.scopeLevelValue:…:scopeLevelType.scopeLevelValue,…apiNameZ:scopeLevelType.scopeLevelValue:scopeLevelType.scopeLevelValue:…:scopeLevelType.scopeLevelValue'

Example 1: '3gpp#aef1:3gpp-monitoring-event:res.subscriptions,3gpp-as-session-with-qos :res.subscriptions:op.create;aef-zhejiang-hangzhou:3gpp-cp-parameter-provisioning,3gpp-pfd-management:res.transactions:op.read'

Example 2: '3gpp#aef1: 3gpp-time-sync:res.subscriptions:res.configurations:op.update,3gpp-mbs-session:res.mbs-sessions:res.subscriptions:op.create'

With the following definitions:
-	The delimiter "#" shall be used only after the discriminator "3gpp" at the beginning of the scope field.
-	The delimiter ":" shall be used after the AEF identifier, after the API name and after each scope level.
-	The delimiter "," shall be used between API names of a certain AEF.
-	The delimiter ";" shall be used between the last API name of the one AEF section and the next AEF section.
-	Within the "aefId" field, the "apiName" field, the "scopeLevelType" field and "scopeLevelValue" field, the above defined delimiters are prohibited.
-	The "scopeLevelType" field shall be set to either "res" (for resource-level access control) or "op" (for operation-level access control).

When the "CAPIF_Ext2" feature is supported, the content of this attribute shall be set to a list of space-delimited strings, as defined in clause 3.3 of IETF RFC 6749 [23].

	NOTE 1:	When the "CAPIF_Ext1" feature is not supported, Tthe scope may contain more space-delimited strings which further add additional access ranges to the scope, the definition of those additional strings is out of the scope of the present document.
NOTE 2:	The "access_token", "token_type" and "expires_in" attributes do not follow the related naming convention defined in clause 7.2.1. These attributes are however kept as currently defined in this specification for backward compatibility considerations.
NOTE 3:	The enumeration value "Bearer" of the "token_type" attribute does not follow the related naming convention defined in clause 7.2.1. This enumeration is however kept as currently defined in this specification for backward compatibility considerations.



[bookmark: _Toc28009973][bookmark: _Toc34062093][bookmark: _Toc36036849][bookmark: _Toc43285097][bookmark: _Toc45132876][bookmark: _Toc51193570][bookmark: _Toc51760769][bookmark: _Toc59015219][bookmark: _Toc59015735][bookmark: _Toc68165777][bookmark: _Toc83229873][bookmark: _Toc90649073][bookmark: _Toc105593969][bookmark: _Toc114209683][bookmark: _Toc138681556][bookmark: _Toc151977988][bookmark: _Toc152148671][bookmark: _Toc161988455][bookmark: _Toc185509019][bookmark: _Toc192862137]* * * * Next changes * * * *
8.5.4.2.8	Type: AccessTokenClaims
Table 8.5.4.2.8-1: Definition of type AccessTokenClaims
	Attribute name
	Data type
	P
	Cardinality
	Description
	Applicability

	iss
	string
	M
	1
	This attribute shall contain the API invoker Identifier.
	

	scope
	string
	M
	1
	Contains the OAuth2 scope.This attribute shall contain a list of AEF identifiers and its associated API names for which the access_token is authorized for use.

When the "CAPIF_Ext1" feature is not supported, it takes the following format:It takes the format of 
3gpp#aefId1:apiName1,apiName2,…apiNameX;aefId2:apiName1,apiName2,…apiNameY;…aefIdN:apiName1,apiName2,…apiNameZ

Using delimeter "#" after the discriminator "3gpp", ":" after AEF identifier, "," between API names and ";" between the last API name of the previous AEF identifier and the next AEF identifier. (NOTE)

Example: '3gpp#aef-jiangsu-nanjing:3gpp-monitoring-event,3gpp-as-session-with-qos;aef-zhejiang-hangzhou:3gpp-cp-parameter-provisioning,3gpp-pfd-management'

When the "CAPIF_Ext1" feature is supported, it takes the following format:
'3gpp#aefId1:apiName1:scopeLevelType.scopeLevelValue:scopeLevelType.scopeLevelValue:…:scopeLevelType.scopeLevelValue,apiName2:scopeLevelType.scopeLevelValue:scopeLevelType.scopeLevelValue:…:scopeLevelType.scopeLevelValue,…apiNameX:scopeLevelType.scopeLevelValue:scopeLevelType.scopeLevelValue:…:scopeLevelType.scopeLevelValue;…aefIdN:apiName1:scopeLevelType.scopeLevelValue:scopeLevelType.scopeLevelValue:…:scopeLevelType.scopeLevelValue,apiName2:scopeLevelType.scopeLevelValue:scopeLevelType.scopeLevelValue:…:scopeLevelType.scopeLevelValue,…apiNameZ:scopeLevelType.scopeLevelValue:scopeLevelType.scopeLevelValue:…:scopeLevelType.scopeLevelValue'

Example 1: '3gpp#aef1:3gpp-monitoring-event:res.subscriptions,3gpp-as-session-with-qos :res.subscriptions:op.create;aef-zhejiang-hangzhou:3gpp-cp-parameter-provisioning,3gpp-pfd-management:res.transactions:op.read'

Example 2: '3gpp#aef1: 3gpp-time-sync:res.subscriptions:res.configurations:op.update,3gpp-mbs-session:res.mbs-sessions:res.subscriptions:op.create'

With the following definitions:
-	The delimiter "#" shall be used only after the discriminator "3gpp" at the beginning of the scope field.
-	The delimiter ":" shall be used after the AEF identifier, after the API name and after each scope level.
-	The delimiter "," shall be used between API names of a certain AEF.
-	The delimiter ";" shall be used between the last API name of the one AEF section and the next AEF section.
-	Within the "aefId" field, the "apiName" field, the "scopeLevelType" field and "scopeLevelValue" field, the above defined delimiters are prohibited.
-	The "scopeLevelType" field shall be set to either "res" (for resource-level access control) or "op" (for operation-level access control).

When the "CAPIF_Ext2" feature is supported, the content of this attribute shall be set to a list of space-delimited strings, as defined in clause 3.3 of IETF RFC 6749 [23].
	

	exp
	DurationSec
	M
	1
	This attribute shall contain the number of seconds after which the access_token is considered to be expired as defined in clause 4.1.4 of IETF RFC 7519 [24].
	

	resOwnerId
	ResOwnerId
	O
	0..1
	Contains the identifier of the resource owner.

This attribute shall be present only when the access token is used for RNAA.
	RNAA

	[bookmark: _GoBack]NOTE:	When the "CAPIF_Ext1" feature is not supported, Tthe scope may contain more space-delimited strings which further add additional access ranges to the scope, the definition of those additional strings is out of the scope of the present document.
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General feature negotiation procedures are defined in clause 7.8. Table 8.5.6-1 lists the supported features for CAPIF_Security_API. 
Table 8.5.6-1: Supported Features
	Feature number
	Feature Name
	Description

	1
	Notification_test_event
	Testing of notification connection is supported according to clause 7.6.

	2
	Notification_websocket
	The delivery of notifications over Websocket is supported according to clause 7.6. This feature requires that the Notification_test_event feature is also supported.

	3
	SecurityInfoPerAPI
	Indicates the support of negotiating and obtaining service API security method information per API.

	4
	RNAA
	Indicates the support of the RNAA functionality.

This feature enables the following functionalities:
-	Support the OAuth grant types for RNAA.
-	Support to convey the authorization code in access token requests to support the "authorization code" grant type for RNAA.
-	Support to communicate the resource owner ID for RNAA access token requests/responses.
-	Support to communicate the new cause codes for AEF authorization revocation.

	5
	CAPIF_Ext1
	Indicates the first set of enhancements to support the Rel-19 enhancements to the CAPIF functionalities.

This feature enables the following functionalities:
-	Support finer-granularity API access control.

	5
	CAPIF_Ext2
	Indicates the first set of enhancements to support the Rel-19 enhancements to the CAPIF functionalities.

This feature enables the following functionalities:
-	Support generic string-based OAuth scope encoding based on clause 3.3 of IETF RFC 6749 [23].



* * * * End of changes * * * *
