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* * * * Start of changes * * * *
[bookmark: _Toc200745717][bookmark: _Toc185505363][bookmark: _Toc153625132][bookmark: _Toc130502353][bookmark: _Toc105674316][bookmark: _Toc74755461][bookmark: _Toc68104832][bookmark: _Toc66360327][bookmark: _Toc51746785][bookmark: _Toc49775865][bookmark: _Toc45131580][bookmark: _Toc36033448][bookmark: _Toc27044406][bookmark: _Toc11247286]5.2.6	Error handling
Table 5.2.6-1 lists response bodies that are applicable to all APIs and as responses for all requests in the present specification unless otherwise specified. The HTTP client shall mandatorily support the processing of the status code for all the applicable methods, when received in a HTTP response message. In such cases the HTTP client shall also support the handling of the "ProblemDetails" JSON object with the Content-Type header field set to the value "application/problem+json", if the corresponding API definition in the current specification does not specify another response body for the corresponding status code.
Table 5.2.6-1: Response bodies supported for responses to all requests.
	Response body
	
Data type
	
Cardinality
	Response
Codes
(NOTE 1)
	Remarks
(NOTE 2, NOTE 4)
	Applied Methods

	
	ProblemDetails
	1
	400 Bad Request
	Incorrect parameters were passed in the request. 
	GET, POST PUT, PATCH, DELETE

	
	ProblemDetails
	1
	401 Unauthorized
	The client is not authorized as described in IETF RFC 9110 [17].

	GET, POST, PUT, PATCH, DELETE

	
	ProblemDetails
	1
	403 Forbidden
	This represents the case when the server is able to understand the request but unable to fulfil the request due to errors (e.g. the requested parameters are out of range). 
More information may be provided in the "invalidParams" attribute of the "ProblemDetails" structure.
(NOTE 3)
	GET, POST, PUT, PATCH, DELETE

	
	ProblemDetails
	1
	404 Not Found
	The resource URI was incorrect, for instance because of a wrong "scsAsId" field.

	GET, POST, PUT, PATCH, DELETE

	
	ProblemDetails
	1
	406 Not Acceptable
	The content format provided in the "Accept" header is not acceptable by the server.
	GET

	
	ProblemDetails
	1
	[bookmark: _Hlk519025313]411 Length Required
	The code indicates that the server refuses to accept the request without a Content-Length header field.
	POST, PUT, PATCH

	
	ProblemDetails
	1
	413 Content Too Large
	If the received HTTP request contains content larger than the server is able to process, the NF shall reject the HTTP request.
	POST, PUT, PATCH

	
	ProblemDetails
	1
	415 Unsupported Media Type
	The code indicates that the resource is in a format which is not supported by the server for the method.
	POST, PUT, PATCH

	
	ProblemDetails
	1
	429 Too Many Requests
	The code indicates that due to excessive traffic which, if continued over time, may lead to (or may increase) an overload situation.
The HTTP header field "Retry-After" may be added in the response to indicate how long the client has to wait before making a new request.
	GET, POST, PUT, PATCH, DELETE

	
	ProblemDetails
	1
	500 Internal Server Error 
	The server encountered an unexpected condition that prevented it from fulfilling the request.

	GET, POST, PUT, PATCH, DELETE

	
	ProblemDetails
	1
	503 Service Unavailable 
	The server is unable to handle the request.

	GET, POST, PUT, PATCH, DELETE

	NOTE 1:	In addition to the above response codes, the SCEF can also send other valid HTTP response codes, if applicable. The list of all valid HTTP response codes can be found in HTTP Status Code Registry at IANA [6].
NOTE 2:	The MIME media type that shall be used within the related Content-Type header field is "application/problem+json", as defined in IETF RFC 9457 [8].
NOTE 3:	The information about which provided parameters are out of range shall be provided in the "invalidParams" attribute of the "ProblemDetails" structure for the API of network parameter configuration.
NOTE 4:	More information may be provided in the "detail" attribute of the "ProblemDetails" structure.



The protocol and application errors in clause 5.2.7.2 of 3GPP TS 29.500 [44] are applicable for the above status codes for the APIs defined in the present specification. Specific protocol and application errors are contained in the related API definition for each API.
NOTE:	When CAPIF is used and the authorization with the resource owner (e.g., resource owner consent) is required but not fulfilled in a received request from the service consumer, the SCS/AS can reject the request with an HTTP "401 Unauthorized" status code including the "error" attribute set to either "insufficient_scope" or "insufficient_scope", and the response body including the ProblemDetails data structure containing the "cause" attribute set to "AUTH_WITH_RESOURCE_OWNER_REQUIRED".

* * * * End of changes * * * *
