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Additional discussion(if needed):
Proposed changes:
* * * First Change * * * *
[bookmark: _Toc28009712][bookmark: _Toc34061831][bookmark: _Toc36036587][bookmark: _Toc43284826][bookmark: _Toc45132605][bookmark: _Toc51193299][bookmark: _Toc51760498][bookmark: _Toc59014948][bookmark: _Toc59015464][bookmark: _Toc68165506][bookmark: _Toc83229602][bookmark: _Toc90648801][bookmark: _Toc105593693][bookmark: _Toc114209407][bookmark: _Toc138681267][bookmark: _Toc151977683][bookmark: _Toc152148366][bookmark: _Toc161988152][bookmark: _Toc185508710][bookmark: _Toc192861820][bookmark: _Toc200746673][bookmark: _Toc131692884][bookmark: _Toc122516701][bookmark: _Toc122516723]5.6.1.1	Overview
The CAPIF security APIs, as defined in 3GPP TS 23.222 [2], allow:
-	API invokers via CAPIF-1/1e and CAPIF-6/6e reference points to (re-)negotiate the service security method and obtain authorization for invoking service APIs; and
-	API exposing function via CAPIF-3/3e and CAPIF-6-6e reference points to obtain authentication information of the API invoker for authentication of the API invoker and revoke the authorization for service APIs.

* * * Next change * * * *
[bookmark: _Toc28009714][bookmark: _Toc34061833][bookmark: _Toc36036589][bookmark: _Toc43284828][bookmark: _Toc45132607][bookmark: _Toc51193301][bookmark: _Toc51760500][bookmark: _Toc59014950][bookmark: _Toc59015466][bookmark: _Toc68165508][bookmark: _Toc83229604][bookmark: _Toc90648803][bookmark: _Toc105593695][bookmark: _Toc114209409][bookmark: _Toc138681269][bookmark: _Toc151977685][bookmark: _Toc152148368][bookmark: _Toc161988154][bookmark: _Toc185508712][bookmark: _Toc192861822][bookmark: _Toc200746675]5.6.2.1	Introduction
The service operations defined for CAPIF_Security_API are shown in table 5.6.2.1-1.
Table 5.6.2.1-1: Operations of the CAPIF_Security_API
	Service operation name
	Description
	Initiated by

	Obtain_Security_Method
	This service operation is used by an API invoker to negotiate and obtain service API security methods from the CAPIF core function. This information is used by the API invoker for service API invocations at the API Exposing Function.
	API invoker

	Obtain_Authorization
	This service operation is used by an API invoker to obtain authorization to access service APIs.
	API invoker

	Obtain_API_Invoker_Info
	This service operation is used by an API exposing function to obtain the authentication or authorization information related to an API invoker.
	API exposing function

	Revoke_Authorization
	This service operation is used by a service consumern API exposing function to invalidate the authorization of an API invoker.
	API exposing function, CCF



Security information is generated when requested by an API invoker, and is stored in the CAPIF Core function. The information can be accessed via a resource representation URI using the API invoker ID as described in clause 8.5.2.3. The URI is provided to the API invoker in the HTTP response to the creation request (via the Obtain_Security_Method service operation name).
Refer to clause 9.1.2a.2 for details about verifying that the API Exposing function has the ability to authorize API invokers prior to invoking service APIs.

* * * Next change * * * *
[bookmark: _Toc28009725][bookmark: _Toc34061844][bookmark: _Toc36036600][bookmark: _Toc43284839][bookmark: _Toc45132618][bookmark: _Toc51193312][bookmark: _Toc51760511][bookmark: _Toc59014961][bookmark: _Toc59015477][bookmark: _Toc68165519][bookmark: _Toc83229615][bookmark: _Toc90648814][bookmark: _Toc105593706][bookmark: _Toc114209420][bookmark: _Toc138681280][bookmark: _Toc151977697][bookmark: _Toc152148380][bookmark: _Toc161988166][bookmark: _Toc185508724][bookmark: _Toc192861834][bookmark: _Toc200746687]5.6.2.5.1	General
This service operation is used by a service consumern API exposing function to invalidate the authorization of a specified API Invoker to invoke service APIs exposed by the calling API exposing function.

* * * Next change * * * *
[bookmark: _Toc28009726][bookmark: _Toc34061845][bookmark: _Toc36036601][bookmark: _Toc43284840][bookmark: _Toc45132619][bookmark: _Toc51193313][bookmark: _Toc51760512][bookmark: _Toc59014962][bookmark: _Toc59015478][bookmark: _Toc68165520][bookmark: _Toc83229616][bookmark: _Toc90648815][bookmark: _Toc105593707][bookmark: _Toc114209421][bookmark: _Toc138681281][bookmark: _Toc151977698][bookmark: _Toc152148381][bookmark: _Toc161988167][bookmark: _Toc185508725][bookmark: _Toc192861835][bookmark: _Toc200746688]5.6.2.5.2	Invalidate authorization using Revoke_Authorization service operation
To invalidate authorization of an API invoker for all service APIs, the service consumerAPI exposing function  shall send an HTTP DELETE message to that API invoker's resource representation URI in the CAPIF core function using the API invoker ID as specified in clause 8.5.2.3.3.2. 
Upon receiving the HTTP DELETE message, the CAPIF core function shall delete the resource representation and shall notify the API invoker of the authorization invalidation using the Notification Destination URI received in the Obtain_Security_Method message.
The CAPIF core function shall also invalidate the previously assigned access token when the authorization of all service APIs are revoked for the API invoker.
To invalidate authorization of an API invoker for some service APIs, the service consumerAPI exposing function shall send an HTTP POST message to that API invoker's "delete" custom resource representation URI in the CAPIF core function with a list of the service APIs that should be revoked.
Upon receiving the HTTP POST message, the CAPIF core function shall revoke the authorization of the API invoker for the indicated service APIs (e.g. it may update the list of unauthorized APIs locally); and shall notify the API invoker of the authorization invalidation using the Notification Destination URI received in the Obtain_Security_Method message.
In both alternatives, the CAPIF core function shall acknowledge the HTTP request from the API exposing functionservice consumer.
NOTE:	Functions from 3rd party API provider domain can also access this service operation with sufficient permissions.

* * * Next change * * * *
[bookmark: _Toc28009746][bookmark: _Toc34061865][bookmark: _Toc36036621][bookmark: _Toc43284860][bookmark: _Toc45132639][bookmark: _Toc51193333][bookmark: _Toc51760532][bookmark: _Toc59014982][bookmark: _Toc59015498][bookmark: _Toc68165540][bookmark: _Toc83229636][bookmark: _Toc90648835][bookmark: _Toc105593727][bookmark: _Toc114209441][bookmark: _Toc138681301][bookmark: _Toc151977718][bookmark: _Toc152148401][bookmark: _Toc161988187][bookmark: _Toc185508745][bookmark: _Toc192861855][bookmark: _Toc200746708]5.10.1.1	Overview
The CAPIF access control policy APIs allow a service consumerAPI exposing function via CAPIF-3/3e and CAPIF-6/6e reference points to obtain the service API access policy from the CAPIF core function. 
NOTE:	Functions from 3rd party API provider domain can also access this API with sufficient permissions.

* * * Next change * * * *
[bookmark: _Toc28009748][bookmark: _Toc34061867][bookmark: _Toc36036623][bookmark: _Toc43284862][bookmark: _Toc45132641][bookmark: _Toc51193335][bookmark: _Toc51760534][bookmark: _Toc59014984][bookmark: _Toc59015500][bookmark: _Toc68165542][bookmark: _Toc83229638][bookmark: _Toc90648837][bookmark: _Toc105593729][bookmark: _Toc114209443][bookmark: _Toc138681303][bookmark: _Toc151977720][bookmark: _Toc152148403][bookmark: _Toc161988189][bookmark: _Toc185508747][bookmark: _Toc192861857][bookmark: _Toc200746710]5.10.2.1	Introduction
Table 5.3.2.1-1: Operations of the CAPIF_Access_Control_Policy_API
	Service operation name
	Description
	Initiated by

	Obtain_Access_Control_Policy
	This service operation is used by a service consumern API exposing function to obtain the access control policy from the CAPIF core function.
	API exposing function, CCF




* * * Next change * * * *
[bookmark: _Toc28009750][bookmark: _Toc34061869][bookmark: _Toc36036625][bookmark: _Toc43284864][bookmark: _Toc45132643][bookmark: _Toc51193337][bookmark: _Toc51760536][bookmark: _Toc59014986][bookmark: _Toc59015502][bookmark: _Toc68165544][bookmark: _Toc83229640][bookmark: _Toc90648839][bookmark: _Toc105593731][bookmark: _Toc114209445][bookmark: _Toc138681305][bookmark: _Toc151977722][bookmark: _Toc152148405][bookmark: _Toc161988191][bookmark: _Toc185508749][bookmark: _Toc192861859][bookmark: _Toc200746712]5.10.2.2.1	General
This service operation is used by a service consumern API exposing function to obtain the access control policy from the CAPIF core function.

* * * Next change * * * *
[bookmark: _Toc28009751][bookmark: _Toc34061870][bookmark: _Toc36036626][bookmark: _Toc43284865][bookmark: _Toc45132644][bookmark: _Toc51193338][bookmark: _Toc51760537][bookmark: _Toc59014987][bookmark: _Toc59015503][bookmark: _Toc68165545][bookmark: _Toc83229641][bookmark: _Toc90648840][bookmark: _Toc105593732][bookmark: _Toc114209446][bookmark: _Toc138681306][bookmark: _Toc151977723][bookmark: _Toc152148406][bookmark: _Toc161988192][bookmark: _Toc185508750][bookmark: _Toc192861860][bookmark: _Toc200746713]5.10.2.2.2	API exposing function obtaining access control policy from the CAPIF core function using Obtain_Access_Control_Policy service operation
To obtain the access control policy from the CAPIF core function, the service consumerAPI exposing function shall send an HTTP GET message to the CAPIF core function with the API exposing function Identifier and API identification. The GET message may include API invoker ID for retrieving access control policy of the requested API invoker as specified in clause 8.6.2.2.3.1.

Upon receiving the above described HTTP GET message, the CAPIF core function shall:
1.	verify the identity of the service consumerAPI exposing function and check if the service consumerAPI exposing function is authorized to obtain the access control policy corresponding to the API identification;
2.	if the service consumerAPI exposing function is authorized to obtain the access control policy, the CAPIF core function shall respond with the access control policy information corresponding to the API identification and API invoker ID (if present) in the HTTP GET message; and
3.	if errors occur when processing the request, the CAPIF core function shall respond to the service consumerAPI exposing function with an appropriate error status code as defined in clause 8.6.5.

* * * End of changes * * * *
