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1. Reason for Change
In the current version of the specification, AIoT device receives only a single type of the AIoT NAS messages – a Command message. All Command messages are integrity protected, while they may or may not be ciphered. A STATUS message may be sent only as a response to a Command message, see clause 6.3. Therefore, for AIOTF to process the received STATUS message, it shall also be integrity protected and ciphered, if the triggering Command was ciphered.
In Annex A.1 specifies that cause #x1 is used to indicate that the requested read or write command is not supported by the AIoT device. The problem is, if AIoT device does not support the requested read or write command, then it cannot send this value ever. Rather, the AIoT device shall send cause #97 Message type non-existent or not implemented. Therefore, cause #x1 must be removed from Annex A.1. Clarification is also added to the annex.
2. Proposal
It is proposed to agree the following changes to 3GPP TS 24.369 v1.1.0.

[bookmark: _Hlk61529092]*******
* * * First Change * * * *
[bookmark: _Toc212112174]5.4.1.1	General
The purpose of the sending of the STATUS message is to report certain error conditions detected in a received AIoT NAS message by the AIoT device (see example in figure 5.4.1.1.1).
Editor's note: Ciphering and integrity protection for STATUS is FFS.
In this version of the specification, STATUS message shall be integrity protected. STATUS message shall be ciphered, only if the triggering AIoT NAS message is ciphered.
AIoT device
AIOTF
STATUS


Figure 5.4.1.1.1: Status procedure
[bookmark: _CR6_5_3]
* * * 2nd Change * * * *
[bookmark: _Toc212112171][bookmark: _Hlk213350460]7.1.11	STATUS
7.1.11.1	Message definition
The STATUS message is sent by the AIoT device to the AIOTF to report certain error conditions listed in clause 6.
See table 7.1.11.1-1.
Message type:	STATUS
Significance:	dual
Direction:	AIoT device to AIOTF
Table 7.1.11.1-1: STATUS message content
	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	Security header
	Security header
7.2.3
	M
	V
	1

	
	Message authentication code
	Message authentication code
7.2.9
	M
	V
	4

	
	Status message identity
	Message type
7.2.2
	M
	V
	1

	
	Status cause
	Cause
7.2.8
	M
	V
	1



* * * 3rd Change * * * *
[bookmark: _Toc212112187]Annex A (informative):
Cause values
[bookmark: _Toc212112188]A.1	Causes related to command procedure
Cause #x1 – TBD
	This cause is used to indicate that the requested read or write command is not supported by the AIoT device.
Cause numbers in this annex represent respective cause decimal values, see clause 7.2.8. 
Cause #1 – Command type specific parameters invalid
	This cause is used to indicate that the command type specific parameters (e.g. the offset to read application data from the AIoT device user memory, the length of the application data to read, the offset where to write the application data, or the length of the application data to write) is invalid.
Cause #2 – Error, unspecified
	This cause is used to indicate that the requested read or write command was not executed successfully.
Cause #3 – Low energy
	This cause is used to indicate that the write command procedure cannot be implemented because the energy will be run out.
Cause #96 – Invalid mandatory information
	This cause is used to indicate that the equipment sending this cause has received a message with a non-semantical mandatory IE error.
Cause #97 – Message type non-existent or not implemented
[bookmark: startOfAnnexes]	This cause is used to indicate that the equipment sending this cause has received a message with a message type it does not recognize either because this is a message not defined, or defined but not implemented by the equipment sending this cause.


* * * End of Changes * * * *

