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1	Decision/action requested
This contribution provides a comparison of the different proposed PAnF services and propose recommendation
2	References
[1]	3GPP TS 33.503 v0.3.0
[2]	Interdigital et al, "S3-22xxxx CP procedure update PRUK storage "
[3]	CATT, "S3-22xxxx pCR to TS33.503 Clause 6.3 Update security procedure over Control Plane "
[4]	Huawei, "S3-22xxxx Resolving the EN on the needs and usage of 5GPRUK ID"
[5]	3GPP TS 33.535 v17.5.0
3	Rationale
This contribution presents an analysis of the different proposals for 5GPRUK storage/5GPRUK ID usage using a PAnF as presented during Prose Conference call on April 12th (see [2], [3], [4]).
4	Discussion
The solutions [2], [3], and [4] all propose to use a PAnF to store the 5G ProSe Remote UE 5GPRUK/5GPRUK ID and can support 5GPRUK ID in DCR. AUSF is responsible for 5GPRUK/5GPRUK ID derivation as per TS 33.503 [1].
In solution [2], PAnF is based on principles similar to AAnF (see TS 33.535 [5]). PAnF provides an Anchor key (PRUK) registration service used by AUSF to register 5GPRUK/5GPRUK ID. PAnF derives a PC5 link root key (KNR_ProSe) when requested by AMF based on 5GPRUK ID. The PAnF maintains the Remote UE Prose context.
In solution [3]/[4] PAnF acts as a storage function dedicated to AUSF for storage and retrieval of 5GPRUK/5GPRUK ID.
The key differences in these solutions are summarized in the following table. 
	
	Solution [2]
	Solution [3]/[4]

	1. PAnF selection
	SUCI in DCR: by Remote AUSF , any PAnF instance
5GPRUK ID in DCR: by Relay AMF using 5GPRUK ID
	SUCI in DCR: by Remote AUSF , any PAnF instance
5GPRUK ID in DCR: Relay AMF selects AUSF which selects PAnF using 5GPRUK ID with PAnF Routing indicator 

	2. PC5 link root key generation
	Yes
	No 
(done by AUSF)

	3. 5G ProSe Remote UE ProSe Context
	SUPI, 5GPRUK/5GPRUK ID, RSC
	5GPRUK/5GPRUK ID

	4. Possible support for Secondary authentication?
	Yes
Relay AMF may request Remote UE SUPI using 5GPRUK ID
	No

	5. Possible support for Removal of Prose key material?
	Yes 
Requesting NF provides SUPI as input
	No



Observation 1: Both solutions address the Editor's Note:	"Further details on the needs and usage of 5GPRUK ID are FFS" (see clause 6.3.3.3.2 of TS 33.503 [1]).
Observation 2: In solution [3]/[4] how to enable support for Remote UE Secondary Authentication is not defined. 
Specifically, when the Remote UE provides a 5GPRUK ID in DCR, it is not defined how the solution can enable the Relay UE serving network to query Remote UE's SUPI and verify Remote UE's DN subscription information (see ENs clause 6.3.3.3.4.2 of TS 33.503 [1]). In solution [2], the PAnF stores the Remote UE ID which may be queried by the Relay AMF for Secondary authentication.
Observation 3: It is not clear how the Prose key material can be removed from PAnF in solution [3]/[4].
Removal of the Prose key material should be possible to support in some scenarios (e.g., if the Remote UE authorization for the relay service is revoked). Since the Prose Key material can only be located with 5GPRUK ID and no other NF stores the 5GPRUK ID, it is not clear how the Prose key material can be removed from PAnF. 
Observation 4: The PC5 link root key derived by AUSF as in solution [3]/[4] introduces network messaging inefficiencies when Remote UE sends 5GPRUK ID in DCR.
When the Remote UE sends 5GPRUK ID in DCR the Relay AMF needs to select the AUSF first to forward the Relay UE request. Then the AUSF needs in turn to select the PAnF to retrieve the 5GPRUK to derive the PC5 link root key.  
With PAnF generating the PC5 link root key instead, the Relay AMF can select the PAnF directly as in solution [2] and avoid this "double selection/routing" inefficiency. This is similar to procedures of getting Kaf from AAnF (TS 33.535 [5]) by AF. 
It is assumed that in general Remote UE should connect with the Relay using 5GPRUK ID more frequently than SUCI. 
Observation 5: AUSF may not be able to completely abstract PAnF from the rest of the NFs with the need for PAnF to expose other service operations (e.g., query Remote UE ID)
Although abstracting PAnF by AUSF as proposed in solution [3][4] presents some advantages when only considering the 5GPRUK storage aspect, it does not consider additional services that may need to be provided (e.g., query Remote UE ID) and may not be future proof. Decoupling PAnF services from AUSF services (i.e., PAnF doing more than mere 5GPRUK storage) allows for possible reuse of work already done for very similar functions such as AAnF (TS 33.535 [5]).
5	Conclusion
Based on the above analysis, it is proposed to agree on the following services that shall be supported by PAnF:
· Support maintenance of 5G ProSe Remote UE ProSe context that includes SUPI, 5GPRUK/5GPRUK ID, RSC.
· Support for requesting Remote UE ID from 5G ProSe Remote UE context (known consumer: Relay AMF).
The following service should be supported by PAnF:
· Support for PC5 link root key (KNR_ProSe) derivation service (known consumer: Relay AMF).
6	Proposal
It is proposed to endorse this proposal as a way forward for the supported services by PAnF.

