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1
Decision/action requested

For discussion and endorsement.
2
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3
Rationale

Observations according to  TS 33.503 v0.3.0:

Observation 1: From 6.3.3.3.2 as extracted below, the 5GPRUK and 5GPRUK ID are derived from KAUSF_P. However how is the KAUSF_P generated was not described in the spec.
----------------------------------------------------------------------------------------------------------------------------------------------

On successful authentication, the AUSF of the 5G ProSe Remote UE and the 5G ProSe Remote UE shall generate 5GPRUK as specified in Annex A.2 and 5GPRUK ID as specified in Annex A.3 using the newly derived KAUSF_P. 
----------------------------------------------------------------------------------------------------------------------------------------------

Observation 2: From A.2 and A.3, the 5GPRUK and 5GPRUK ID are derived from KAUSF.  If so, the KAUSF_P looks redundent with 5GPRUK. Is it really needed?
----------------------------------------------------------------------------------------------------------------------------------------------

When deriving a 5GPRUK from KAUSF, the following parameters shall be used to form the input S to the KDF:

-
FC = 0xXX;

-
P0 = SUPI;

-
L0 = length of SUPI.

-
P1 = relay service code;

-
L1 = length of relay service code.

The input key KEY is KAUSF. 

SUPI shall behave the same value as parameter P0 in Annex A.7.0 of TS 33.501 [3].

----------------------------------------------------------------------------------------------------------------------------------------------

Observation 3: From 6.3.3.3.3, it unclear why the KAUSF_P is different to KAUSF if it derived  based on primary authentication. 

----------------------------------------------------------------------------------------------------------------------------------------------

KAUSF_P:  A key derived  based on primary authentication, only used to derive 5GPRUK. It is different from KAUSF.
-----------------------------------------------------------------------------------------------------------------------------------------------

Conclusion: 

In current specification, the relationship of keys in PC5 Key Hierarchy over Control Plane are not clear enough, and how to derive the keys are inconsistent or missed in different chapterss of the spec. Therefore, further clarification and refinement for PC5 Key Hierarchy over Control Plane are required.
4
Detailed proposal

4.1 Option 1: Derive 5GPRUK and 5GPRUK ID from KAUSF_P
As proposed in S3-221xxx Rel 17 pCR 33503 derive 5GPRUK based on Kausf_p, clean up 6.3.3.3.2, and fix  6.3.3.3.3, A.2 and A.2 to make clear that the Kausf_p is generated after ProSe specific authentication, and 5GPRUK is derived from Kausf_p . In addition, add description related to how is the Kausf_p generated.
4.2 Option 2: Derive 5GPRUK and 5GPRUK ID from KAUSF
As proposed in S3-221xxx Rel 17 pCR 33503 derive 5GPRUK based on Kausf, fix 6.3.3.3.2 and 6.3.3.3.3 to make clear that the 5GPRUK is derived from Kausf. In addition, remove Kausf_p from the PC5 Key Hierarchy over Control Plane .

