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1
Decision/action requested

Appove the pCR below with conclusions for KI#4 (initial access).
2
References

[1]
3GPP TR 33.857 "Study on enhanced security support for Non-Public Networks (NPN)"

3
Rationale

During the SA3-104-AdHoc meeting a working agreement was established on the topic of Initial Access for Onboarding (KI4) in the eNPN security study (TR 33.857). The working agreement has been published as WA#41 on the 3GPP website. As a challenge to WA41, Intel proposes a compromised proposal as below for consideration
This compromise proposal proposes: 
1. Clarifies the first conclusion in 33.857 by providing references to Annex B of 33.501. 

2.   Proposes optional use of secondary authentication for UE authentication with DCS.

4
Detailed proposal

***
BEGINNING OF CHANGES ***

7.4
Conclusions on KI #4: Securing initial access for UE onboarding between UE and SNPN

For initial access for UE onboarding, the following authentication methods are concluded to be specified in normative work:

-
Primary authentication between UE and AUSF in the O-SNPN as currently specified in TS 33.501 [2] including Annex B. No interaction with DCS during primary authentication. Optionally, after primary authentication during the establishment of onboarding PDU session, O-SNPN can trigger secondary authentication with the DCS using default credentials as per clause 11.1 in 33.501[2].  
-
Primary authentication with mutual authentication between UE and DCS. AUSF is involved. DCS can be AAA server, in that case NSSAAF is involved. DCS can also be external entity using AUSF/UDM.

Editor’s Note: Further conclusion(s) are FFS.

Editor's Note: Identity protection and/or privacy aspects during onboarding are FFS.

***
END OF CHANGES ***

