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Decision/action requested
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3
Rationale

Evaluation added to the solution which provides End to End security of data via Messaging Framework.
4
Detailed proposal

************** START OF CHANGES

6.5.3
Evaluation

The solution proposes security of data via messaging framework by providing end to end integrity and confidentiality protection. 

TS 23.288 defines the Messaging Framework Adaptor Function (MFAF) which offers a 3GPP Consumer Adaptor (3CA) Data Management Service. This service delivers data to each Data Consumer or notification endpoint after formatting and processing of data received by the messaging framework. The end to end integrity and confidentiality protection will not allow the Nmfaf_3caDataManagement Service to perform its tasks of formatting and processing of data. Therefore, the solution can only applicable in limited deployment scenarios where the functionality of formatting and processing of data is not implemented. 

Further, in TS 23.288 MFAF has standardized services i.e.( Nmfaf_3caDataManagement Service and Nmfaf_3daDataManagement Service) which enable the MFAF to interact with the Messaging Frameworks. The data source sends the data directly to the MFAF, and the MFAF sends the data to the data consumer via its Nmfaf_3caDataManagement Service. 

The interfaces to the Messaging Framework have now been defined, and also other NF(s) are interacting with MFAF via SBI and not directly with the Messaging Framework. Therefore, the security of data with respect to integrity protection and confidentiality protection can be ensured by the existing SBI security principles as defined in TS 33.501. 

NOTE: How messaging framework is deployed and secured is out of scope and is up to implementation. 


************** END OF CHANGES

