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1
Decision/action requested

This document discusses the conclusion of KI#1.3. SA3 is kindly requested to endorse this doc.
2
References
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3
Rationale

Currently the eNA study has progressed to a point where drawing conclusions becomes necessary. There are 4 solutions for KI#1.3 by now. In this contribution, we analyze the existing solutions regarding to KI#1.3 and trying to draw a conclusion on this key issue..
4
Detailed proposal

DCCF introduces a new path for an NF Service Consumer (NFc) to access the data from data sources or an NF Service Producer (NFp). Due to the introduction of DCCF between consumer and producer, the existing security mechanism will not be sufficient, and introduce new threats.
The following table lists all the relevant solutions regarding to KI#1.3.
	
	Threats
	authorization  procedure
	differences

	Solution #4
Solution #10
	(T1): Based on a request from a DCCF, the Messaging Framework may provide data from a producer to a requesting data consumer, even though the consumer is not authorized to receive this data.
(T2): A DCCF could subscribe for data from the data source on behalf of the data consumer without the data consumer authorizing DCCF to do so.

(T3):The data producer may be unable to correctly verify the identity of the data consumer since the data request is coming from DCCF on behalf of the consumer.


	1. NF consumer request and get token for DCCF from NRF
2. NF consumer sevice request toDCCF

3. DCCF request and get token for NFp from NRF(with CCA_nwdaf)

4. DCCF send service request to NFp on behalf of NFc

5. Data producer send service response
	In Solution 10, DCCF send CCA_nwdaf to NFp while solution 4 not

	Solution #12
	(T1): Based on a request from a DCCF, the Messaging Framework may provide data from a producer to a requesting data consumer, even though the consumer is not authorized to receive this data.
(T2): A DCCF could subscribe for data from the data source on behalf of the data consumer without the data consumer authorizing DCCF to do so.

(T3):The data producer may be unable to correctly verify the identity of the data consumer since the data request is coming from DCCF on behalf of the consumer.


	1. NF consumer request and get token for DCCF from NRF

2. NF consumer request and get token for data collection from NRF

3. NFc send service to DCCF with the above tokens 

4. DCCF verify the above token and  request a new token for service request to NFp

5. NFp verify the access token and excute the requested service
	DCCF send access token for data collenct and access token for DCCF service to NFp to verify the identity of NFc

	Solution #11
	(T4): Based on a request from a DCCF data received from a data producer is stored in the DRF. When the data are later retrieved, the DCCF may provide the stored data to a non-authorized consumer if requested.


	1. Data source send data to ADRF via DCCF
2. NFc send service request with access token to DCCF

3. DCCF request and get acces token for ADRF from NRF

4. ADRF verify NFc and acces token and then send data to NFc
	The only solution for this threat. 


We can see from the table that:

· Solution #4 , #10,#12 addresses on the threats that (T1)unauthorized NFc receiving data,  (T2)unauthorized DCCF requesting date from data source and (T3) the verifying of NFc by data source.

In solution #4 and #10, NRF verify the identity of NFc by verifying CCA_NWDAF. While in solution #10, NFp verify the identity of NFc by verifying CCA_NWDAF as well. This two solution make use of the current CCA mechanism to verify the NFc.
In solution #12, DCCF or NFp verifies the token and checks the authorization result to see if the consumer is allowed to get services from the DCCF or NFp and collect data. In this solution, NFc requests two different tokens from NRF in order, and then DCCF and NFp need to verify both of the above tokens.  
· Solution #11 mainly addresses on the threat that (T4)DCCF may provide the stored data to a non-authorized consumer when retrieving data from ADRF. This is the only solution for this threat.
Proposal：

Solution #4 , #10,#12 satisfied the security requirement of  the following threats:
· (T1) Based on a request from a DCCF, the Messaging Framework may provide data from a producer to a requesting data consumer, even though the consumer is not authorized to receive this data.

· (T2)A DCCF could subscribe for data from the data source on behalf of the data consumer without the data consumer authorizing DCCF to do so.

· (T3)The data producer may be unable to correctly verify the identity of the data consumer since the data request is coming from DCCF on behalf of the consumer.

Compared to solution #12, the idea of solution #4,#10 make a good use of current mechanism, CCA is introduced in SBA to verify the identity of NFc, which meet the requirement of this KI. Besides, the increasing of token request procedure may cause extra burden of the network.
Solution #11 is the only solution satisfied the security requirement of the following threats:

· (T4) Based on a request from a DCCF data received from a data producer is stored in the DRF. When the data are later retrieved, the DCCF may provide the stored data to a non-authorized consumer if requested.
Therefore, it’s recommended to use the idea of solution #4, #10 and #11 as the basis of KI #1.3 normative work. 
5
Summary
SA3 is kindly requested to agree on the following two proposals as the conclusion of KI#1.3:

1. It’s recommended to use the idea of solution #4 and #10 as the basis of normative work. In detail, CCA mechanism （as described in solution #4 and #10）is recommended to be the basis of normative work to sovle the threats of unauthorized NFc receiving data,  unauthorized DCCF requesting data from data source and the verifying of NFc by data source.
2. It’s recommended to use the idea of solution #11 as the basis of normative work to sovle the threat that DCCF may provide the stored data to a non-authorized consumer when retrieving data from ADRF.






















































