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*************** Start of 1st Change ****************
3.2
Abbreviations

For the purposes of the present document, the abbreviations given in 3GPP TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in 3GPP TR 21.905 [1].

5GC
5G Core Network
5G-AN
5G Access Network

5G-RG
5G Residential Gateway
NG-RAN
5G Radio Access Network 

5G AV
5G Authentication Vector

5G HE AV
5G Home Environment Authentication Vector

5G SE AV
5G Serving Environment Authentication Vector

ABBA
Anti-Bidding down Between Architectures

AEAD
Authenticated Encryption with Associated Data

AES
Advanced Encryption Standard

AKA
Authentication and Key Agreement

AMF
Access and Mobility Management Function

AMF
Authentication Management Field

NOTE:
If necessary, the full word is spelled out to disambiguate the abbreviation. 

ARPF
Authentication credential Repository and Processing Function

AUSF
Authentication Server Function

AUTN
AUthentication TokeN

AV
Authentication Vector 

AV'
transformed Authentication Vector 

BAP
Backhaul Adaptation Protocol

BH
Backhaul

CCA
Client Credentials Assertion
Cell-ID
Cell Identity as used in TS 38.331 [22]

CHO
Conditional Handover

CIoT
Cellular Internet of Things

cIPX
consumer's IPX

CKSRVCC
Cipher Key for Single Radio Voice Continuity

CP
Control Plane

cSEPP
consumer's SEPP

CTR
Counter (mode)

CU
Central Unit

DN
Data Network

DNN
Data Network Name

DU
Distributed Unit

EAP
Extensible Authentication Protocol

EDT
Early Data Transmission

EMSK
Extended Master Session Key

ENSI
External Network Slice Inforamtion

EPS
Evolved Packet System

FN-RG
Fixed Network RG

gNB
NR Node B

GUTI
Globally Unique Temporary UE Identity

HRES
Hash RESponse

HXRES
Hash eXpected RESponse

IAB
Integrated Access and Backhaul
IKE
Internet Key Exchange

IKSRVCC
Integrity Key for Single Radio Voice Continuity 

IPUPS
Inter-PLMN UP Security

IPX
IP exchange service

KSI
Key Set Identifier

KSISRVCC
Key Set Identifier for Single Radio Voice Continuity

LI
Lawful Intercept

MN
Master Node
MO-EDT
Mobile Originated Early Data Transmission

MT-EDT
Mobile Terminated Early Data Transmission

MR-DC
Multi-Radio Dual Connectivity 

MSK
Master Session Key

N3IWF
Non-3GPP access InterWorking Function

NAI
Network Access Identifier

NAS
Non Access Stratum 

NDS
Network Domain Security

NEA
Encryption Algorithm for 5G

NF
Network Function

NG
Next Generation

ng-eNB
Next Generation Evolved Node-B

ngKSI
Key Set Identifier in 5G

N5CW
Non-5G-Capable over WLAN

N5GC
Non-5G-Capable

NIA
Integrity Algorithm for 5G

NR
New Radio

NR-DC
NR-NR Dual Connectivity

NSSAI
Network Slice Selection Assistance Information

NSSAA
Network Slice Specific Authentication and Authorization

PDN
Packet Data Network

PEI
Permanent Equipment Identifier

pIPX
producer's IPX

PRINS
PRotocol for N32 INterconnect Security 

pSEPP
producer's SEPP

PUR
Preconfigured Uplink Resource

QoS
Quality of Service 

RES
RESponse

SCG
Secondary Cell Group

SEAF
SEcurity Anchor Function

SCP
Service Communication Proxy

NOTE: Void.
Security Gateway

SEPP
Security Edge Protection Proxy

SIDF
Subscription Identifier De-concealing Function 

SMC
Security Mode Command

SMF
Session Management Function

SN
Secondary Node 

SN Id
Serving Network Identifier

SUCI
Subscription Concealed Identifier 

SUPI
Subscription Permanent Identifier 

TLS
Transport Layer Security

TNAN
Trusted Non-3GPP Access Network

TNAP
Trusted Non-3GPP Access Point

TNGF
Trusted Non-3GPP Gateway Function

TWAP
Trusted WLAN Access Point

TWIF
Trusted WLAN Interworking Function

TSC
Time Sensitive Communication

UE
User Equipment

UEA
UMTS Encryption Algorithm

UDM
Unified Data Management

UDR
Unified Data Repository

UIA
UMTS Integrity Algorithm

ULR
Update Location Request

UP
User Plane

UPF
User Plane Function
URDCF
User consent Related Data Coordination Functionality

URLLC
Ultra Reliable Low Latency Communication

USIM
Universal Subscriber Identity Module

XRES
eXpected RESponse

*************** End of 1st Change ****************
*************** Start of 2nd Change ****************
5.8
Requirements on the UDM 

5.8.1
Generic requirements

The long-term key(s) used for authentication and security association setup purposes shall be protected from physical attacks and shall never leave the secure environment of the UDM/ARPF unprotected.

NOTE 1: Security mechanisms for protection of subscription credentials in ARPF are left to implementation.

NOTE 2: Security mechanisms for storage of subscription credentials in the UDR and for the transfer of authentication subscription data (as specified in 3GPP TS 29.505 [70]) between UDR and ARPF are left to implementation.

5.8.2
Subscriber privacy related requirements to UDM and SIDF

The SIDF is responsible for de-concealment of the SUCI and shall fulfil the following requirements:

-
The SIDF shall be a service offered by UDM.

-
The SIDF shall resolve the SUPI from the SUCI based on the protection scheme used to generate the SUCI. 

The Home Network Private Key used for subscriber privacy shall be protected from physical attacks in the UDM. 

The UDM shall hold the Home Network Public Key Identifier(s) for the private/public key pair(s) used for subscriber privacy.

The algorithm used for subscriber privacy shall be executed in the secure environment of the UDM. 
5.8.X
Subscriber privacy related requirements to UDM and URDCF

Editor's Note: This clause will describe the requirement on function of user consent check and revocation services, details of user consent parameters stored in UDM, etc.
*************** End of 2nd Change ****************
*************** Start of 3rd Change ****************
5.9
Core network security 

5.9.1
Trust boundaries 

It is assumed for the set of requirements in this sub-clause that mobile network operators subdivide their networks into trust zones. Subnetworks of different operators are assumed to lie in different trust zones. Messages that traverse trust boundaries shall follow the requirements in sub-clause 5.9.2 of the present document, if not protected end to end by NDS/IP as specified in TS 33.210 [3]. 

5.9.2
Requirements on service-based architecture

5.9.2.1
Security Requirements for service registration, discovery and authorization

NF Service based discovery and registration shall support confidentiality, integrity, and replay protection.

NRF shall be able to ensure that NF Discovery and registration requests are authorized.

NF Service based discovery and registration shall be able to hide the topology of the available / supported NF's in one administrative/trust domain from entities in different trust/administrative domains (e.g. between NFs in the visited and the home networks.)

NF Service Request and Response procedure shall support mutual authentication between NF Service Consumer and NF Service Producer.

Each NF shall validate all incoming messages. Messages that are not valid according to the protocol specification and network state shall be either rejected or discarded by the NF.
5.9.2.2
NRF security requirements

The Network Repository Function (NRF) receives NF Discovery Request from an NF instance, provides the information of the discovered NF instances to the NF instance, and maintains NF profiles. 

The following NRF service-based architecture security requirements shall apply:

NRF and NFs that are requesting service shall be mutually authenticated. 

NRF may provide authentication and authorization to NFs for establishing secure communication between each other

5.9.2.3
NEF security requirements

The Network Exposure Function (NEF) supports external exposure of capabilities of Network Functions to Application Functions, which interact with the relevant Network Functions via the NEF. 

The interface between the NEF and the Application Function shall fulfil the following requirements:

-
Integrity protection, replay protection and confidentiality protection for communication between the NEF and Application Function shall be supported.

-
Mutual authentication between the NEF and Application Function shall be supported.

-
Internal 5G Core information such as DNN, S-NSSAI etc., shall not be sent outside the 3GPP operator domain.

-
SUPI shall not be sent outside the 3GPP operator domain by NEF.

The NEF shall be able to determine whether the Application Function is authorized to interact with the relevant Network Functions.
5.9.2.4
Requirements on the Service Communication Proxy (SCP)
The SCP has interfaces with Network Functions (NF) and peer SCPs within the PLMN. The interface between the SCP and the NFs and between the two SCPs shall fulfil the following requirements:

-
Mutual authentication shall be performed between the SCP and NFs, and between the two SCPs within the PLMN.

-
All communication between the SCP and NFs and between SCPs shall be confidentiality, integrity and replay protected.

If SCP endpoints are co-located with the NFs, the above two requirements may be satisfied by colocation.

The SCP shall provide confidentiality, integrity and replay protection for its internal communication over SCP internal network interfaces.

5.9.2.X
Requirements on User Consent
Editor's Note: This clause will describe the NF requirement on check and revocation of user consent, etc.
*************** End of 3rd Change ****************
*************** Start of 4th Change ****************
14.2
Services provided by UDM

14.2.1
General

UDM provides within Nudm_UEAuthentication service all authentication-related service operations, which are Nudm_UEAuthentication_Get (clause 14.2.2) and Nudm_UEAuthentication_ResultConfirmation (clause 14.2.3).
The complete list of UDM services is defined in TS 23.501 [2], clause 7.2.5, and further refined in TS 23.502 [8], clause 5.2.3.1.

14.2.2
Nudm_UEAuthentication_Get service operation

Service operation name: Nudm_UEAuthentication_Get

Description: Requester NF gets the authentication data from UDM. For AKA based authentication, this operation can be also used to recover from synchronization failure situations. If SUCI is included, this service operation returns the SUPI. 

Inputs, Required: SUPI or SUCI, serving network name.

Inputs, Optional: Synchronization Failure indication and related information (i.e. RAND/AUTS).

Outputs, Required: Authentication method and corresponding authentication data for a certain UE as identified by SUPI or SUCI input.

Outputs, Optional: SUPI if SUCI was used as input. AKMA Indication, if the subscriber has an AKMA subscription (see TS 33.535 [91])

14.2.3
Nudm_UEAuthentication_ResultConfirmation service operation

Service operation name: UEAuthentication_ResultConfirmation

Description: Requester NF informs UDM about the result of an authentication procedure with a UE. 

Inputs, Required: SUPI, timestamp of the authentication, the authentication type (e.g. EAP method or 5G-AKA), and the serving network name.

Inputs, Optional: None. 

Outputs, Required: None. 

Outputs, Optional: None.

14.2.X
Nudm_SDM_Get service operation used for user consent check
Editor's Note: This clause will describe the difference on check of user consent service reusing Nudm_SDM_Get services.
14.2.Y
Nudm_SDM_Notification service operation used for notification of user consent change.
Editor's Note: This clause will describe the difference on revocation of user consent service reusing Nudm_SDM_Notification services.
*************** End of 4th Change ****************
*************** Start of 5th Change ****************
Annex X (normative): User Consent
X.1

General

Editor's Note: This clause will describe general part on security aspects of user consent.
Limitation/scope: User consent for per subscription. 
X.2

User Consent Check
Editor's Note: This clause will describe how to check of user consent in order to provide guideline that if a new use case needs to check of user consent.
X.3

User Consent Revocation
Editor's Note: This clause will describe how to handle revocation of user consent in order to provide guideline that if a new use case needs to revoke of user consent.

*************** End of 5th Change ****************
�Consider how to text it. 
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