[bookmark: _GoBack]3GPP SA3 teleconference for MBS security (2021.07.22)
Meeting topics:
Discuss KIs and the potential baselines for these KIs
Content:
Part one: MBS traffic protection
· Potential security requirements: 
· The 5GS shall support the confidentiality protection, integrity protection, and anti-replay protection of MBS traffic.
· The distribution of the keys for protection of MBS traffic between the key generator and the UE shall be confidentiality, integrity and anti-replay protected.
· The 5GS shall be able to update the keys used to protect the MBS traffic.
· Service layer or transport layer
· Analysis of the pros and cons for each solution
· Service layer solutions in TR: sol#2, 3, 8, 12--> (1) Key distribution via control plane (2) Key distribution via user plane
· Huawei
a) MBSF/MBSTF needs to be enhanced to support the ciphering and integrity protection. It’s the centralized function for security protection. Whether or not to deploy the MBSF/MBSTF is operator’s choice. There are other ways for security if MBSF is not deployed, if operator does not want to provide security.
b) The impact is quiet low. When UE move from source RAN to the target RAN, only legacy unicast security is involved.
c) The security protection in service layer and protection in air interface for the PDU session may be independent. This "double ciphering" is unnecessary from a security point of view. It could be easily solved to set the policy for RAN as “not needed”. 
· Samsung：
a) Observation 1: As per SA2 MBS TS 23.247 (c.f., Clause 5.1), MBSF and MBSTF are optional entities (Excerpt from TS 23.247:  NOTE 1:	The MBSF is optional and may be collocated with the NEF or AF/AS, and the MBSTF is an optional network function.), leading to deployment scenarios without MBSF & MBSTF. In such deployment scenarios, proposed solutions terminating the security at MBSF or at MBSTF is not feasible. The security is needed whether not MBSF is present.  
b) Observation 2: If any UE/UEs from MB group leaves the group, then the re-keying or the key update involves update of key for all members i.e., the main root key needs to be updated. Until key update is done for all members, new key cannot be used leading to availability of the service to the unsubscribed members. It is true that the issue is also applicable for LTE. But the same thing shall not occur for 5G.The proposal is to have RAN based update, to avoid core updates.
c) Observation 3: There will be multi-layer security (encryption and integrity protection) applied both over application and at PDCP layer (as security policy is per PDU session, as to protect certain traffic security is activated for all traffic of a PDU session; Operator/Regulator policy mandates activation of security at PDCP layer). Applying security at multiple layers may be redundant and overhead. 
· Philips：
a) It’s much simpler than transport layer
· ZTE:
a) It’s much simpler than transport layer
· Apple:
a) Service layer applies interworking better. Details needs to be checked

· Transport layer solutions in TR: sol#1, 10, 13--> (1)key generated in RAN (2) KMBS-RAN  = KDF {KMBS, TMGI, RANDMBS, CountMBS, PCI, ARFCN-DL} (3) KMBS-RAN  = KDF {group token, TMGI, alg-ID, rekeying token} 
· Huawei: 
a) The MRB bearer needs to support ciphering and integrity protection.
b) When the UE moves from a NG-RAN node that supports 5MBS to a RAN node that does not support 5MBS, the network and UE shall support switch from 5GC Shared MBS traffic delivery method to 5GC Individual MBS traffic delivery method. 
c) AS security is assumed with per group and per RAN security context and RAN determines keys. In this case, when UE moves between gNBs, how to handle security context update, especially for the split MRB with dynamic switch between PTM and PTP mode at handover could imply some issues and thus additional complexity.
d) The security is under control in the PLMN. The "double ciphering" in service layer and in air interface is avoided.
e) Still not clear why the issue (Observation 2 from Samsung) does not apply to transport based solution.
· Samsung:
a) Observation 4: PDCP layer based solution avoids multi-layer protection i.e., IP layer protection is not required.
b) Observation 5: In case if any MBS group member leaves the group, it is efficient to do the Key update at RAN level by changing the key. 
c) Observation 6: The key distribution procedure aligns with the session management procedure as defined in SA2 and RAN groups. 
d) Have not thought about interworking yet. Will consider when the architecture group have considered the scenario.  
· Qualcomm:
a) Interworking issue: If only transport layer is for 5GS, how to interwork with LTE?

· Proposal for way forwards
· Application layer as baseline:
· ZTE 
· Service layer as baseline:
· Huawei, apple, Philips, ZTE, Qualcomm 
· Transport layer as baseline: 
· Samsung, Nokia
· Service layer and Transport layer as baseline: 
· None
· Decisions:
· …
· Update to solution 11 (contribution from Philips)
· Samsung: question to note 1; multiple streaming for different MTKs?
· Philips: the goal is the single MTK. The approach in solution 9 applies. 
· Huawei: clarify more
· Conclusions Solution 9 (contribution from Philips)
· Huawei: address and remove the EN
· Analysis on the key distribution
· Huawei: 
· Key distribution via control plane aligns with the session management procedure, which introduces no additional overhead.
· Key distribution via user plane requires new messages in addition to the MBS session management. The GBA or AKMA system is also required to be deployed.
· Prefer control plane
· Qualcomm
· Prefer user plane
· Philips
· Solution#11,  user plane should not exclude if solve the overhead issue of control plane
· Samsung
· Prefer control plane
· ZTE
· Prefer user plane
Part two: Authentication and authorization
· Potential security requirements: 
· The 5GS shall support the authentication and authorization for multicast communication service.
· Potential solution: sol#4
· Huawei: the authentication and authorization for multicast service based on secondary authentication will be introduced as the optional-to-use method.
· Secondary authentication is defined for slice and session, here is for MBS service. The ID and details needs to be modified. 
· The key derivation is another issue.
· We need authentication and authorization for multicast communication service; EAP IDs may be different; the whole framework can be reused. the framework should be in normative work. When SMF decided for authentication, SMF will look at the subscription data for MBS.
· In the current secondary authentication, the PDU session itself is identified by the combination of Slice and DNN. So SMF will tell UE which PDU session is requesting with the PDU session ID. For the case of MBS, the SMF will tell UE which MBS session is requesting EAP ID. And MBS session ID is multicast IP address or TMGI.  
· Not exclude other options. 
· Nokia: support Huawei;
· Qualcomm: secondary authentication is already supported. What’s the purpose of secondary authentication for MBS? 
· Thales: reuse the existing procedure. For slice, the authentication is NSSAA, not right to mention the secondary authentication framework. Will check further. 
· ZTE: dose this conclusion the solution mandatory to use the secondary authentication and not to use the AKMA?
· Decisions:
· …
Part three: recommendation
Rapporteur: Plan to complete the TR in the August meeting. Please finalize the solution as much as possible and address&remove the ENs. Hope we can reach consensus and move to the normative work. 



