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1
Decision/action requested

SA3 is kindly requested to approve the endorsement on authentication and authorization for multicast in 5G.
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Rationale

Key issue #1 in TR 33.805, study on the security aspects of enhancements for 5G Multicast-Broadcast Services (MBS), proposes to the security requirements that 5GS shall support the authentication and authorization (A&A) for multicast communication server. 
There are two types of solutions, namely #4 and #6, to key issue #1. This contribution analyse both.

Solution #4 uses secondary authentication, in which the A&A is performed between UE and AAA Server (AAA-S) during the establishment of PDU session. Solution #6 relies on AKMA to complete the A&A. Table below compares the two types of solutions. 
	
	A&A based on secondary authentication
	A&A based on AKMA

	Requirements
	· AAA-S is deployed and UE credentials are distributed 
	· UE, the core network and AF are required to support AKMA

	Pros
	For content providers, 
· the option to have tighter control over UE IDs and credentials, and access to the multicast service
· flexibility to support desired authentication and authorization 

For 5GS
· faster access control
· re-use the most of framework for secondary authentication 
	For content providers
· no need to deploy AAA-S

	Cons
	· AAA-S needs to be deployed 
· Support of secondary authentication framework
	· Require the support of AKMA
· Tight binding with 5G UE ID and credentials
· AKMA has open issues not yet solved 


Both types of solutions possess pros and cons. For content providers, A&A based on secondary authentication is desirable when the content providers wishes to control the UE ID and credentials for accessing the multicast service and the authentication methods. Also A&A based on secondary authentication brings benefits for the 5GS. Since A&A for multicast service is performed in PDU session establishment and before allocation of 5GS resources, 5GS will have fast access control. Moreover, secondary authentication framework has been introduced already and 5GS can make the most of the framework.  
4
Detailed proposal

SA3 is kindly requested to endorse that in the normative phase of study on the security aspects of enhancements for 5G MBS, the authentication and authorization for multicast service based on secondary authentication will be introduced as the optional-to-use method.
