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1
Decision/action requested

This contribution propose to discuss the key derivation, management, distribution and traffic protection issues for MBS
2
References

[1] TR 33.850
3
Rationale

This contribution is proposed to discuss the following key issues based on the existing solutions, and give out the proposals for conclusion:

· Key issue #2: Security protection of MBS traffic
· Key issue #3: Security protection of key distribution
Key derivation, management and distribution in key issue #3 is fundamental for key issue#2. There are several solutions on the table. Conclusion is needed to move forwards in the normative phase.
3.1 Analysis on the protection layer
Currently, there are two kinds of solutions on table: security layer between UE and MBSTF and transport layer between UE and RAN.
For service layer based protection, it is applied end-to-end between the UEs and the MBSF. The security will be based on a symmetric key shared between the MBSF and the UEs that are currently accessing the service. Solution #1, #9, #10 and #13 proposed transport layer based solution,

For transport layer based protection, it is applied hop-by-hop between the UEs and the MBSF. The solutions in TR 33.850[1] is designed for security protection in air interface. Solution #2, #3, #8, #11 and #12 proposed service layer based solution. 

· For security protection in service layer,

· Mobility issue and AS impact:

· The impact is quiet low. When UE move from source RAN to the target RAN, only legacy unicast security is involved.

· The MRB bearer needn’t to support ciphering and integrity protection.

· Double ciphering

· The security protection in service layer and protection in air interface for the PDU session may be indenpendt. This "double ciphering" is unnecessary from a security point of view. The decision of whether or not to apply radio interface ciphering to a point-to-point MBS radio bearer may need to be taken into consideration.
· MBSF/MBSTF impact:

· MBSF/MBSTF needs to be enhanced to support the ciphering and integrity protection. It’s the centralized function for security protection.

Observation 1: Service layer based solution has advantage for providing security in centralized entity and simplying the handling in air interface. However, the double ciphering in air interface and service layer may exist.
· For security protection in transport layer,

· Mobility issue and AS impact:

· The MRB bearer needs to support ciphering and integrity protection.

· When the UE moves from a NG-RAN node that supports 5MBS to a RAN node that does not support 5MBS, the network and UE shall support switch from 5GC Shared MBS traffic delivery method to 5GC Individual MBS traffic delivery method. 

· AS security is assumed with per group and per RAN security context and RAN determines keys. In this case, when UE moves between gNBs, how to handle security context update, especially for the split MRB with dynamic switch between PTM and PTP mode at handover could imply some issues and thus additional complexity.
· Double ciphering

· The security is under control in the PLMN. The "double ciphering" in service layer and in air interface is avoided.
· MBSF impact:

· Not involved

Observation 2: Transport layer based solution avoids the double ciphering but introduces complexity in air interface.

Proposal 1: Service layer based solution is recommended to form the basis for normative work.
3.2 Analysis on the key distribution
Currently, there are two kinds of solutions on table: the key distribution via control plane and the key distribution via user plane.
For key distribution via control plane, it aligns with the session management procedure, no additional overhead is introduced for control plane based solution. The procedures for session management are already defined in SA2 group. The MBS keys could be added as new IEs in the MBS join and Session establishment procedure. If UE is authorized, the keys are distributed from network side to UE.
Observation 3: Key distribution via control plane aligns with the session management procedure, which introduces no additional overhead.
For key distribution via user plane, the UE establishes a secure connection with MBSF based on GBA or AKMA or other method, which means GBA or AKMA needs to be supported by PLMN who wants to use MBS service. The procedure running GBA or AKMA adds additional call flows between UE and PLMN. Afterwards, keys are delivered with new messages. 
Observation 4: Key distribution via user plane requires new messages in addition to the MBS session management. The GBA or AKMA system is also required to be deployed.
Proposal 2: Control plane based solution is recommended to form the basis for normative work.

4
Detailed proposal

It is proposed to endorse the following observation and proposals as the conclusion of the the key derivation, management, distribution and traffic protection issues for MBS, i.e.,

Observation 1: Service layer based solution has advantage for providing security in centralized entity and simplying the handling in air interface. However, the double ciphering in air interface and service layer may exist.
Observation 2: Transport layer based solution avoids the double ciphering but introduces complexity in air interface.

Proposal 1: Service layer based solution is recommended to be the basis for normative work.
Observation 3: Key distribution via control plane aligns with the session management procedure, which introduces no additional overhead.
Observation 4: Key distribution via user plane requires new messages in addition to the MBS session management. The GBA or AKMA system is also required to be deployed.
Proposal 2: Control plane based solution is recommended to be form the basis for normative work.

5
Annex

Table 1 Comparison between existing solutions
	Solutions
	security layer for protection
	security granularity
	entity for key generation
	msg for key distribution
	msg for key update
	NOTE

	#1: protect MBS traffic in transport layer
	transport layer
	Per RAN per group
	RAN
	Control plane msg
	Control plane msg*
	*sol#9 as reference for key update

	#2: protect MBS traffic in service layer
	service layer
	per group
	MBSF-C
	User plane msg
	User plane msg
	-

	#3: MBS Traffic Protection
	service layer
	per group
	MBSF-C
	Control plane msg
	Control plane msg*
	*sol#11 as reference for key update

	#8: MBS Traffic Protection
	service layer
	per group
	MB-SMF or MBSF-C
	Control plane msg
	Control plane msg*
	*sol#11 as reference for key update

	#9: Key update solution
	transport layer
	Per RAN per group
	RAN
	Control plane msg
	Control plane msg
	-

	#10: Secure framework for Key distribution in MBS
	transport layer
	per group
	RAN
	Control plane msg
	Control plane msg
	-

	#11: Update the keys used to protect the MBS traffic
	service layer
	per group
	MBSF-C
	Control plane msg
	Control plane msg
	-

	#12: Protection of MBS traffic at service layer based on GBA
	service layer
	per group
	MBSF-U
	User plane msg
	User plane msg
	-

	#13: Key generation and distribution for MBS
	transport layer
	Per cell per group
	RAN
	Control plane msg
	Control plane msg
	-


