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5.1
1
Decision/action requested

Discussion of the stealthy FBS/MitM attack and acceptance of modifications in Solution #14 of TR33.850 to deal with it.
2
Rationale
2.1 Motivation
At SA3#103, Tdocs S3-211584 and S3-211586 described a stealthy FBS/MitM attacker. This stealthy FBS/MitM attack was denoted stealthy since it is able to hide better than other MitM attackers described in the literature and TR 33.809. The proposed stealthy MitM attack seems to be feasible to mount: the “Hiding in plain signal” attack [1] shows that it is feasible to perform a wireless signal injection attack at specific victim UEs; papers such as, e.g., aLTEr [2], show that it is feasible to mount a MitM attack. In general, the main goal of “Hiding in plain signal” presented in [1] and recent follow-up papers, e.g., [3] is to directly inject (synchronized) malicious signals to attack victim UEs without luring the UEs to FBS.
The stealthy FBS/MitM attack is described by means of Figure 1. This figure shows the attack scenario to a gNB that distributes its four SSBs, SSB0 – SSB3, blocks through four beams. In Figure 1, we observe that the attacker overshadows a certain beam (i.e. SSB3 in Fig. 1) of the gNB. In particular, the attacker chooses to overshadow the weakest of the four gNB beams at a given area. This fake beam is transmitted by the attacker so that it fits the timing of the actual gNB’s SSB3 and with a strong signal so that the UEs at that location measure a strong SNR for the fake beam. Thus, the UEs will select the fake beam instead of other beams of the gNB. Once this happens, the UEs will join the FBS/stealthy MitM by doing RACH. This requires acquiring RACH configuration parameters for the beam distributed in SIB1 and then sending the PRACH preamble to the gNB [4][5].
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Figure 1
The stealthy FBS/MitM attack is relevant since it limits the effort of injecting signals in the wireless medium compared with [1][3]. This is because only the SSBs and SIB1 need to be overshadowed. This also means that this attack is expected to be able to lure many UEs in an area in a stealthy manner compared with [1][3]. Furthermore, once the stealthy FBS/MitM has lured the UEs, the FBS/MitM can “inject/modify” both uplink and downlink messages. The stealthy FBS/MitM attack is also relevant since it indicates that it is possible to place a FBS/MitM very close to the victim gNB. Such an scenario dooes not seem to be considered in TR 33.809, in particular, key issue #5 focuses on a situation in which FUE and FBS are far away from each other and key issue #7 is a generic MitM attack.
The stealthy FBS/MitM attack is relevant for TR 33.809 since it shows how an FBS/MitM attacker can operate close to the real gNB even if UEs check whether there are PCI duplicates in the received SI or even if the UE/gNB/CN check the received PCI/MIB/SIB1, e.g., through a digital signature or exchange of the hash value. This fact is important to consider since in TR 33.809 V0.14.0 multiple solutions propose to verify the PCI of the received system information to avoid/mitigate replay attacks, e.g., due to a FBS/MitM. This attack indicates that checking the PCI/MIB/SIB1 will not be enough to stop this stealthy FBS/MitM attack. 

Thus, if this attack is considered to be relevant, then this attack should be considered in the context of multiple key issues in TR 33.809 including key issues #2 and #3. 

2.2 Feedback during SA3#103-e 
During SA3#103-e some companies felt that the description of the attack was not needed to be added to the TR 33.809. However, if it is not described, solutions in TR 33.809 will not be designed to deal with it. 

Some companies sent several comments/questions in the email discussion of S3-211584 and S3-211586. These questions were left unanswered during the meeting due to lack of time. In the following, we refer to those questions and provide answers:

[Comment] At this time, we are not convinced exactly why an MitM attacker broadcasting the fake SSB that uses the same index with the gNB’s SSB beam at a given location can be detectable (without UE location information as it is additional feature). We think further analysis is needed for this situation. 

[Philips’ answer] Assume a gNB with four beams as shown in Figure 1. Assume that UEs connect to the gNB through the 4 beams. Assume that the gNB knows what the normal access pattern is (e.g., based on past data), e.g., ~1/4 of UEs access the gNB through each beam. Assume further a solution such as Solution #14 in TR 33.809 enhanced to exchange the beam used when establishing the connection. 

Next consider  that at a given point of time a stealthy MitM attacker places a fake SSB3 beam as shown in Figure 1. Let’s consider two situations:

·  the Fake UE (FUE) part of the stealthy MitM attacker connects to the gNB through gNB’s SSB3 beam. When this happens, the access pattern of the UEs changes since less UEs join through gNB’s SSB1 beam and many more UEs join through gNB’s SSB3 beam. Thus, if the gNB checks the SSB used to connect, the gNB will notice that ¼ of the UEs join through beam SSB0, ¼ of the UEs join through beam SSB2, ~ ½ of the UEs join through beam SSB3, i.e., that the access pattern distribution has changed indicating the presence of the attack.
· the Fake UE (FUE) part of the stealthy MitM attacker connects to the gNB through gNB’s SSB1 beam. In this case, the gNB will notice that the SSB used is different, indicating the presence of the fake beam. 
Note that the above uniform access pattern distribution is an example. In practice, the access pattern of the UEs might/will not be uniformly distributed and it may vary across location, time and situations. However, having a non-uniform distribution is not an issue since the gNB can know the expected access pattern based on historical data and compare the current distribution against the expected one, even if they are not uniform.
Note that if an attacker wants to prevent a gNB from noticing its presence by comparing the current against the expected access pattern distributions, the attacker might try to reduce the scope of its attack so that the gNB cannot observe a significant change in the access pattern distribution. The attacker might succeed when doing so, but it also means that the scope of the attack will be reduced, and thus, that the provided solution mitigates the effect/scope of such an attack. 
[Comment] We can’t agree the stealthiness of the “stealthy MitM” based on your explanation that “the stealthy MitM attacker overshadows a very weak beam of the real gNB” at a given location. Then, why don’t MitM attacker overshadows the fake beam index that is the strongest beam of the real gNB at a given UE’s location with slightly more stronger signal power? 

[Philips’ answer] In the example in Figure 1, the stealthy MitM attacker chooses to overshadow the weak beam since (i) it is easier because of the weaker signal, (ii) it attracts UEs more effectively towards the FBS/MitM, (iii) it is less likely to be noticed by the gNB. The explanation is as follows:

If the attacker overshadows beam SSB3 as shown in Figure 1, this seems easier to do since SSB3 in that area is weak. Since it is weak, when this broadcast signal is overshadowed, it is easier for the stealthy MitM to attack more UEs. Finally, the UE will use RACH occasions connected to fake beam SSB3. Since beam SSB3 of the gNB is not covering the area under attack by the stealthy FBS/MitM, the gNB is more likely to miss UE’s PRACH messages directed towards the stealthy FBS/MitM. 

If the attacker overshadows beam SSB1
 in Figure 1, then the attacker has to overshadow a stronger signal. That is not infeasible, but it will likely trigger more alarms due to multiple reasons:
1. the FBS/MitM’s higher transmission power that can be monitored by surrounding UEs/gNBs. 

2. assuming that the attacker overshadows SSB1 in a successful manner, the UE will have to use RACH occasions connected to SSB1 as well. However, this might not be the best option for the attacker. The reason is that the real gNB is monitoring the RACH time/frequency occasions associated to beam SSB1, and thus, the gNB might receive the PRACH messages of the UE. If this happens, the real gNB can send a random-access response to the UE. If a UE receives two random access responses, then the UE will notice that something is wrong as well. 

3. Similarly, assuming that the real gNB did not receive the PRACH message of UE, the real gNB might also be able to detect itself the Random-Access Response from the FBS/MitM, that can also trigger an alarm.
The above three aspects can be used to monitor the presence of a fake beam overshadowing the strongest beam at a given location. Note that PCI checking is not useful to deal with this attack.

2.3 Conclusions and recommendations 
The analysis and answers in 2.2 indicate that if the SSBs used to connect are not verified, then attacker can overshadow any beam, in particular the one with the lowest received power. Thus, it is easy for the stealthy FBS/MitM attacker to lure victim UEs in the area of attack. This can be done even if the SI (MIB/SIB) and PCI, of the gNB are verified. If the SSBs used to connect are verified, then an attacker overshadowing any beam other than the one covering a given area can be detected by protecting/checking the SSBs and comparing the overall access pattern of UEs per beam. In this situation, the attack can be better detected if the gNB is also aware of the location of the UE. As suggested by Qualcomm in SA3#103, it is true that the attacker can still try to apply the attack in Figure 1 by overshadowing the strongest beam at an area, i.e., the beam that is supposed to be used at a given location. As described above in the answer to the 2nd comment, the real gNB and UE can monitor additional communication parameters to detect this attack. Checking the PCI/MIB/SIB1 alone is not enough.

Based on this analysis, the following is recommended:
· The SSB index present in the PBCH next to the MIB and used to establish the connection is to be protected/exchanged/verified. This requires minnor changes to most of the solutions in TR 33.809 and increases the difficulty to launch the attack.

· It is recommended to check the received SSB by a UE while knowing its location, since it facilitates the detection of the attack.

· It is also recommended to monitor other communication parameters (beam access pattern, signal strength and random-access responses) for the case in which an attacker tries to overshadow the strongest SSB beam.
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3
Detailed proposal

The following proposal provides minor changes to address the stealthy FBS/MitM in Solution #14. 
Similar changes are required/applicable to other solutions in TR 33.809.

***
BEGIN OF 1st CHANGE
***

6.14
Solution #14: Shared key based MIB/SIBs protection

6.14.1
Introduction

This solution addresses the security requirement of Key Issue #2: Security protection of system information. 

The basic idea is to have UE reports the hash of the MIB/SIBs it has read to access the network, to the gNB after it has established an AS security context. For the initial access, the AS security mode complete is the first message that is both ciphered and integrity protected by the UE, hence is used to carry the hash of the MIB/SIBs.

When gNB receives the hash value and it verifies the correctness of the hash. If the verification fails, the gNB indicates the mismatch and in addition provides the MIB/SIBs, to the UE.

6.14.2
Solution details
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Figure 6.14.2-1: System information protection

The procedure is as follows.

1. UE sends an initial NAS message to the network. The UE and gNB record which beam (SSB index) is used for its communication with the gNB.
2. (optional) UE performs a primary authentication with the network.

3. (optional) AMF sends a NAS Security Mode Command to the UE optionally with indication of support for system information protection. If the UE receives the indication of support for system information protection, the UE stores it as part of the security context.

NOTE 1: If the indication of support for system information protection is indicated in the NAS SMC, system information protection is applied to the entire system (i.e., all gNBs in the PLMN).

4. (optional) UE sends a NAS Security Mode Complete to the AMF.

5. gNB sends an AS Security Mode Command to the UE optionally with indication of support for system information protection. 

NOTE 2: Support for system information protection is indicated in the AS SMC if it is not supported system wide.

6. UE sends a Security Mode Complete with the hash of the MIB/SIBs - including the SSB index recorded in Step 1. The hash value is both ciphered and integrity protected. Also, the UE indicates the list of SIBs that were used to calculate the hash value. The PCI of the cell is additionally included when generating the hash values of MIB/SIB, but the SFN in MIB should not be included.  
7. gNB decrypts and integrity checks the AS Security Mode Complete. If the verification is successful, the gNB further verifies the hash of the MIB/SIBs - including the SSB index recorded in Step 1. 

8. gNB sends RRC message to UE. The RRC message includes the MIB/SIBs (with the list of SIB #s) if the hash verification has failed in the previous step 7.

NOTE 3: UE may determine to change the cell if a MitM false base station is highly suspected based on the received MIB/SIBs from the gNB.

Editor's Note: It is FFS how the MitM attack is addressed.

The rest of the procedure is same as in TS 23.502 [13].

6.14.3
Evaluation

This solution fulfils the potential security requirement of the KI #2 when the UE is in the RRC-Connected state.

This solution does not fulfil the potential security requirement of the KI #2 when the UE is in the RRC-Idle or the RRC-Inactive state.

Editor's Note: How to protect the MIB/SIBs when AS security is not supported is FFS.

***
END OF 1st CHANGE
***
� The attacker has to overshadow not only the SSB but also the corresponding SIB1 transmissions associated to SSB1.
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