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5.1 
1
Decision/action requested

It is proposed to update the solution #17 in TR 33.809.
2
References

 [1]
3GPP TS 33.501, Security architecture and procedures for 5G System. 
3
Rationale

This contribution addresses the Editor's Notes in the solution description and adds text in the evaluation clause. 

The contribution also adds an evaluation of the solution. 

4
Detailed proposal

****START OF CHANGES ***

6.17 
Solution 17: Integrity protection of the whole RRCResumeRequest message

6.17.1
Introduction 

This solution addresses key issue #1 for the protection against tampering of RRCResumeRequest messages.

6.17.2
Solution Details

When the UE decides to resume the RRC connection to transit from RRC_INACTIVE to RRC_CONNECTED, the UE shall use the whole RRCResumeRequest message, except the ResumeMAC-I/shortResumeMAC-I, as input parameter in order to calculate ResumeMAC-I/shortResumeMAC-I.  The UE shall send the calculated ResumeMAC-I/shortResumeMAC-I in the RRCResumeRequest message.

When the gNB/ng-eNB receives the RRCResumeRequest message from the UE, the gNB/ng-eNB shall validate the ResumeMAC-I/shortResumeMAC-I received from the UE.


The terms of legacy UE, legacy gNB/ng-eNB, and legacy network respectively refer to the UE, gNB/ng-eNB, and network that supports only the Rel-15 (legacy) version of ResumeMAC-I/shortResumeMAC-I. 
The terms of newer UE, newer gNB/ng-eNB, and newer network respectively refer to the UE, gNB/ng-eNB, and network that support the newly proposed way of ResumeMAC-I/shortResumeMAC-I calculation and handling. 
A newer network uses the newer version of ResumeMAC-I/shortResumeMAC-I only if supported by the UE. Otherwise the network uses the legacy version of ResumeMAC-I/shortResumeMAC-I.

A newer UE uses the newer version of ResumeMAC-I/shortResumeMAC-I only if supported by both the source and target gNB/ng-eNB. Otherwise, the UE use the legacy version of ResumeMAC-I/shortResumeMAC-I.
The UE and the network negotiate/learn each other's capability/support of using the newer version of ResumeMAC-I/shortResumeMAC-I as below:

-
UE's capability is part of an RRC message (i.e., AS SMComplete). 
-
gNB/ng-eNB should indicate its capability of supporting the new version of ResumeMAC-I in a SI message (i.e., SIB1, refer to a closely related feature called useFullResumeID in SIB1). 
-
gNB/ng-eNB should also indicate its capability of supporting the new version of ResumeMAC-I in RRCRelease message with SuspendConfig, which is sent after AS SMC thus protected.
In this way, UE receives source gNB/ng-eNB’s capability in both SIB message and RRCRelease message, among which RRCRelease message is protected and can be trusted. 
UE receives target gNB/ng-eNB’s capability of supporting new ResumeMAC-I (e.g. forwarding the new ResumeMAC-I and the whole ResumeRequest message to the source gNB/ng-eNB for verification) in SIB message, but not in RRCRelease message. 
If UE receives both source and target gNB/ng-eNB’s capability of supporting new ResumeMAC-I, UE will include the new new ResumeMAC-I in the ResumeRequest. 
If either source or target gNB/ng-eNB doesn’t indicate its capability of supporting new ResumeMAC-I, then UE will use legacy ResumeMAC-I in the ResumeRequest.  
In any case that the target gNB/ng-eNB rejects the ResumeRequest, it shall indicate the reject cause (e.g. wrong version of ResumeMAC-I) and the original “resumecause” in the Resume Reject message to make UE to verify. 

NOTE: Since Resume Reject message is not protected, it is still possible for attackers to modify this message. However, adding the reject cause and the original “resumecause” can be taken as the enhancement. Beside, when the reject message is protected in the future, this enhancement will be reliable from then on. 

Editor’s Note: RAN2/RAN3 will be liased for stage 3 details. They could advice if there are other preferable alternatives like UE's capability could be part of a NAS message (e.g., Registration Request). Also the including of the whole RRCResumeRequest message in the “RETRIEVE UE CONTEXT REQUEST” needs to be consulted with RAN2.
The processing overhead of using the whole RRCResumeRequest message as input to one of NIA/EIA algorithms is expected to be minimal.
6.17.3
Evaluation 

This solution fulfils the potential requirement of Key Issue #1 for protection against tampering of unicast RRCResumeRequest messages. 

***END OF CHANGES***
