3GPP TSG-SA3 Meeting #124
S3-253680
Wuhan, China, 13 – 17 October 2025


    


is the merge of S3-253416 and S3-253653
Source:
Huawei, HiSilicon, Lenovo
Title:
Adding Security area for AI/ML security

Document for:
Approval

Agenda item:
5.3.1

Spec:
3GPP TR 33.801-1

Version:
0.1.0
Work Item:
FS_6G_SEC 
Comments

· Rationale in SA3#124 meeting in S3-253680:
This contribution proposes to add a security area on AI/ML topic for 6G based on the approved SID on security for 6G system in [1]. Whilst the industry has observed the first-hand adoption of the AI/ML in previous releases, it is forseed that 6G will make a leap towards a more intelligent network. 6G networks are expected to facilitate AI for 6G network and 6G network for AI.  5G network may be inadequate for Intent driven and context-aware 6G use cases where AI native network function can autonomously decompose high-level intents into executable tasks, configure resources, and adapt to real-time network changes. There are various requirements captured as outlined in TR 22.870 [2]
For the architectural study conducted by SA2, on eof the work tasks agreed in their SID focuses on the enablement of AI in the 6G architecture. 
WT#3: Study how to support and enable use of AI in 6G (e.g., AI agent, framework).
This specific WT#3 in outlines the enablement of AI in 6G mainly two aspects, AI for 6G network and 6G network for AI.

· The updated to S3-253680 is based on two considerations: the comments from SA3#124 meeting, and the progress in SA2#171.

The questions in the SA3#124 meeting.

Q#1: delete the not limited to

A#1: done

Q#2: The scope of this security area
A#2: The scope is the 6GS, interoperationas described in bullet 1st
Q#3: Whether to study the black box of the AI/ML model.

A#3: No. A NOTE is updated by limiting the scope to the interoperatbility, which is “NOTE 1: the design and security of AI/ML algorithms are implementation specific and out of 3GPP scope.”

Q#4: SA6 may also study AI/ML, but it is not mentioned, propose to not mention the specific groups in the Editor’s Note

A4: updated

Q#5: There is no AI Agent definition.

A#5: The term will align with SA2 in the end. SA2 has capture a NOTE on the term AI Agent, which is “NOTE 41: 
The term AI agent refers to the general concept of agents autonomously performing tasks on behalf of users, systems, and/or applications. As the SA1 work is still in progress, adapting the definition of AI agent from SA1 and the use of the term AI agent will be determined as part of the study. AI agent does not imply any specific solution.” 

Similar, a NOTE is added “NOTE 2: the term in this security area will align with the term used in TR 23.801[x] on AI/ML aspect, e.g. ,6G AI architecture, and AI capable entities in 6G CN.”  to remind that the term used in SA3 needs to be aligned with SA2.

Q#6: delete authentication and authorization

A#6: Authentication and authorization has been mentioned by SA2 quite a lot. If we see the agreed security area in TR 33.801-01, security needs to be done are listed in the introduction clause. The description is general enough to align with already captured in other security area. Moreover, consider the stable of SA2 progress, more bullets can be added, i.e. security of AI services (i.e., AI inferencing and AI training) to applications, security of interoperability with 5G CN AI architecture if needed.

Other changes:

Change the description in 4.1 from “network for AI and AI for network use cases” to “AI/ML is used in 6G system”. Because a few companies mention AI for secureity needs to be included in this security area. To avoide the details of scope appeared in the future, it needs to be changed to a more general description. 
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* * * First Change * * * *

4
Security areas and high level security requirements
4.1
Security areas  
Editor's Note: This clause further clarifies the scope of the study by listing the security areas that SA3 is working on. 

This document includes the following security areas: 

1) AI/ML security area deals with all security aspects related to network for AI and AI for network use cases. 
* * * Next Change * * * *

5
Key issues and solutions 
5.x
Security area #x:   AI/ML security
5.x.1
Introduction 

This area covers security aspects on utilizing AI/ML in 6G system including: 

-

Identify and mitigate potential threats to and from utilizing AI/ML in 6G system.
NOTE 1: the design and security of AI/ML algorithms are implementation specific and out of 3GPP scope.
-

Authentication and authorization for AI capable entities in 6G system. 
NOTE 2: the definition of the terms used in this security area will align with the term used in TR 23.801[x] on AI/ML aspect, such as 6G AI architecture, AI capable entities in 6G system, etc. 
-

Securing 6G AI related architecture in 6G system including architecture related enhancements if necessary.
-

Securing AI services (i.e., AI inferencing and AI training) to applications (AF or in UE) provided by 6G CN.

-

Securing 6G AI architecture to ensure interoperability with 5G AI architecture if needed.   

NOTE 3: This security area considers the progress in other WGs in 3GPP.

* * * End of Changes * * * *
