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1	Decision/action requested
It is proposed to discuss the new security areas for data framework.
2	References
[1]		S3-253126:		“LS on Guidance on 6G data related work tasks”.
[2]		S3-253775:		“New Security Area on Security and Privacy of Data Framework”.
[3]		S3-253227r1:		“New Security Area on Privacy”.
[4]		S3-253606r4:		“New Security Area on User Consent”.
[5]		S3-253776:		“Pseudo-CR on Security area Authentication and Authorization”.
3	Rationale
3.1	Background 
In the last meeting, SA3 receives LS S3-253126 [1] from SA as below:
“TSG SA asks SA2 and SA5 to progress and collaborate (including with RAN2 and RAN3 where applicable) on 6G data related work tasks and taking the 5G working scope as the starting point. 
SA2 and SA5 should coordinate with SA3 for the data security and privacy requirements.
Regular coordination and collaboration among the WGs are expected, including checks on the progress of each group for 6G data related work tasks in March 2026 (TSG SA#111) and/or June 2026 (TSG#112), to avoid the duplicate design for the same functionality and to develop system wide consistent solutions.”
Observation 1: Based on SA LS S3-253126 [1], SA3 should coordinate with SA2 and SA5 to address data security and privacy requirements. Checkpoints for tasks related to 6G data are anticipated in March 2026 and/or June 2026 within SA.
In the last SA3 meeting, three security areas concerning the data framework, privacy, and user consent were discussed in documents S3-253775 [2], S3-253227r1 [3], and S3-253606r4 [4] respectively. There is some overlap in these topics.
Observation 2: Overlapping on three security areas proposed in the last meeting, i.e. data framework, privacy and user consent needs to be addressed.
This contribution will analyze security aspects based on the overlap among the three security areas. Based on the analysis, it proposes a new security area for data framework.
3.2	Security Analysis for Overlapping security areas
According to S3-253775 [2] for security and privacy for data framework, the following security aspects are considered:
“1.	Security architecture enhancement of the data framework, such as ensuring the confidentiality and integrity of data collection, distribution, processing, storage, and access within the data framework.
[bookmark: _Hlk212735311]2.	Various protection related to different data within the data framework.”
According to S3-253227r1 [3] for privacy, the following security aspects are considered:
“- SUCI enhancement.
- User consent framework enhancement.”
According to S3-253606r4 [4] for user consent, the following security aspects are considered:
“In this context, SA6 and SA2 may define architectural requirements and use cases for user consent. 3GPPP SA3 group will study the provided input, in addition to security driven requirements and use cases, to identify and define the missing procedures in the User consent framework for 6G system. In particular, this security area will not define how the different procedures are applied to the specific use case, but will focus on defining unified procedures to manage User Consent lifecycle.”
Observation 3: Four security aspects are proposed by overlapping security areas (i.e. data framework, privacy and user consent), including: 1) Security architecture enhancement of the data framework 2) Various protection related to different data within the data framework 3) SUCI enhancement 4) User consent framework enhancement.
For security aspect 1) “Security architecture enhancement of the data framework” of S3-253775 [2], there is no overlapping with other objective. 
Proposal 1: For 1) Security architecture enhancement of the data framework, it needs to be considered as a security aspect for data framework.
The security aspect 3) “SUCI enhancement” in S3-25227r1 [3] falls within the scope of "Subscriber identifier privacy" of the already approved security area#3 “Subscription Authentication and Authorization” in S3-253776 [5]. As such, it is considered duplicative and unnecessary.
Proposal 2: For 3) SUCI enhancement, it should not to be considered as a security aspect for data framework because it is already coverd in security area#3 “Subscription Authentication and Authorization”.
There is overlap between bullet 2 (2) “various protection related to different data” in S3-253775 [2] / 4) “user consent framework enhancement” in S3-25227r1 [3]) and the scope of S3-253606r4 [4]. However, they can be merged, because:
1. User consent is regulation-based mechanism to protect privacy of personal data; 
2. Mechanism like data anonymization, differential privacy is technique-based mechanism to protect privacy of personal data;
3. For all types of data, not just personal data, general security control should be considered, e.g. access control.
The 3 bullets can be covered as “various protection related to different data”. To be more specific, revision may be needed to make it clearer “Various protection related to different data within the data framework such as access control, enhancing privacy through user consent or privacy-enhancing technologies”.
Proposal 3: For 2) various protection related to different data and 4) user consent framework enhancement, given that both user consent and techniques like anonymization are mechanisms for protecting personal data privacy, and general security control like access control for all types of data, it needs to be considered as a security area “various protection related to different data” with revision.

4	Detailed proposal
We have the following observations:
Observation 1: Based on SA LS S3-253126 [1], SA3 should coordinate with SA2 and SA5 to address data security and privacy requirements. Checkpoints for tasks related to 6G data are anticipated in March 2026 and/or June 2026 within SA.
Observation 2: Overlapping on three security areas proposed in the last meeting, i.e. data framework, privacy and user consent needs to be addressed.
Observation 3: Four security aspects are proposed by overlapping security areas (i.e. data framework, privacy and user consent), including: 1) Security architecture enhancement of the data framework 2) Various protection related to different data within the data framework 3) SUCI enhancement 4) User consent framework enhancement.
Based on the observations above, we have the following proposals:
Proposal 1: For security aspect 1) Security architecture enhancement of the data framework, it needs to be considered as a security aspect for data framework.
Proposal 2: For security aspect 3) SUCI enhancement, it should not to be considered as a security aspect for data framework because it is already coverd in security area#3 “Subscription Authentication and Authorization”.
Proposal 3: For 2) various protection related to different data and 4) user consent framework enhancement, given that both user consent and techniques like anonymization are mechanisms for protecting personal data privacy, and general security control like access control for all types of data, it needs to be considered as a security area “various protection related to different data” with revision.
