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1
Decision/action requested

This contribution presents the discussion on the need of Abnormal behaviour identification over UE-N/W connection to improve security.
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3
Discussion
GSMA’s Mobile Economy Forecasts 5G connections to surpass 2 billion in 2025 and enhancing security and protecting against cybersecurity threats ranked as the top digital transformation objective [1]. As 5G/5G-advanced connectivity becomes more fundamental to our daily lives, so as the future 6G systems will be in this trajectory. Despite the telecom security evolution, there is also an increasing trend with cyber security threats and attacks over telecom systems. We need to ensure that the future 6G system security design and principles addresses ‘e.g., reduces to the maximum the security risks to ensure the interconnected world is as secure as possible’. 
In the approved 6G Security Study Proposal [2] similar goal is also highlighted to be considered as copied below:

‘From the first release of 6G, 6G security needs to consider cyberattacks and malicious abuse’. 

Some examples of the UE - Network connection exploitation scenario (such as sending crafted packets, malformed messages etc.,) has been detailed in [3][4][5][6][7] and an example from MITRE Techniques on Malicious packets to Network Functions is shown below. If the established network connections are abused, and if such maliciously behaviours are left undetected and unhandled it may lead service failure to the large number of UEs. 
Snippet #1 [3]
[image: image1.png]Implementation Examples

Description

Malicious UE sends malformed
NAS message to AMF

Adversary controlled UE sends a crafted NAS message towards AMF with the length field
increased to a very large value. If AMF does not do proper header parameters check
including length check, it can cause buffer overflow in the AMF which can force AMF to go to
an undefined state or crash. This will cause Denial of Service for existing and future UEs.
11,2361 Alternatively the malformed NAS message may contain an absent field or
malformed field. These NAS messages are sent before authentication completes between
the UE and AMF [5]..




In 5G System, there are some limited normative aspects specified in 3GPP TS 23.288 [8] on the DDoS attack prediction (refer Clause 6.7.5 Abnormal behaviour related network data analytics by taking into account the expected UE behaviour parameters as shown below in snippet #2).). Based on the abnormal behaviour predictions, the NF actions are provided by the NWDAF for risk solving (see TS 23.288 Clause 6.7.5, Table 6.7.5.3-3: Examples of additional measurements and NF actions for risk solving). Additional in Clause 6.22 the signalling storm analytics also specify procedure to predict signalling storm in relation the DDoS Attack (as shown in snippet #3). 

Snippet #2 [8] 

‘Table 6.7.5.1-2: Description of Expected UE Behaviour parameters per Exception ID

	Exception ID
	UE behaviour parameters to provide

	Unexpected UE location
	Expected UE Moving Trajectory

Stationary Indication

	Unexpected long-live/large rate flows
	Periodic Time

Scheduled Communication Time

Communication Duration Time

	Unexpected wakeup
	Periodic Time

Communication Duration Time

Scheduled Communication Time

	Suspicion of DDoS attack
	Periodic Time

Communication Duration Time

Scheduled Communication Time

Scheduled Communication Type

Traffic Profile

Expected transaction Dispersion

	Too frequent Service Access
	Periodic Time

	Unexpected radio link failures
	Expected UE Moving Trajectory

	Ping-ponging across neighbouring cells
	Expected UE Moving Trajectory

Stationary Indication


Table 6.7.5.3-2: Abnormal behaviour predictions

	Information
	Description

	Exceptions (1..max)
	List of predicted exceptions

	  > Exception ID
	The risk detected by NWDAF

	  > Exception Level
	Scalar value indicating the severity of the abnormal behaviour

	  > Exception trend
	Measured trend (up/down/unknown/stable)

	  > UE characteristics
	Internal Group Identifier, TAC

	  > SUPI list (1..SUPImax)
	SUPI(s) of the UE(s) affected with the Exception

	  > Ratio
	Estimated percentage of UEs affected by the Exception within the Target of Analytics Reporting

	  > Amount
	Estimated number of UEs affected by the Exception (applicable when the Target of Analytics Reporting = "any UE")

	  > Additional measurement
	Specific information for each risk (see Table 6.7.5.3-3)

	  > Confidence
	Confidence of this prediction


’

Snippet #3 [8]
‘The consumer NF may also subscribe to "Abnormal behaviour" analytics as depicted in clause 6.7.5 and trigger the signalling storm analytics based on the suspicion of DDoS attack.’
Additionally, Release-20 TR 23.700-04 [9], as part of Use Case #1: AI/ML-assisted user plane traffic pattern and behaviour analysis to support efficient performance of User Plane, studies options like the following. Further the related interim agreement on abnormal traffic aspects is shown in Snippet#4.

· anomaly analytics information, 
· suspicious/attack/fraud/phishing packets for security audits, 
· abnormal packet indicator related to malformed or duplicated packets, 
· Clause 6.34.1 states if PCF learns about a pattern of malicious traffic performed by a specific subscriber (e.g. DDOs attack), it can instruct the SMF to gate the traffic or ask the SMF to release existing PDU session (as shown in clause 4.16.6 of TS 23.502 [3]) or/and reject future establishment request(s) of that subscriber’ etc.

Snippet #4 [9]
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- The service consumer of the analytics service may be SMF, PCF, OAM, UPF, and AF. The consumer may take
the output Analytics into account.

- To provide analytics to the consumers, the NWDAF may provide the output analytics, including the statistics
and predictions of:

- Type of abnormal traffic, e.g. abnormal traffic due to DDoS, abnormal data packets patterns, unexpected
traffic volume or burst.

- Volume, rate or burst size of abnormal traffic.
- Identifiers/addresses of affected UPF(s), UE(s), PDU session(s).

- Identifiers/ information of the source, e.g. IP packet filter(s), IP Protocol (TCP, UDP, etc.), application ID,
etc.




In Release-18, as part of TR 33.738 [10], the cyber attacks related to UE and Network aspect was studied as shown in Snippet #5 but as no impact to analytics function was desired due to false positivies/negatives and additionally no impact was desired for 5G latter release, no normative work was pursued.
Snippet #5 [10]
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5.6.1 Key Issue Details

TR 23.700-91 [x] has identified the use case of NWDAF detecting cyber-attacks by monitoring events and data packets
in the UE and the network, with the support of machine-learning algorithms. To achieve cyber-attacks detection, the
NWDAF can collaborate with UE and any other NFs to collect related data as inputs and providing alerts of anomaly
events as outputs to OAM and other NFs which have subscribed to them so that they could take proper actions.

This key issue describes what kind of cyber-attacks can be detected. In order to mitigate the identified cyber-attacks, the
data/parameters collected by the NWDAF or any other NF need to be studied.




The existing work so far done in 3GPP has not studied in detail the abnormal behaviours identifications from the cyber-attack/security threat perspective and related solution feasibility has not been investigated in detail. Moreover the topic of threat/attack detection and related access control is a fundamental security topic, so it is very essential for the 3GPP SA3 WG to prioritize and assign a dedicated security area in 6G Security Study to explore and identity all possible abnormal behaviours to be identified and handled in early stages to avoid major implications such as service failure or life threatening in case when other UEs are impacted.

Therefore, for the 6G Security Study, there should be a dedicated Security Area to study the security aspects of UE-Network connection related abnormal behaviour identification and appropriate security handling.
4
Conclusion

Based on the discussion aspects presented in clause 3, the following action items are proposed in the companion contribution S3-253674
.
1. Assign a dedicated Security Area under Clause 4.2 to study the following aspects for R20 6G Security.

a. Abnormal behaviour identification over UE-N/W connection and Security handling.
�Was S3-253142 was S3-251893 was S3-251893


�New number to be used.





