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[bookmark: foreword][bookmark: _Toc211866783][bookmark: _Toc211867863]
Foreword
[bookmark: spectype3]This Technical Report has been produced by the 3rd Generation Partnership Project (3GPP).
The contents of the present document are subject to continuing work within the TSG and may change following formal TSG approval. Should the TSG modify the contents of the present document, it will be re-released by the TSG with an identifying change of release date and an increase in version number as follows:
Version x.y.z
where:
x	the first digit:
1	presented to TSG for information;
2	presented to TSG for approval;
3	or greater indicates TSG approved document under change control.
y	the second digit is incremented for all changes of substance, i.e. technical enhancements, corrections, updates, etc.
z	the third digit is incremented when editorial only changes have been incorporated in the document.
In the present document, modal verbs have the following meanings:
shall	indicates a mandatory requirement to do something
shall not	indicates an interdiction (prohibition) to do something
The constructions "shall" and "shall not" are confined to the context of normative provisions, and do not appear in Technical Reports.
The constructions "must" and "must not" are not used as substitutes for "shall" and "shall not". Their use is avoided insofar as possible, and they are not used in a normative context except in a direct citation from an external, referenced, non-3GPP document, or so as to maintain continuity of style when extending or modifying the provisions of such a referenced document.
should	indicates a recommendation to do something
should not	indicates a recommendation not to do something
may	indicates permission to do something
need not	indicates permission not to do something
The construction "may not" is ambiguous and is not used in normative elements. The unambiguous constructions "might not" or "shall not" are used instead, depending upon the meaning intended.
can	indicates that something is possible
cannot	indicates that something is impossible
The constructions "can" and "cannot" are not substitutes for "may" and "need not".
will	indicates that something is certain or expected to happen as a result of action taken by an agency the behaviour of which is outside the scope of the present document
will not	indicates that something is certain or expected not to happen as a result of action taken by an agency the behaviour of which is outside the scope of the present document
might	indicates a likelihood that something will happen as a result of action taken by some agency the behaviour of which is outside the scope of the present document
might not	indicates a likelihood that something will not happen as a result of action taken by some agency the behaviour of which is outside the scope of the present document
In addition:
is	(or any other verb in the indicative mood) indicates a statement of fact
is not	(or any other negative verb in the indicative mood) indicates a statement of fact
The constructions "is" and "is not" do not indicate requirements.
[bookmark: introduction][bookmark: scope]

[bookmark: _Toc211866784][bookmark: _Toc211867864]1	Scope
[bookmark: references]The present document identifies potential challenges and requirements for supporting AEAD algorithms specified in TS 35.240 [2], TS 35.243 [3], and TS 35.246 [4] for NAS and AS security (including control and user plane security) in the 6G System, including the following: 
-	Impact to AS and NAS security
-	Key hierarchy and management to support AEAD algorithms
NOTE 1: Key hierarchy includes long term key (i.e. full key hierarchy) for usage of AEAD. Procedure aspects (e.g. AKA framework) are not covered in the present document.
-	Negotiation of encryption and/or integrity protection when using AEAD algorithms
-	Creation and handling of AEAD algorithm inputs, such as Nonce and Associated Data
Co-existence of AEAD-compatible systems and legacy deployments and algorithms (i.e., only AEAD algorithms or both AEAD and standalone algorithms) is taken into account.

[bookmark: _Toc211866785][bookmark: _Toc211867865]2	References
The following documents contain provisions which, through reference in this text, constitute provisions of the present document.
-	References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.
-	For a specific reference, subsequent revisions do not apply.
-	For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.
[1]	3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[2]	3GPP TS 35.240 Specification of the Snow 5G based 256-bits algorithm set: specification of the 256-NEA4 encryption, the 256-NIA4 integrity, and the 256-NCA4 authenticated encryption algorithm for 5G; Document 1: algorithm specification
[3]	3GPP TS 35.243 Specification of the AES based 256-bits algorithm set: Specification of the 256-NEA5 encryption, the 256-NIA5 integrity, and the 256-NCA5 authenticated encryption algorithm for 5G; Document 1: algorithm specification
[4]	3GPP TS 35.246 Specification of the ZUC based 256-bits algorithm set: Specification of the 256-NEA6 encryption, the 256-NIA6 integrity, and the 256-NCA6 authenticated encryption algorithm for 5G; Document 1: algorithm specification
[5]	3GPP TS 33.501: "Security architecture and procedures for 5G System".
[6]	RFC 5116, “Authenticated Encryption with Associated Data”

[bookmark: _Toc211866786][bookmark: _Toc211867866]3 	Definitions and abbreviations
[bookmark: _Toc211866787][bookmark: _Toc211867867]3.1	Terms
For the purposes of the present document, the terms given in TR 21.905 [1] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in TR 21.905 [1].
example: text used to clarify abstract rules by applying them literally.
[bookmark: _Toc211866788][bookmark: _Toc211867868]3.2	Symbols
For the purposes of the present document, the following symbols apply:
<symbol>	<Explanation>

[bookmark: _Toc211866789][bookmark: _Toc211867869]3.3	Abbreviations
For the purposes of the present document, the abbreviations given in TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in TR 21.905 [1].

<ABBREVIATION>	<Expansion>


[bookmark: _Toc211866790][bookmark: _Toc211867870]4	Overview and assumption
Editor’s Note: This clause gives a brief explanation for background information of this SID, e.g. security assumption, existing algorithm specifications and a brief description of AEAD.

[bookmark: _Toc211866791][bookmark: _Toc211867871]5	Key issues
Editor’s Note: This clause contains all key issues identified during the study. Due to the nature of this study, not all issues are derived from security threats but all are essential for the adoption of AEAD algorithms in 6G System.
[bookmark: _Toc207810314][bookmark: _Toc211866792][bookmark: _Toc211867872]5.1	Key issue #1: Algorithm selection
[bookmark: _Toc207810315][bookmark: _Toc211866793][bookmark: _Toc211867873]5.1.1	Key issue details
The current 5G System uses dedicated algorithms for encryption (NEA0, 128-NEA1, 128-NEA2, 128-NEA3) and integrity protection (NIA0, 128-NIA1, 128-NIA2, 128-NIA3) which are selected independently. This means a given session may use the same or different algorithms for encryption and integrity protection (including NULL), on both AS and NAS layer. Even when using AEAD algorithms that combine encryption and integrity protection, the option to select the NULL algorithm may still be required to signal the use of encryption only or integrity protection only. 
Having to support both dedicated encryption and integrity protection algorithms and combined algorithms may complicate implementations without a tangible security benefit. Additionally, providing encryption and integrity protection with a single AEAD algorithm may be preferable in terms of performance to running the dedicated algorithms twice.
Depending on the security policy or scenario, AEAD can provide following protections:
1. Encryption,
2. Integrity protection or
3. Encryption and integrity protection.
When negotiating the AEAD algorithm, it can also be necessary to decide which protections are required.
The key issue is to study following:
 - whether AEAD only is sufficient or AEAD and standalone algorithms are required, and
 - how to enhance algorithm selection for AEAD algorithms and their protections.
[bookmark: _Toc207810316][bookmark: _Toc211866794][bookmark: _Toc211867874]5.1.2	Security threat
TBD
[bookmark: _Toc207810317][bookmark: _Toc211866795][bookmark: _Toc211867875]5.1.3	Potential requirements
Algorithm selection may need an enhancement to support AEAD algorithms.

[bookmark: _Toc211866796][bookmark: _Toc211867876]5.2	Key issue #2: AEAD algorithm interface
[bookmark: _Toc128377757][bookmark: _Toc211866797][bookmark: _Toc211867877]5.2.1	Key issue details
One of the advantages of using a combined AEAD mode is that some important security decisions have already been made in the construction of the mode, such as in which order encryption and integrity protection is applied. From SA3 perspective, this means that we don't need to discuss in which order operations are to be applied in PDCP and NAS. 
Many different AEAD constructs are available and by using a generic interface, it is possible to treat the AEAD as a black box where the underlying construction is transparent to the user of the interface. One such interface is specified in RFC 5116 [6]. 
Existing interfaces for encryption and integrity algorithms in Annex D.2 and Annex D.3 of TS 33.501 [5] cannot be used for the new AEAD algorithms directly. This is because the new algorithms combine both operations and also require additional input parameters as described in TS 35.240 [2], TS 35.243 [3], TS 35.246 [4]. For example, in addition to the key and IV, an AAD parameter (as described in TS 35.240 [2], TS 35.243 [3], TS 35.246 [4]) is required to enable flexible partial encryption, the output parameters include both the ciphertext and the MAC.
Consequently, how to set the input parameters for NAS and PDCP needs to be further studied because the existing requirements in clause 6.4.3, 6.4.4, 6.5.1, 6.5.2, 6.6.3, 6.6.4 of TS 33.501 [5] cannot be directly applied.
Existing construction of IV for encryption and integrity algorithms in Annex D.2 and Annex D.3 of TS 33.501 [5] contains a 32-bit COUNT, a 5-bit BEARER, a 1-bit DIRECTION. The entropy for the IV might need to increase from the 38 bits defined by 3GPP. Hence, an extra entropy field called EXTRA_IV of 6 bytes is introduced as described in TS 35.240 [2], TS 35.243 [3], TS 35.246 [4].  
[bookmark: _Toc128377758][bookmark: _Toc211866798][bookmark: _Toc211867878]5.2.2	Security threats 
There is a threat to system evolution. For example, if the interface is not designed well from day one, it will not be stable for future enhancements and there can be problems to add new functionality. This will not only increase complexity of the system but will also make it more difficult to analyze from a security perspective, and hence the risk for missing threats increases.
[bookmark: _Toc211866799][bookmark: _Toc211867879]5.2.3	Potential security requirements
TBD.

[bookmark: _Toc211866800][bookmark: _Toc211867880]5.X	Key issue #X: <Key issue name>
Editor’s Note: This clause contains all the key issues identified during the study. Not all key issues may have security threats due to the nature of this study.
[bookmark: _Toc211866801][bookmark: _Toc211867881]5.X.1	Key issue details
[bookmark: _Toc211866802][bookmark: _Toc211867882]5.X.2	Security threat
Editor’s Note: Place holder for a security threat if any.
[bookmark: _Toc211866803][bookmark: _Toc211867883]5.X.3	Potential requirements

[bookmark: _Toc211866804][bookmark: _Toc211867884]6	Solutions
Editor’s Note: This clause addresses potential requirements on procedures and protocols to support AEAD algorithms.
[bookmark: _Toc80633894][bookmark: _Toc136953936][bookmark: _Toc167405408][bookmark: _Toc180278736][bookmark: _Toc180278912][bookmark: _Toc180279176][bookmark: _Toc180279650][bookmark: _Toc182841087][bookmark: _Toc182899167][bookmark: _Toc199248738][bookmark: _Toc211866805][bookmark: _Toc211867885]6.0	Mapping of solutions to key issues
Table 6.0-1: Mapping of solutions to key issues
	Solutions
	KI#1
	KI#2
	KI#3
	KI#4
	KI#5

	1
	
	
	
	
	

	
	
	
	
	
	



[bookmark: _Toc211866806][bookmark: _Toc211867886]6.Y	Solution Y: <Solution Name>
Editor’s Note: This clause contains solutions for key issues. Not all solutions may have evaluation due to the nature of this study.
[bookmark: _Toc211866807][bookmark: _Toc211867887]6.Y.1	Introduction
Editor’s Note: Each solution should list the key issues being addressed.
[bookmark: _Toc211866808][bookmark: _Toc211867888]6.Y.2	Solution details
[bookmark: _Toc211866809][bookmark: _Toc211867889]6.Y.3	Evaluation
Editor’s Note: Place holder for an evaluation if necessary.

[bookmark: _Toc211866810][bookmark: _Toc211867890][bookmark: startOfAnnexes]7	Conclusion
[bookmark: _Toc92180361][bookmark: _Toc92805088][bookmark: _Toc102752623][bookmark: _Toc205553961][bookmark: _Toc207622847][bookmark: _Toc211866811][bookmark: _Toc211867891]7.Z	Key Issue #Z: <Key Issue Name>
Editor’s Note: This clause contains the agreed conclusions for Key Issue #Z.
[bookmark: _Toc203476544][bookmark: _Toc203476547][bookmark: _Toc211866812][bookmark: _Toc211867892]Annex A:	Introduction to AEAD
[bookmark: _Toc211866813][bookmark: _Toc211867893]A.1 	Protection provided by AEAD
The key characteristic of Authenticated Encryption (AE) is that ciphering, and integrity protection are executed in a combined operation. This way, data encryption and authentication can ideally be provided in a single pass. Authenticated Encryption with Associated Data (AEAD) additionally allows for input that is authenticated, but not encrypted. This can be leveraged in use cases where solely data integrity is required while the plain text remains visible for processing.
Additionally, AEAD algorithms allow selective ciphering and integrity protection as needed. If only ciphering is required, it may be possible depending on the AEAD algorithm to only output the ciphertext. If only integrity protection is required, all input data can be processed as associated data. Finally, it is also possible to combine both approaches and provide ciphering and integrity protection for one part of a message while another part is only integrity protected (e.g., because certain message contents need to be accessible in plain text).
The 256-bit cryptographic algorithms specified in TS 35.240 [2], TS 35.243 [3] and TS 35.246 [4] are all based on AEAD1, which also allows for confidentiality protection, integrity protection, and a combined AEAD mode.
Table A.1-1: List of 256-bit cryptographic algorithms
	
	Cryptographic algorithm

	
	Snow 5G
	AES-256
	ZUC-256

	Operating mode
	Confidentiality 
	256-NEA4
	256-NEA5
	256-NEA6

	
	Integrity
	256-NIA4
	256-NIA5
	256-NIA6

	
	Authenticated Encryption with Associated Data (AEAD)
	256-NCA4
	256-NCA5
	256-NCA6



[bookmark: _Toc203476549][bookmark: _Toc211866814][bookmark: _Toc211867894]A.2	Algorithm inputs and outputs
AEAD algorithms can take a unique nonce, a single cryptographic key, plaintext and associated data as inputs. The plaintext is an optional when only integrity protection is required. The associated data is an optional if there is no data which requires only integrity protection.
[bookmark: _Toc203476550][bookmark: _Toc211866815][bookmark: _Toc211867895]A.3	Order of operations
When using an AEAD algorithm, important security decisions are already made such that in which order encryption and integrity protection is applied.
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