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[bookmark: foreword][bookmark: _Toc211933265]Foreword
[bookmark: spectype3]This Technical Report has been produced by the 3rd Generation Partnership Project (3GPP).
The contents of the present document are subject to continuing work within the TSG and may change following formal TSG approval. Should the TSG modify the contents of the present document, it will be re-released by the TSG with an identifying change of release date and an increase in version number as follows:
Version x.y.z
where:
x	the first digit:
1	presented to TSG for information;
2	presented to TSG for approval;
3	or greater indicates TSG approved document under change control.
y	the second digit is incremented for all changes of substance, i.e. technical enhancements, corrections, updates, etc.
z	the third digit is incremented when editorial only changes have been incorporated in the document.
In the present document, modal verbs have the following meanings:
shall	indicates a mandatory requirement to do something
shall not	indicates an interdiction (prohibition) to do something
The constructions "shall" and "shall not" are confined to the context of normative provisions, and do not appear in Technical Reports.
The constructions "must" and "must not" are not used as substitutes for "shall" and "shall not". Their use is avoided insofar as possible, and they are not used in a normative context except in a direct citation from an external, referenced, non-3GPP document, or so as to maintain continuity of style when extending or modifying the provisions of such a referenced document.
should	indicates a recommendation to do something
should not	indicates a recommendation not to do something
may	indicates permission to do something
need not	indicates permission not to do something
The construction "may not" is ambiguous and is not used in normative elements. The unambiguous constructions "might not" or "shall not" are used instead, depending upon the meaning intended.
can	indicates that something is possible
cannot	indicates that something is impossible
The constructions "can" and "cannot" are not substitutes for "may" and "need not".
will	indicates that something is certain or expected to happen as a result of action taken by an agency the behaviour of which is outside the scope of the present document
will not	indicates that something is certain or expected not to happen as a result of action taken by an agency the behaviour of which is outside the scope of the present document
might	indicates a likelihood that something will happen as a result of action taken by some agency the behaviour of which is outside the scope of the present document
might not	indicates a likelihood that something will not happen as a result of action taken by some agency the behaviour of which is outside the scope of the present document
In addition:
is	(or any other verb in the indicative mood) indicates a statement of fact
is not	(or any other negative verb in the indicative mood) indicates a statement of fact
The constructions "is" and "is not" do not indicate requirements.
[bookmark: _Toc211933266]Introduction
Editor’s note: This clause is ffs. 

[bookmark: introduction][bookmark: scope][bookmark: _Toc211933267]
1	Scope
[bookmark: references]Editor’s note: TBA
This document studies potential security and privacy architecture and procedures for 6G mobile networks for improvement of existing services and support of new services, to meet the 6G system requirements and architecture. 
One goal of this document is to study how to create lean and streamlined standards for 6G, e.g. by dimensioning an appropriate set of functionalities, minimizing the adoption of multiple options for the same functionality, avoiding excessive configurations, etc. 
The document covers the following aspects: 
· Security and privacy for overall 6G system architecture 
· Security and privacy of 6G RAN architecture. 
· Security and privacy of 6G UE to core network interactions. 
· Enhancements to Core Network security including endpoint security at transport and application layers, internal and external interfaces as well as end to end roaming security taking roaming intermediary into account.
The document covers possible security enhancements of the procedures from previous generations and new security aspects.
The complete or partial conclusions of this study are used as basis for the normative work.  
[bookmark: _Toc211933268]2	References
The following documents contain provisions which, through reference in this text, constitute provisions of the present document.
-	References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.
-	For a specific reference, subsequent revisions do not apply.
-	For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.
[1] 		3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[2] 	3GPP TR 38.914: “Study on 6G Scenarios and requirements”.
[3] 	3GPP TR 38.760-2: “Study on 6G Radio RAN2 aspects”.
[4] 	3GPP TR 23.801-01: “Study on Architecture for 6G System”.
[5] 	3GPP TR 33.771: “Study on supporting AEAD algorithms”.

[bookmark: definitions][bookmark: _Toc211933269]3	Definitions of terms, symbols and abbreviations
[bookmark: _Toc211933270]3.1	Terms
For the purposes of the present document, the terms given in TR 21.905 [1] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in TR 21.905 [1].
example: text used to clarify abstract rules by applying them literally.
[bookmark: _Toc211933271]3.2	Symbols
For the purposes of the present document, the following symbols apply:
<symbol>	<Explanation>

[bookmark: _Toc211933272]3.3	Abbreviations
For the purposes of the present document, the abbreviations given in TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in TR 21.905 [1].
<ABBREVIATION>	<Expansion>

[bookmark: clause4][bookmark: _Toc211933273]4	Security areas and high level security requirements
[bookmark: _Toc211933274]4.1	Security areas  
Editor's Note: This clause further clarifies the scope of the study by listing the security areas that SA3 is working on. 
This document includes the following security areas: 
1. UE to Core Network Security deals with the UE to Core Network communication security. e.g., management of UE and network NAS security contexts, the associated key hierarchy, key derivation and key usage in the 6G System.
2. RAN security deals with the security aspects of 3GPP access network, e.g., RAN architecture, protocol stack, interfaces, procedures, interaction with UEs.
3. [bookmark: _Hlk210571792]Subscription Authentication and Authorization deals with different aspects of access-agnostic authentication, authorization and related privacy aspects (i.e. subscriber identifier privacy) for UEs accessing 6G network
[bookmark: _Toc211933275]4.2	Potential high level security requirements  
Editor's Note: This clause will document high-level requirements that guide the study. 

[bookmark: _Toc448754534][bookmark: _Toc211933276]5	Key issues
[bookmark: _Toc211933277]5.1	Security area #1: UE to Core Network Security
[bookmark: _Toc211933278]5.1.1	Introduction 
This security area studies how to establish and manage secure communication(s) between the UE and the Core Network. This includes the following aspects: 
Editor's Note: work is to be aligned and in coordination with TR 23.801-01 [4] based on SA2 progress.
Editor's Note: Any potential NAS impact due to the use of AEAD will be based on the conclusions in TR 33.771 [5].
- Security of NAS protocol, architecture and procedures 
- NAS Security context management, including mobility 
- Interworking between 6GS and 5GS
[bookmark: _Hlk211496170]NOTE: Mobility aspects that are excluded in the RAN security area (i.e., mobility aspects that affect the core network security context) are included here.
 Editor’s Note: Other aspects are FFS.
[bookmark: _Toc211933279]5.1.2	Security assumptions
Editor's Note: This clause will document security assumptions related to each security area. 
[bookmark: _Toc211933280]5.1.3	Key issues
Editor’s note: This clause will contain the key issues that need to be addressed by SA3 on each security area. The exact contents are FFS. 
[bookmark: _Toc211933281]5.1.3.y	Key issue #1.y: <key issue name>
Editor's Note: Key issues within the security area are not in any particular order but they are added incrementally (y = 1, 2, 3…) when new key issue is identified. 'x' refers to the security area. 
[bookmark: _Toc211933282]5.1.3.y.1	Key issue details
[bookmark: _Toc211933283]5.1.3.y.2	Security threats 
[bookmark: _Toc211933284]5.1.3.y.3	Potential security requirements
[bookmark: _Toc211933285]5.1.3.y.4	Interim agreements
Editor's note:	This clause will include the principles that are agreed as work progresses for the specific KI#x.y. This may be populated directly or e.g. also when a topic in Area #x gets resolved and a principle is agreed. Where there is consensus, interim agreements pertaining to this key issue (e.g. solution principles descriptions, not specific solutions) should be documented in this clause as soon as possible during the study.
[bookmark: _Toc211933286]5.2	Security area #2: RAN security
[bookmark: _Toc211933287]5.2.1	Introduction 
Purpose is to study potential attack vectors, vulnerabilities, security and privacy risks, impact and mitigations. This includes the following aspects:
Editor’s Note: To be aligned with TR 38.914 [1] and TR 38.760-2 [2] as 6G RAN study progresses in RAN WGs.
-	Radio protocol stack, architecture and procedures 
Editor’s Note: Lower layer security is FFS.
Editor’s Note: Examples are FFS.
-	Mobility and state transitions within 6G radio
-	Mobility between 5G NR and 6G Radio
NOTE: Mobility aspects that affect the core network security context are included in other security areas.
-	Interfaces within RAN and between RAN and core network
Editor’s Note: Other aspects are FFS.

[bookmark: _Toc211933288]5.2.2	Security assumptions
Editor's Note: This clause will document security assumptions related to each security area. 
[bookmark: _Toc211933289]5.2.3	Key issues
Editor’s note: This clause will contain the key issues that need to be addressed by SA3 on each security area. The exact contents are FFS. 
[bookmark: _Toc211933290]5.2.3.y	Key issue #2.y: <key issue name>
Editor's Note: Key issues within the security area are not in any particular order but they are added incrementally (y = 1, 2, 3…) when new key issue is identified. 'x' refers to the security area. 
[bookmark: _Toc211933291]5.2.3.y.1	Key issue details
[bookmark: _Toc211933292]5.2.3.y.2	Security threats 
[bookmark: _Toc211933293]5.2.3.y.3	Potential security requirements
[bookmark: _Toc211933294]5.2.3.y.4	Interim agreements
Editor's note:	This clause will include the principles that are agreed as work progresses for the specific KI#x.y. This may be populated directly or e.g. also when a topic in Area #x gets resolved and a principle is agreed. Where there is consensus, interim agreements pertaining to this key issue (e.g. solution principles descriptions, not specific solutions) should be documented in this clause as soon as possible during the study.
[bookmark: _Toc211933295]5.3	Security area #3: Subscription Authentication and Authorization
[bookmark: _Toc211933296]5.x.1	Introduction 
This security area includes the following security aspects related to access-agnostic authentication and authorization between the UE and the 6GS:
-Authentication, key agreement and authorization between the UE and the 6GS.
Editor’s Note: Examples are FFS
Editor’s Note: Other types of authentication is FFS
-Re-authentication between the UE and the 6GS in different conditions of mobility.
-Subscriber identifier privacy.
-Long term credentials storage and processing
Editor’s Note: Other aspects are FFS
Editor’s Note: clarification of authorization aspects are FFS

[bookmark: _Toc211933297]5.3.2	Security assumptions
Editor's Note: This clause will document security assumptions related to each security area. 
[bookmark: _Toc211933298]5.3.3	Key issues
Editor’s note: This clause will contain the key issues that need to be addressed by SA3 on each security area. The exact contents are FFS. 
[bookmark: _Toc211933299]5.3.3.y	Key issue #3.y: <key issue name>
Editor's Note: Key issues within the security area are not in any particular order but they are added incrementally (y = 1, 2, 3…) when new key issue is identified. 'x' refers to the security area. 
[bookmark: _Toc211933300]5.3.3.y.1	Key issue details
[bookmark: _Toc211933301]5.3.3.y.2	Security threats 
[bookmark: _Toc211933302]5.3.3.y.3	Potential security requirements
[bookmark: _Toc211933303]5.3.3.y.4	Interim agreements
Editor's note:	This clause will include the principles that are agreed as work progresses for the specific KI#x.y. This may be populated directly or e.g. also when a topic in Area #x gets resolved and a principle is agreed. Where there is consensus, interim agreements pertaining to this key issue (e.g. solution principles descriptions, not specific solutions) should be documented in this clause as soon as possible during the study.

[bookmark: _Toc448754535][bookmark: _Toc442563414][bookmark: _Toc442884023][bookmark: _Toc445244977][bookmark: _Toc445245104][bookmark: _Toc445247580][bookmark: _Toc211933304]5.x	Security area #x: <security area name> 
Editor's Note: The study is expected to be divided into several security areas which all have their own key issues and solutions. Security areas are not in any particular order but they are added incrementally (x = 1, 2, 3…) when new area is identified. 
[bookmark: _Toc448754536][bookmark: _Toc211933305]5.x.1	Introduction 
Editor's Note: Detailed description of the security area 
[bookmark: _Toc448754537][bookmark: _Toc211933306]5.x.2	Security assumptions
Editor's Note: This clause will document security assumptions related to each security area. 
[bookmark: _Toc353538994][bookmark: _Toc416332517][bookmark: _Toc448754538][bookmark: _Toc211933307]5.x.3	Key issues
Editor’s note: This clause will contain the key issues that need to be addressed by SA3 on each security area. The exact contents are FFS. 
[bookmark: _Toc416332518][bookmark: _Toc448754539][bookmark: _Toc211933308]5.x.3.y	Key issue #x.y: <key issue name>
Editor's Note: Key issues within the security area are not in any particular order but they are added incrementally (y = 1, 2, 3…) when new key issue is identified. 'x' refers to the security area. 
[bookmark: _Toc416332519][bookmark: _Toc448754540][bookmark: _Toc211933309]5.x.3.y.1	Key issue details
[bookmark: _Toc416332520][bookmark: _Toc448754541][bookmark: _Toc211933310]5.x.3.y.2	Security threats 
[bookmark: _Toc416332521][bookmark: _Toc448754542][bookmark: _Toc211933311]5.x.3.y.3	Potential security requirements
[bookmark: _Toc211933312]5.x.3.y.4	Interim agreements
Editor's note:	This clause will include the principles that are agreed as work progresses for the specific KI#x.y. This may be populated directly or e.g. also when a topic in Area #x gets resolved and a principle is agreed. Where there is consensus, interim agreements pertaining to this key issue (e.g. solution principles descriptions, not specific solutions) should be documented in this clause as soon as possible during the study.
Editor's note:	This clause will include the principles that are agreed as work progresses for the specific KI#x.y.

[bookmark: _Toc211933313]6	Solutions 
[bookmark: _Toc211933314]6.x	Solutions to Security Area #x <security area name> 
[bookmark: _Toc211933315]6.x.y	Solutions to Key Issue #x.y <key issue name>
[bookmark: _Toc211933316]6.x.y.z	Solution #x.y.z: <solution name>
Editor's Note: Solutions are added incrementally (z = 1, 2, 3…) when new solution is identified. 'x' refers to the security area, y to the key issue.
[bookmark: _Toc211933317]6.x.y.z.1	Introduction   
[bookmark: _Toc211933318]65.x.y.z.2	Solution details  
[bookmark: _Toc211933319]65.x.y.z.3	Evaluation 
Editor’s note: Evaluation needs to explain how the solution fulfils each requirement of the key issue. 

[bookmark: _Toc448754549][bookmark: _Toc211933320]7	Conclusions 
Editor’s note: This clause will contain the overall conclusions made by SA3. The structure of this clause is FFS


[bookmark: tsgNames][bookmark: _Toc211933321]Annex A<A>:
Attacker Model 
[bookmark: _Toc211933322]Y.1	General
Editor's Note: This clause includes an introduction to the attacker model. 
[bookmark: _Toc211933323]Y.2	Architecture overview
Editor's Note: This will need to be updated as work progresses in other work groups.
[bookmark: _Toc211933324]Y.3	Attacker Description
Editor's Note: This clause includes an attacker model description. <Informative annex title for a Technical Report>
Informative annexes in Technical Reports do not use "(informative") in the title, since all annexes in TRs are informative. Use style "Heading 9" in TRs.




[bookmark: _Toc211500795][bookmark: _Toc211933325]Annex B:
Mapping of solutions to key issues
Editor’s note: Structure is FFS
[bookmark: _Toc211933326]
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