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[bookmark: foreword][bookmark: _Toc211847950]Foreword
[bookmark: spectype3]This Technical Report has been produced by the 3rd Generation Partnership Project (3GPP).
The contents of the present document are subject to continuing work within the TSG and may change following formal TSG approval. Should the TSG modify the contents of the present document, it will be re-released by the TSG with an identifying change of release date and an increase in version number as follows:
Version x.y.z
where:
x	the first digit:
1	presented to TSG for information;
2	presented to TSG for approval;
3	or greater indicates TSG approved document under change control.
y	the second digit is incremented for all changes of substance, i.e. technical enhancements, corrections, updates, etc.
z	the third digit is incremented when editorial only changes have been incorporated in the document.
In the present document, modal verbs have the following meanings:
shall	indicates a mandatory requirement to do something
shall not	indicates an interdiction (prohibition) to do something
The constructions "shall" and "shall not" are confined to the context of normative provisions, and do not appear in Technical Reports.
The constructions "must" and "must not" are not used as substitutes for "shall" and "shall not". Their use is avoided insofar as possible, and they are not used in a normative context except in a direct citation from an external, referenced, non-3GPP document, or so as to maintain continuity of style when extending or modifying the provisions of such a referenced document.
should	indicates a recommendation to do something
should not	indicates a recommendation not to do something
may	indicates permission to do something
need not	indicates permission not to do something
The construction "may not" is ambiguous and is not used in normative elements. The unambiguous constructions "might not" or "shall not" are used instead, depending upon the meaning intended.
can	indicates that something is possible
cannot	indicates that something is impossible
The constructions "can" and "cannot" are not substitutes for "may" and "need not".
will	indicates that something is certain or expected to happen as a result of action taken by an agency the behaviour of which is outside the scope of the present document
will not	indicates that something is certain or expected not to happen as a result of action taken by an agency the behaviour of which is outside the scope of the present document
might	indicates a likelihood that something will happen as a result of action taken by some agency the behaviour of which is outside the scope of the present document
might not	indicates a likelihood that something will not happen as a result of action taken by some agency the behaviour of which is outside the scope of the present document
In addition:
is	(or any other verb in the indicative mood) indicates a statement of fact
is not	(or any other negative verb in the indicative mood) indicates a statement of fact
The constructions "is" and "is not" do not indicate requirements.


1 [bookmark: introduction][bookmark: scope][bookmark: _Toc211847951]Scope
Editor’s Note: This clause is going to capture the scope of this study.
[bookmark: references][bookmark: _Toc211847952]2	References
The following documents contain provisions which, through reference in this text, constitute provisions of the present document.
-	References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.
-	For a specific reference, subsequent revisions do not apply.
-	For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.
[1]	3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[2]	IETF RFC 9700: "Best Current Practice for OAuth 2.0 Security".

…
[x]	<doctype> <#>[ ([up to and including]{yyyy[-mm]|V<a[.b[.c]]>}[onwards])]: "<Title>".
[bookmark: definitions][bookmark: _Toc211847953]3	Definitions of terms, symbols and abbreviations
[bookmark: _Toc211847954]3.1	Terms
For the purposes of the present document, the terms given in TR 21.905 [1] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in TR 21.905 [1].
example: text used to clarify abstract rules by applying them literally.
[bookmark: _Toc211847955]3.2	Symbols
For the purposes of the present document, the following symbols apply:
<symbol>	<Explanation>

[bookmark: _Toc211847956]3.3	Abbreviations
For the purposes of the present document, the abbreviations given in TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in TR 21.905 [1].
<ABBREVIATION>	<Expansion>

[bookmark: clause4][bookmark: _Toc205543645][bookmark: _Toc211847957]4	Overview
[bookmark: _Hlk204152747]Editor’s Note: This clause includes the overview of the study.
[bookmark: _Toc211847958]5	Best practices and counter measures analysis 
[bookmark: _Hlk211846635][bookmark: _Toc211847959]5.1	Best practice #1: Protecting redirect-based flows
[bookmark: _Toc211847960]5.1.1	Description
This best practice addresses protecting redirect-based flows, as described in clause 2.1 of RFC 9700 [2].
Redirect-based flows are not used in token-based authorization in the context of 5G SBA.
[bookmark: _Toc211847961]5.1.2	Related security mechanisms
Security mechanisms related to protecting redirect-based flows are not applicable to 5G SBA.
[bookmark: _Toc211847962]5.1.3	Evaluation
Further investigation of security mechanisms related to protecting redirect-based flows is not required.

[bookmark: _Hlk211846904][bookmark: _Toc211847963]5.2	Best practice #2: Resource owner password credentials grant
[bookmark: _Toc211847964]52.1	Description
This best practice addresses resource owner password credentials grant, as described in clause 2.4 of RFC 9700 [2].
Resource owner password credentials grant is not used in token-based authorization in the context of 5G SBA.
[bookmark: _Toc211847965]5.2.2	Related security mechanisms
Security mechanisms related to resource owner password credentials grant are not applicable to 5G SBA.
[bookmark: _Toc211847966]5.2.3	Evaluation
Further investigation of security mechanisms related to resource owner password credentials grant is not required.

[bookmark: _Toc211847967]5.X	BSP#X: <Title>
[bookmark: _Toc211847968]5.X.1	Description of best practice
Editor’s Note: This clause identifies and documents the target measure/practice and includes the precise reference from RFC 9700 and RFC 8725. The intention is not to copy content but a condense summary of the exact practice/measure captured from the RFCs.
[bookmark: _Toc211847969]5.X.2	Usage in 5G SBA
Editor’s Note: This clause discusses for the security related mechanism that are outlined in the RFC 9700 and RFC 8725 whether and how those are being applied in current 3GPP specifications, e.g., token replay, token validation, JWT signature bypass, etc. References to the specification clause in 33.501 will be given.
Reference: 
A summary of the TS text reference

Reference: 
A summary of the TS text reference
[bookmark: _Toc211847970]5.X.3	Assessment 
Editor’s Note: Short info on whether controls/measures in SBA are optional and mandatory / applied or not applied. reference to the suggestion from RFC on mitigation for controls not applied. 
[bookmark: _Toc211847971]6	Conclusions
Editor’s Note: This clause provides a conclusion for relevant assessment results. Whether the best practice is relevant in 5G and whether it has been applied? Statement on what to do with relevant best practices that are not applied in 5G?
Editor’s Note: Provide a statement on whether future steps are envisioned. 
[bookmark: _Toc211847972]
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