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[bookmark: foreword][bookmark: _Toc211880006]Foreword
[bookmark: spectype3]This Technical Report has been produced by the 3rd Generation Partnership Project (3GPP).
The contents of the present document are subject to continuing work within the TSG and may change following formal TSG approval. Should the TSG modify the contents of the present document, it will be re-released by the TSG with an identifying change of release date and an increase in version number as follows:
Version x.y.z
where:
x	the first digit:
1	presented to TSG for information;
2	presented to TSG for approval;
3	or greater indicates TSG approved document under change control.
y	the second digit is incremented for all changes of substance, i.e. technical enhancements, corrections, updates, etc.
z	the third digit is incremented when editorial only changes have been incorporated in the document.
In the present document, modal verbs have the following meanings:
shall	indicates a mandatory requirement to do something
shall not	indicates an interdiction (prohibition) to do something
The constructions "shall" and "shall not" are confined to the context of normative provisions, and do not appear in Technical Reports.
The constructions "must" and "must not" are not used as substitutes for "shall" and "shall not". Their use is avoided insofar as possible, and they are not used in a normative context except in a direct citation from an external, referenced, non-3GPP document, or so as to maintain continuity of style when extending or modifying the provisions of such a referenced document.
should	indicates a recommendation to do something
should not	indicates a recommendation not to do something
may	indicates permission to do something
need not	indicates permission not to do something
The construction "may not" is ambiguous and is not used in normative elements. The unambiguous constructions "might not" or "shall not" are used instead, depending upon the meaning intended.
can	indicates that something is possible
cannot	indicates that something is impossible
The constructions "can" and "cannot" are not substitutes for "may" and "need not".
will	indicates that something is certain or expected to happen as a result of action taken by an agency the behaviour of which is outside the scope of the present document
will not	indicates that something is certain or expected not to happen as a result of action taken by an agency the behaviour of which is outside the scope of the present document
might	indicates a likelihood that something will happen as a result of action taken by some agency the behaviour of which is outside the scope of the present document
might not	indicates a likelihood that something will not happen as a result of action taken by some agency the behaviour of which is outside the scope of the present document
In addition:
is	(or any other verb in the indicative mood) indicates a statement of fact
is not	(or any other negative verb in the indicative mood) indicates a statement of fact
The constructions "is" and "is not" do not indicate requirements.
[bookmark: introduction][bookmark: scope][bookmark: _Toc211880007]
1	Scope
Editor’s Note: This clause is going to capture the scope of this study.

[bookmark: references][bookmark: _Toc211880008]2	References
The following documents contain provisions which, through reference in this text, constitute provisions of the present document.
-	References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.
-	For a specific reference, subsequent revisions do not apply.
-	For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.
[1]	3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[2]	3GPP TR 23-700-13: "Study on Architecture Support of Ambient power-enabled Internet of Things".
[3]	3GPP TR 38.848: "Technical Specification Group Radio Access Network; Study on Ambient IoT (Internet of Things) in RAN".
[4]	3GPP TR 23700-30: "Study on Architecture support of Ambient power-enabled Internet of Things (AIoT); Phase 2".
[5]					3GPP TR 38.769: "Study on solutions for Ambient IoT (Internet of Things) in NR".
[6]	3GPP TS 22.369: "Service Requirements for ambient power-enabled IoT".
[7]	3GPP TS 23.369: "Architecture support for Ambient power-enabled Internet of Things; Stage 2".
[8]	3GPP TS 33.369: "Security aspects of Ambient Internet of Things (AIoT) services for isolated private networks".
…
[x]	<doctype> <#>[ ([up to and including]{yyyy[-mm]|V<a[.b[.c]]>}[onwards])]: "<Title>".
[bookmark: definitions][bookmark: _Toc211880009]3	Definitions of terms, symbols and abbreviations
[bookmark: _Toc211880010]3.1	Terms
For the purposes of the present document, the terms given in TR 21.905 [1] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in TR 21.905 [1].
example: text used to clarify abstract rules by applying them literally.
[bookmark: _Toc211880011]3.2	Symbols
For the purposes of the present document, the following symbols apply:
<symbol>	<Explanation>

[bookmark: _Toc211880012]3.3	Abbreviations
For the purposes of the present document, the abbreviations given in TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in TR 21.905 [1].
<ABBREVIATION>	<Expansion>

[bookmark: clause4]4	Overview
[bookmark: _Hlk204152747]Editor’s Note: This clause includes the overview of the study.

[bookmark: _Toc205543646][bookmark: _Toc211880013]45	Key issues
Editor’s Note: This clause contains all the key issues identified during the study.
[bookmark: _Toc209106803][bookmark: _Toc211880014]4.1	Key Issue #1: Authorization of intermediate UE for 5G Ambient IoT services
[bookmark: _Toc209106804][bookmark: _Toc211880015]4.1.1	Key issue details
[bookmark: _Toc209106805]In TR 23.700-13 [2], Key Issues #1 and #3 describe the issues on the system architecture and procedure to support 5G Ambient IoT services, furthermore TR 23.700-30 [4], KI#1 describes the issues on the support AIoT services under the RRC-based option for UE Reader connectivity. 
The architecture for topology 2 is defined in TR 23.700-13 [2] clause 8.1.3 which forms the baseline for the release 20.
In the Topology 2 as defined in TR 38.848 [3], the UE is acting as the intermediate node responsible for transferring the information between AIoT device and 5GS. If the authorization and authentication of the intermediate node is not supported, the attacker can play the role of an intermediate node and arbitrarily deny 5G AIoT service to the AIoT device.
Therefore, it is necessary to study how to authorize a UE for acting as the intermediate node i.e an AIoT reader.
NOTE: According to TR 38.769 [5], the intermediate UE for Device 1, 2b and C are all in the scope of this issue. 
[bookmark: _Toc211880016]4.1.2	Security threats
Editor’s Note: Threats are FFS.
[bookmark: _Toc209106806][bookmark: _Toc211880017]4.1.3	Potential security requirements
Editor’s Note: Requirements are FFS.
[bookmark: _Toc211880018]4.2	Key Issue #2: Authentication for AIoT devices
[bookmark: _Toc211880019]4.2.1	Key issue details
DO-A capable AIOT devices can inform the network of their presence and send data to the AIOTF autonomously. The TR 23.700-30 [4] studies the architecture framework and procedure for DO-A capable AIoT devices, including the device initiated registration-like procedure and data transfer procedure. 
With the capability of providing information autonomously, the existing security mechanisms (e.g. authentication procedure) specified for DT capable AIoT devices need be enhanced to accommodate DO-A use cases. The authentication between the DO-A capable AIoT device and the network is required upon device-initiated communication to validate each other’s identities. Otherwise, the attacker may impersonate the victim device and send fake identification to the network side. 
In addition, the security aspects of AIoT Device 1 for public networks, e.g., authentication, should be studied to ensure the security of AIoT systems. 
Therefore, it is necessary to study how to perform authentication between the AIoT device and network, addressing risks such as impersonation.
NOTE 1:	For AIoT device credentials storage and processing in public networks, the AIoT device credentials storage will use UICC. The exact form factor of UICC, i.e. whether it is removable, non-removable or integrated is out of scope of 3GPP. 
[bookmark: _Toc211880020]4.2.2	Security threats
Editor’s Note: Security threats are FFS. 
[bookmark: _Toc211880021]4.2.3	Potential security requirements
Editor’s Note: Security requirements are FFS. 
[bookmark: _Toc101349996][bookmark: _Toc167405391][bookmark: _Toc180278711][bookmark: _Toc180278887][bookmark: _Toc180279151][bookmark: _Toc180279625][bookmark: _Toc182841062][bookmark: _Toc182899142][bookmark: _Toc199248705][bookmark: _Toc211880022]4.3	Key Issue #3: Protection of information to support DO-A Capable AIoT Devices during AIoT service communication
[bookmark: _Toc101349997][bookmark: _Toc167405392][bookmark: _Toc180278712][bookmark: _Toc180278888][bookmark: _Toc180279152][bookmark: _Toc180279626][bookmark: _Toc182841063][bookmark: _Toc182899143][bookmark: _Toc199248706][bookmark: _Toc211880023]4.3.1	Key issue details
[bookmark: _Toc101349998]As per TS 22.369 [6], Ambient power-enabled IoT (AIoT) services aim to support various use cases, including inventory taking, sensor data collection, asset tracking, and actuator control. These services intended to operate with lower power consumption and complexity than the existing IoT technologies such as eMTC, NB-IoT, and RedCap. To fulfil these requirements, AIoT devices require a communication capability.
From a security perspective, security mechanisms to protect the information transmitted during AIoT service communication need to be supported. Failure to provide such security mechanisms will lead to various attacks such as eavesdropping, manipulation and/or unauthorized transmission of the information during AIoT service communication.    
[bookmark: _Toc167405393][bookmark: _Toc180278713][bookmark: _Toc180278889][bookmark: _Toc180279153][bookmark: _Toc180279627][bookmark: _Toc182841064][bookmark: _Toc182899144][bookmark: _Toc199248707][bookmark: _Toc211880024]4.3.2	Security threats
[bookmark: _Toc167405394][bookmark: _Toc180278714][bookmark: _Toc180278890][bookmark: _Toc180279154][bookmark: _Toc180279628][bookmark: _Toc182841065][bookmark: _Toc182899145][bookmark: _Toc199248708]In addition to the command operation (e.g., write, read) as specified in TS 23.369 [7], DO-A Capable AIoT Device can send data to the AIOTF autonomously. The following threats are still applicable:
An attacker may acquire data transmitted to/from AIoT devices by eavesdropping messages if the communication of AIoT service is not confidentiality protected.
An attacker may manipulate information during communication of AIoT service if the communication of AIoT service is not integrity protected.
An attacker may replay a message if replay protection is not activated.
[bookmark: _Toc211880025]4.3.3	Potential security requirements
The 5G system shall support a means to ensure confidentiality, integrity and/or replay protection of information transmitted between DO-A Capable AIoT Device and the network.
[bookmark: _Toc104221074][bookmark: _Toc167405387][bookmark: _Toc180278707][bookmark: _Toc180278883][bookmark: _Toc180279147][bookmark: _Toc180279621][bookmark: _Toc182841058][bookmark: _Toc182899138][bookmark: _Toc199248701][bookmark: _Toc211880026]4.4	Key Issue #4: AIOT device ID protection in DO-A procedure
[bookmark: _Toc104221075][bookmark: _Toc167405388][bookmark: _Toc180278708][bookmark: _Toc180278884][bookmark: _Toc180279148][bookmark: _Toc180279622][bookmark: _Toc182841059][bookmark: _Toc182899139][bookmark: _Toc199248702][bookmark: _Toc211880027]4.4.1	Key issue details
For AIoT device type 1, all communications between the network and the AIOT device are initiated by the network. Unlike AIOT device type 1, the DO-A AIOT device autonomously initiates communication by sending a message to the network. Due to this change, privacy mechanisms specified in TS 33.369[8] for AIOT device type 1 may not be feasible for DO-A AIOT devices. Therefore, mechanisms for privacy of device ID of DO-A AIOT device contained in the message(s) exchanged between the device and the network should be studied. 
[bookmark: _Toc104221076][bookmark: _Toc167405389][bookmark: _Toc180278709][bookmark: _Toc180278885][bookmark: _Toc180279149][bookmark: _Toc180279623][bookmark: _Toc182841060][bookmark: _Toc182899140][bookmark: _Toc199248703][bookmark: _Toc211880028]4.4.2	Threats
An attacker can identify, monitor and track a DO-A AIoT devices based on the identifiers associated with the AIoT device if the identifiers are not privacy protected.
[bookmark: _Toc104221077][bookmark: _Toc167405390][bookmark: _Toc180278710][bookmark: _Toc180278886][bookmark: _Toc180279150][bookmark: _Toc180279624][bookmark: _Toc182841061][bookmark: _Toc182899141][bookmark: _Toc199248704][bookmark: _Toc211880029]4.4.3	Potential security requirements
The 5G system shall support mechanisms to prevent privacy threats (e.g., identifying, linking, and tracking) against the identifier of the DO-A capable AIOT device(s).
[bookmark: _Toc211880030]4.5	Key Issue #5: Amplification of resource exhaustion by exploiting AIoT paging messages
[bookmark: _Toc211880031]4.5.1	Key issue details
Paging of AIoT devices is different than "regular" paging of regular UEs. In AIOT, one single paging message coming from the reader/network can be used to trigger multiple devices to respond by using, for example, a mask/filter based on target device identification, or by a group ID of the target devices. Once the target devices are triggered, the reader, core network of the PLMN, and the associated AF participate in various steps to accomplish the intended tasks, e.g., inventory reporting and command executing. Unlike regular paging, AIOT paging can happen for devices that are not necessarily already registered in the core network and hence cannot share a session security context with the network.
The paging message can include information that the devices and core network of the PLMN can use in successful accomplishment of these tasks in those steps. Therefore, if parts of or the whole paging message is corrupted, the core network of the PLMN and the AF can end up wasting computational resources that leads to no successful accomplishment of the intended tasks. Moreover, the corrupted paging message results in waste of radio resources being used by AIOT over the air interface as well. 
The above can be used by an adversary that intentionally corrupt the paging message in a way so that many legitimate AIOT devices are triggered by the corrupted paging message, but later, in the core network of the PLMN or in the AF, the responses from the AIOT devices are found invalid. This happens not because the devices computed wrong responses, but because the devices used corrupted paging message in computing their responses. Such an attack can cause the PLMN and the AF wasting computational resources. It also causes the AIOT reader wasting radio resources that can adversely impact the regular UEs in the same network.
If devices respond to a corrupted paging message, that should be identified as early as possible, and the responses should not be forwarded any further to the core network or to the AF.
[bookmark: _Toc211880032]4.5.2	Security threats
An adversary can cause the core network of a PLMN or the AF wasting computational resources by corrupting or spoofing one single paging message, which is surprisingly little work on the adversary’s behalf, that triggers a lot of devices to send a paging response to the legitimate reader.
The above attack can also cause the AIOT reader and serving NG-RAN node wasting radio resources that can adversely impact the regular UEs in the same network.
[bookmark: _Toc211880033]4.5.3	Potential security requirements
Editor’s Note: Potential security requirements are FFS

[bookmark: _Toc205543647]5.X	Key Issue #X: <Key Issue Name>
[bookmark: _Toc205543648]5.X.1	Key issue details
[bookmark: _Toc205543649]5.X.2	Security threats
[bookmark: _Toc205543650]5.X.1	Potential security requirements
[bookmark: _Toc211880034]56	Solutions
Editor’s Note: This clause contains the proposed solutions addressing the identified key issues.
[bookmark: _Toc205543652][bookmark: _Toc211880035]56.1	Mapping of solutions to key issues
Editor’s Note: This clause captures mapping between key issues and solutions.
Table 56.1-1: Mapping of solutions to key issues
	
	Key Issues

	Solutions
	
	

	
	
	

	
	
	

	
	
	


[bookmark: _Toc205543653][bookmark: _Toc211880036]56.Y	Solution #Y: <Solution Name>
[bookmark: _Toc205543654][bookmark: _Toc211880037]56.Y.1	Introduction
Editor’s Note: Each solution should list the key issues being addressed.
[bookmark: _Toc205543655][bookmark: _Toc211880038]56.Y.2	Solution details
[bookmark: _Toc205543656][bookmark: _Toc211880039]56.Y.3	Evaluation
Editor’s Note: Each solution should motivate how the potential security requirements of the key issues being addressed are fulfilled.
[bookmark: _Toc205543657][bookmark: _Toc211880040]67	Conclusions
Editor’s Note: This clause captures the conclusions of this study.
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