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[bookmark: foreword][bookmark: _Toc211864715]Foreword
[bookmark: spectype3]This Technical Report has been produced by the 3rd Generation Partnership Project (3GPP).
The contents of the present document are subject to continuing work within the TSG and may change following formal TSG approval. Should the TSG modify the contents of the present document, it will be re-released by the TSG with an identifying change of release date and an increase in version number as follows:
Version x.y.z
where:
x	the first digit:
1	presented to TSG for information;
2	presented to TSG for approval;
3	or greater indicates TSG approved document under change control.
y	the second digit is incremented for all changes of substance, i.e. technical enhancements, corrections, updates, etc.
z	the third digit is incremented when editorial only changes have been incorporated in the document.
In the present document, modal verbs have the following meanings:
shall		indicates a mandatory requirement to do something
shall not	indicates an interdiction (prohibition) to do something
The constructions "shall" and "shall not" are confined to the context of normative provisions, and do not appear in Technical Reports.
The constructions "must" and "must not" are not used as substitutes for "shall" and "shall not". Their use is avoided insofar as possible, and they are not used in a normative context except in a direct citation from an external, referenced, non-3GPP document, or so as to maintain continuity of style when extending or modifying the provisions of such a referenced document.
should		indicates a recommendation to do something
should not	indicates a recommendation not to do something
may		indicates permission to do something
need not	indicates permission not to do something
The construction "may not" is ambiguous and is not used in normative elements. The unambiguous constructions "might not" or "shall not" are used instead, depending upon the meaning intended.
can		indicates that something is possible
cannot		indicates that something is impossible
The constructions "can" and "cannot" are not substitutes for "may" and "need not".
will		indicates that something is certain or expected to happen as a result of action taken by an agency the behaviour of which is outside the scope of the present document
will not		indicates that something is certain or expected not to happen as a result of action taken by an agency the behaviour of which is outside the scope of the present document
might	indicates a likelihood that something will happen as a result of action taken by some agency the behaviour of which is outside the scope of the present document
might not	indicates a likelihood that something will not happen as a result of action taken by some agency the behaviour of which is outside the scope of the present document
In addition:
is	(or any other verb in the indicative mood) indicates a statement of fact
is not	(or any other negative verb in the indicative mood) indicates a statement of fact
The constructions "is" and "is not" do not indicate requirements.
[bookmark: introduction][bookmark: scope][bookmark: _Toc211864716]
1	Scope
[bookmark: references]The present document investigates the following security enhancement for CAPIF:	Comment by Author: S3-253756
-	New possible security requirements for new functionalities in CAPIF introduced in TR 23.700-43[4];
-	Whether and how to address open security issue specified in TS 23.222[2] during Rel-19 and not yet analysed in TS 33.122[3]. Specifically, it covers the following:
-	Group ID Authorization limited to a UE-deployed API invoker accessing other UEs’ resources of a group;
-	Open Discover Service APIs procedure.…
[bookmark: _Toc211864717]2	References
The following documents contain provisions which, through reference in this text, constitute provisions of the present document.
-	References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.
-	For a specific reference, subsequent revisions do not apply.
-	For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.
[1]	3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[2]	3GPP TS 23.222: "Functional architecture and information flows to support Common API Framework for 3GPP Northbound APIs; Stage 2".
[3]	3GPP TS 33.122: “Security aspects of Common API Framework (CAPIF) for 3GPP northbound APIs”.
[4]	3GPP TR 23.700-43: “Study on CAPIF Phase 4”	Comment by Author: S3-253756

…
[x]	<doctype> <#>[ ([up to and including]{yyyy[-mm]|V<a[.b[.c]]>}[onwards])]: "<Title>".
[bookmark: definitions][bookmark: _Toc211864718]3	Definitions of terms, symbols and abbreviations
[bookmark: _Toc211864719]3.1	Terms
For the purposes of the present document, the terms given in 3GPP TR 21.905 [1] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in 3GPP TR 21.905 [1].
example: text used to clarify abstract rules by applying them literally.
[bookmark: _Toc211864720]3.2	Symbols
For the purposes of the present document, the following symbols apply:
<symbol>	<Explanation>

[bookmark: _Toc211864721]3.3	Abbreviations
For the purposes of the present document, the abbreviations given in 3GPP TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in 3GPP TR 21.905 [1].
<ABBREVIATION>	<Expansion>

[bookmark: clause4][bookmark: _Toc211864722]4	High-level architectures
TS 33.122[3] provides security architecture for CAPIF based on the architecture specified in TS 23.222[2]. The security architecture in TS 33.122 [3] is the baseline of the present document. The procedures of section 8.34 and 8.38 of TS 23.222[2] are the basis for the solutions of this document.	Comment by Author: S3-253757
Editor’s note: New possible security aspects introduced by the new functionalities studied in 23.700-43[4] will be considered in this document.Editor's note: This clause will capture the high-level architectures for this work

[bookmark: _Toc106092166][bookmark: _Toc211864723]5	Key issues
[bookmark: _Toc211864724][bookmark: _Toc106092167]5.X1	Key issue #X1: Group Authorization for UE-deployed API invoker accessing other UEs' resources of a group<Title>	Comment by Author: S3‑253758
[bookmark: _Toc106092168][bookmark: _Toc211864725]5.1X.1	Key issue details 
The procedure specified in clause 8.34 of TS 23.222 [2] enable a UE-hosted API invoker accessing network-hosted resources owned by other UEs that belong to the same group. According to clause 8.34.2 of TS 23.222 [2], the security aspect of that procedure is left with the following note:
“NOTE:	The security aspects of this procedure are specified in 3GPP TS 33.122 [y].”
To provide security protection for the procedure of UE-deployed API invoker accessing other UEs’ resources of a group, the key issue studies the potential solutions to mitigate potential security threats.
[bookmark: _Toc106092169][bookmark: _Toc211864726]5.1X.2	Threats
Without proper authorization mechanism, an unauthorized API invoker can claim membership in a privileged group to access resources of UEs within that group, resulting in information leakage and unauthorized modification to the resources of the resource owner.
[bookmark: _Toc106092170][bookmark: _Toc211864727]5.1X.3	Potential security requirements 
The CCF should support authorization of a UE-hosted API invoker accessing resources owned by other UEs that belong to the same group.
[bookmark: _Toc211864728]5.2	Key issue #2: Security for open discover service API	Comment by Author: S3‑253759
[bookmark: _Toc211864729]5.2.1	Key issue details 
As specified in TS 23.222[2], the requestor which doesn’t register to the CAPIF can discover service API from CCF. There is a NOTE:
NOTE:	The security aspects of this procedure are unspecified in this release of the specification.
The existing security mechanism specified in TS 33.122[3] does not discuss the security aspects of the new feature of open discover service API, which may cause information leakage. This key issue aims to address the security aspects of open discover service API.
[bookmark: _Toc211864730]5.2.2	Threats
Without proper protection mechanism, the API invoker may obtain sensitive service API information beyond its permission.
An attacker impersonating the CCF can send wrong information to the Requestor about the service APIs. 
An attacker between the CCF and the Requestor can access to the information about the service APIs. 
An attacker between the CCF and the Requestor can modify the information about the service APIs. 
An attacker between the CCF and the Requestor can replay the outdated information about the service APIs. 
[bookmark: _Toc211864731]5.2.3	Potential security requirements 
CAPIF should support authentication of CCF by the requestor.
CAPIF should support authorization for the requestor not recognized by CAPIF to discover sensitive API information through service API from CCF.
CAPIF should support confidentiality, integrity protection, and replay protection for the secure communication between the CCF and the Requestor. 
Editor’s note: The interface between Requestor and CCF is to be clarified and the potential security impacts are FFS.
[bookmark: _Toc211864732]5.3	Key issue #3: More granular authorization based on purpose information	Comment by Author: S3‑253761
[bookmark: _Toc211864733]5.3.1	Key issue details 
The purpose for data processing has been captured in TS 23.222 [2] in authorization, but it has not been addressed in TS 33.122 [3]. With the lack of more granular authorization based on purpose information, it will not be possible for the resource owner to give permission for data sharing only for some specific purposes. This key issue is not aiming to specify different purpose values, but to specify the usage of purpose information in authorization.
[bookmark: _Toc211864734]5.3.2	Threats
The API Invoker can access to the resources of the resource owner for any purposes. This can lead to a threat of unauthorized access. 
[bookmark: _Toc211864735]5.3.3	Potential security requirements 
CAPIF RNAA should support the usage of purpose information in authorization and authorization revocation of the API Invoker to access the resources of the resource owner.
5.4	Key Issue #X: Study on security aspects of Credentials unavailability	Comment by Nokia-r2: S3-253760
5.4.1	Key issue details
KI#3 in TR 23.700-43 [4] aims to study how to manage entities which do not have access to their CCF provided certificate. 
Due to the nature of the study around security credentials and their management, it is proposed to study such aspect in SA3. In particular, this key issue focuses on the unavailability of the API Invoker to use the certificate due to either the loss or corruption of the certificate itself or due to the loss of the corresponding private key. 
Additionally, use cases such as certificate expiration management, or the management of API provider certificates are not in scope of 3GPP.
5.4.2	Threats
Editor’s Note: Security threats are FFS.
5.4.3	Potential security requirements
Editor’s Note: Potential security requirements are FFS.

[bookmark: _Toc211864736]5.X	Key issue #X: <Title>
[bookmark: _Toc211864737]5.X.1	Key issue details 

[bookmark: _Toc211864738]5.X.2	Threats

[bookmark: _Toc211864739]5.X.3	Potential security requirements 

[bookmark: _Toc80633893][bookmark: _Toc106092171][bookmark: _Toc211864740]6	Proposed solutions
[bookmark: _Toc80633894][bookmark: _Toc106092172][bookmark: _Toc211864741]6.0	Mapping of solutions to key issues
Table 6.0-1: Mapping of solutions to key issues
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	KI#1
	KI#2
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[bookmark: _Toc106092173][bookmark: _Toc211864742]6.Y	Solution #Y: <Title>
[bookmark: _Toc106092174][bookmark: _Toc211864743]6.Y.1	Introduction 

[bookmark: _Toc106092175][bookmark: _Toc211864744]6.Y.2	Solution details

[bookmark: _Toc106092176][bookmark: _Toc211864745]6.Y.3	Evaluation

[bookmark: _Toc211864746][bookmark: _Toc138840385]7	Conclusions 
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