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[bookmark: foreword][bookmark: _Toc22848][bookmark: _Toc17040]Foreword
[bookmark: spectype3]This Technical Report has been produced by the 3rd Generation Partnership Project (3GPP).
The contents of the present document are subject to continuing work within the TSG and may change following formal TSG approval. Should the TSG modify the contents of the present document, it will be re-released by the TSG with an identifying change of release date and an increase in version number as follows:
Version x.y.z
where:
x	the first digit:
1	presented to TSG for information;
2	presented to TSG for approval;
3	or greater indicates TSG approved document under change control.
y	the second digit is incremented for all changes of substance, i.e. technical enhancements, corrections, updates, etc.
z	the third digit is incremented when editorial only changes have been incorporated in the document.
In the present document, modal verbs have the following meanings:
shall	indicates a mandatory requirement to do something
shall not	indicates an interdiction (prohibition) to do something
The constructions "shall" and "shall not" are confined to the context of normative provisions, and do not appear in Technical Reports.
The constructions "must" and "must not" are not used as substitutes for "shall" and "shall not". Their use is avoided insofar as possible, and they are not used in a normative context except in a direct citation from an external, referenced, non-3GPP document, or so as to maintain continuity of style when extending or modifying the provisions of such a referenced document.
should	indicates a recommendation to do something
should not	indicates a recommendation not to do something
may	indicates permission to do something
need not	indicates permission not to do something
The construction "may not" is ambiguous and is not used in normative elements. The unambiguous constructions "might not" or "shall not" are used instead, depending upon the meaning intended.
can	indicates that something is possible
cannot	indicates that something is impossible
The constructions "can" and "cannot" are not substitutes for "may" and "need not".
will	indicates that something is certain or expected to happen as a result of action taken by an agency the behaviour of which is outside the scope of the present document
will not	indicates that something is certain or expected not to happen as a result of action taken by an agency the behaviour of which is outside the scope of the present document
might	indicates a likelihood that something will happen as a result of action taken by some agency the behaviour of which is outside the scope of the present document
might not	indicates a likelihood that something will not happen as a result of action taken by some agency the behaviour of which is outside the scope of the present document
In addition:
is	(or any other verb in the indicative mood) indicates a statement of fact
is not	(or any other negative verb in the indicative mood) indicates a statement of fact
The constructions "is" and "is not" do not indicate requirements.
[bookmark: introduction][bookmark: scope][bookmark: _Toc5761][bookmark: _Toc8168]
1	Scope
Editor’s Note: This clause contains scope for the study. 
The present document studies the security when a PLMN hosts an NPN with dedicated NFs deployed in the PNI-NPN operational domain, including: 
1.Key issues and potential security requirements for the scenario of PLMN hosting a NPN where the interfaces between PLMN operational domain and PNI-NPN domain include N9. And solutions to address the identified security requirements.  
2.Evaluation of the security recommendations given in TS 33.501[2] annex AB apply to the scenario of PLMN hosting a NPN where more CP functions (except AMF, SMF, UDM) are deployed in PNI-NPN domain.The present document …
[bookmark: references][bookmark: _Toc5745][bookmark: _Toc10629]2	References
The following documents contain provisions which, through reference in this text, constitute provisions of the present document.
-	References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.
-	For a specific reference, subsequent revisions do not apply.
-	For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.
[1]	3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[2]	3GPP TS 33.501: "Security architecture and procedures for 5G system"
[3]	3GPP TR 33.757: "Study on security for a PLMN hosting a Non-Public Network (NPN)"
[4]	3GPP TS 23.501: " System architecture for the 5G System (5GS); Stage 2"
[5]		         3GPP TS 29.281: "General Packet Radio System (GPRS) Tunnelling Protocol User Plane (GTPv1-U)".
[6]	Yiming Zhang, et al. “Invade the Walled Garden: Evaluating GTP Security in Cellular Networks”, IEEE Symposium on Security and Privacy (SP), May 2025.
…
[x]	<doctype> <#>[ ([up to and including]{yyyy[-mm]|V<a[.b[.c]]>}[onwards])]: "<Title>".
[bookmark: definitions][bookmark: _Toc4858][bookmark: _Toc3571]3	Definitions of terms, symbols and abbreviations
[bookmark: _Toc32257][bookmark: _Toc27211]3.1	Terms
For the purposes of the present document, the terms given in TR 21.905 [1] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in TR 21.905 [1].
example: text used to clarify abstract rules by applying them literally.
[bookmark: _Toc23028][bookmark: _Toc20491]3.2	Symbols
For the purposes of the present document, the following symbols apply:
<symbol>	<Explanation>

[bookmark: _Toc10081][bookmark: _Toc29237]3.3	Abbreviations
For the purposes of the present document, the abbreviations given in TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in TR 21.905 [1].
<ABBREVIATION>	<Expansion>

[bookmark: clause4][bookmark: _Toc23441][bookmark: _Toc23763]4	ArchitectureOverview
Editor’s Note: This clause includes the overview applicable for the study. TR 33.757[3] has studied two scenarios of PLMN hosting a NPN, where the interface between PLMN operational domain and PNI-NPN domain is N4 or SBA interface. 
[image: ]
Figure 4-1 N9 interface across PLMN operational domain and PNI-NPN operational domain
In addition to the scenarios in TR 33.757[3], the interfaces between PLMN operational domain and PNI-NPN domain can include N9. Considering the scenario depicted in Figure 4-1, the dedicated UPF in PNI-NPN operational domain2 is controlled by SMF in service area B, and customers can access the DN through the UPF in service area A or the UPF in service area B depending on customers’ location. The situation is similar for the dedicated UPF in PNI-NPN operational domain1. 
Editor’s Note: More clarification on the architecture is FFS. 
In TR 33.757[3], the CP functions deployed in the PNI-NPN operational domain only consider AMF and SMF. However, more CP functions (except AMF, SMF, UDM) defined in TS 23.501 [4] are likely to be deployed in the PNI-NPN operational domain. 


[bookmark: _Toc9680][bookmark: _Toc159226032][bookmark: _Toc19084][bookmark: _Toc106618430]5	Security assumptions
Editor’s Note: This clause includes the security assumptions for the study. 
The security assumption in TR 33.757[3] clause 5 apply.
Editor’s Note: Further security assumption is FFS.

[bookmark: _Toc7694][bookmark: _Toc21987]6	Evaluation for SBA interface protection
Editor’s Note: This clause evaluate if security recommendations given in TS 33.501[2] annex AB apply to the scenario of PLMN hosting a NPN where more CP functions (except AMF, SMF, UDM) are deployed in PNI-NPN domain. 
The 5G System architecture consists of the network functions is list in TS 23.501[4] clause 4.2.2, while the service-based interface is list in TS 23.501[4] clause 4.2.6. 
The following NFs specified in TS 23.501[4] clause 4.2.2 with service-based interface specified in TS 23.501[4] clause 4.2.6 may be considered not to be deployed in the PNI-NPN operator domain:
-	Authentication Server Function (AUSF).
-	Unified Data Management (UDM).
-	Unified Data Repository (UDR).
-	Unstructured Data Storage Function (UDSF).
-	5G-Equipment Identity Register (5G-EIR).
-	CHarging Function (CHF).
Except the NFs list above, the NFs specified in TS 23.501[4] clause 4.2.2 with service-based interface specified in TS 23.501[4] clause 4.2.6 may be considered to be deployed in the PNI-NPN operator domain.
The security recommendations given in TS 33.501[2] annex AB apply to the NF which is considered to be deployed in the PNI-NPN operator domain.

[bookmark: _Toc12948][bookmark: _Toc31308][bookmark: _Toc159226033]7	Key issues
Editor’s Note: This clause contains all the key issues identified during the study.
7.1	Key Issue #1: TEID issue in N9 interface
7.1.1	Key issue details
A UPF can be deployed in the PNI-NPN operational domain and connects to a UPF deployed in the PLMN operational domain via N9 interface. Attackers in PNI-NPN operational domain (e.g., a misbehaving employee in PNI-NPN or an external attacker gaining unauthorized access to the PNI-NPN networks) can obtain the TEID from the UPF deployed in PNI-NPN operational domain. 
For example, TS 29.281[5] clause 5.1 states:
Tunnel Endpoint Identifier (TEID): This field unambiguously identifies a tunnel endpoint in the receiving GTP‑U protocol entity. The receiving end side of a GTP tunnel locally assigns the TEID value the transmitting side has to use. The TEID value shall be assigned in a non-predictable manner...... 
UPFs can select the first TEID in a non-predictable manner (e.g., randomly) but allocate subsequent TEID numbers sequentially.
Furthermore, TS 29.281[5] clause 7.3.1 states:
When a GTP-U node receives a G-PDU for which no EPS Bearer context, PDP context, PDU Session, MBMS Bearer context, or RAB exists, the GTP-U node shall discard the G-PDU. If the TEID of the incoming G-PDU is different from the value 'all zeros' the GTP-U node shall also return a GTP error indication to the originating node.
As a TEID without an established context will trigger error codes in the response while a correct TEID will not, allowing an attacker to guess whether a TEID is used effectively. 
[image: ]
Figure 7.1-1 Scenario involving N9 interface and having TEID issue
After an attacker in PNI-NPN operational domain1 obtain the TEID assigned by the PLMN UPF to UPF in PNI-NPN operational domain1, the attack can use this information to infer the TEIDs assigned by the PLMN UPF to UPF in PNI-NPN operational domain2, PLMN gNBs, SMF(through N4-u). The attack can further use the TEIDs to hijack subscriber traffic in other GTP tunnels, as described in the research paper "Invade the Walled Garden: Evaluating GTP Security in Cellular Networks"[6]. More specifically, as illustrated in Figure 7.1-1, the attacker in PNI-NPN operational domain1 can perform the following attacks:
-	Attack to other PNI-NPN: The attacker sends a GTP-U PDU message to UPF3 that contain TEID2 (corresponding to the legitimate UPF2→UPF3 GTP-U tunnel)—with the inner packet whose destination IP address is that of a UE which is allowed to access PNI-NPN operational domain2 from PLMN. Since the message matches the PDR corresponding to the legitimate UPF2→UPF3 GTP-U tunnel, UPF3 will forward the messages to the UE according to the related FAR. Similarly, the attacker can send a GTP-U PDU message to UPF3 that contain TEID3 with the inner packet whose source IP address is that of a UE which is allowed to access PNI-NPN operational domain2 from PLMN. UPF3 will forward the messages to UPF2 according to the related FAR. In this way, an attacker in PNI-NPN operational domain1 can send malicious messages to attack UEs which are allowed to access PNI-NPN operational domain2 from PLMN, and also target UPF2 and DN2.
-	IP address fraud: The attacker sends a GTP-U PDU message to UPF3 that contain TEID4(corresponding to the legitimate SMF→UPF3 N4-U tunnel)—with the inner packet carrying spoofed IPv6 RA. UPF3 will forward the messages to the UE according to the related FAR. This can cause the UE to adopt the spoofed IPv6 address prefix, ultimately disrupting its connection with the 5GC.
-	Bill inflation: The attacker sends a GTP-U PDU message to UPF3 that contain TEID2(corresponding to the legitimate UPF2→UPF3 GTP-U tunnel)—with the inner packet whose source IP address is that of a UE. In this way, the attacker can inflate the victim’s bill by (silently) sending large amounts of traffic.
The KI aims to evaluate whether the requirement on TEID unpredictability in TS 29.281[5] is enough for the case of N9 interface, and whether improved/refined requirements are needed for N9 interface. The KI does not aim to define the format of TEID.
7.2.2	Security threats
Attackers in one PNI-NPN operational domain can forge TEID and infer the TEIDs assigned to PLMN operational domains and other PNI-NPN operational domains and launch further attacks.
7.3.3	Potential security requirements
TBD.
7.2	Key Issue #2: Inter domain security on N9 interface
7.2.1	Key issue details
[image: ]
Figure 7.2-1 Scenario involving N9 interface
Considering the scenario depicted in Figure 7.2-1, attackers in PNI-NPN or PLMN operational domain (e.g., a misbehaving employee in PNI-NPN, PLMN or an external attacker gaining unauthorized access to the PNI-NPN or PLMN networks) can attack the opposing domain through the N9 interface.
TR 33.757[3] studied the intersection between the SMF and UPF and potential solution which could be used to improve resilience at the intersection. This KI proposes to improve the resilience of the N9 interface end points, when used to communicate over the intersection, without injecting new functions in the intersection nor change GTP protocol. As the N9 interface is key, in the home routed roaming architecture, improvements have already been standardized for the inter-PLNM which do not apply of the case of PLMN and NPN interconnection.
The KI aims to evaluate whether existing security improvements for home routed roaming can be reused for the case of PLNM interacting with an NPN and vice versa.
7.2.2	Security threats
When there is no security enabled on the N9 interface between PLMN operation domain and PNI-NPN operation domain, attackers in the PNI-NPN or PLMN operational domain can launch attacks to PLMN or NPN over the intersection.
7.2.3	Potential security requirements
The 5G system shall support a mechanism to protect the endpoints of the N9 interface between PLMN operation domain and PNI-NPN operation domain.
[bookmark: _Toc4750]7.X	Key Issue #X: <Key Issue Name>
[bookmark: _Toc159226035][bookmark: _Toc513475448][bookmark: _Toc48930864][bookmark: _Toc95076613][bookmark: _Toc49376113][bookmark: _Toc106618432][bookmark: _Toc56501566][bookmark: _Toc9880][bookmark: _Toc30965]7.X.1	Key issue details

[bookmark: _Toc49376114][bookmark: _Toc19269][bookmark: _Toc106618433][bookmark: _Toc48930865][bookmark: _Toc513475449][bookmark: _Toc159226036][bookmark: _Toc95076614][bookmark: _Toc56501567][bookmark: _Toc18887]7.X.2	Security threats

[bookmark: _Toc106618434][bookmark: _Toc95076615][bookmark: _Toc56501568][bookmark: _Toc159226037][bookmark: _Toc513475450][bookmark: _Toc14902][bookmark: _Toc48930866][bookmark: _Toc49376115][bookmark: _Toc1862]7.X.3	Potential security requirements

[bookmark: _Toc106618435][bookmark: _Toc159226038][bookmark: _Toc19159][bookmark: _Toc26675][bookmark: _Toc95076616]8	Solutions
Editor’s Note: This clause contains the proposed solutions addressing the identified key issues.
[bookmark: _Toc10368][bookmark: _Toc205731406][bookmark: _Toc107843135][bookmark: _Toc30819][bookmark: _Toc56501632][bookmark: _Toc48930869][bookmark: _Toc49376118][bookmark: _Toc106618436][bookmark: _Toc513475452][bookmark: _Toc159226039][bookmark: _Toc95076617]8.1	Mapping of solutions to key issues
Editor's Note: This clause contains a table mapping between key issues and solutions. 
Table 7.1-1: Mapping of solutions to key issues
	Solutions
	KI#X
	KI#Y
	KI#Z

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	


[bookmark: _Toc6336][bookmark: _Toc437]8.Y	Solution #Y: <Solution Name>
[bookmark: _Toc106618437][bookmark: _Toc49376119][bookmark: _Toc159226040][bookmark: _Toc513475453][bookmark: _Toc95076618][bookmark: _Toc56501633][bookmark: _Toc48930870][bookmark: _Toc17596][bookmark: _Toc32725]8.Y.1	Introduction
Editor’s Note: Each solution should list the key issues being addressed.
[bookmark: _Toc48930871][bookmark: _Toc49376120][bookmark: _Toc56501634][bookmark: _Toc1890][bookmark: _Toc23041][bookmark: _Toc513475454][bookmark: _Toc106618438][bookmark: _Toc95076619][bookmark: _Toc159226041]8.Y.2	Solution details

[bookmark: _Toc56501636][bookmark: _Toc513475455][bookmark: _Toc95076620][bookmark: _Toc159226042][bookmark: _Toc14947][bookmark: _Toc48930873][bookmark: _Toc106618439][bookmark: _Toc24631][bookmark: _Toc49376122]8.Y.3	Evaluation
Editor’s Note: Each solution should motivate how the potential security requirements of the key issues being addressed are fulfilled.
[bookmark: _Toc5653][bookmark: _Toc39138089][bookmark: _Toc101360626][bookmark: _Toc1652][bookmark: _Toc159226043][bookmark: _Toc56501637][bookmark: _Toc106618440][bookmark: _Toc48930874][bookmark: _Toc49376123][bookmark: _Toc95076621][bookmark: _Toc513475456]9	Conclusions
Editor’s Note: This clause contains the agreed conclusions that will form the basis for any normative work.
[bookmark: _MON_1288076978]
[bookmark: startOfAnnexes][bookmark: _Toc2131][bookmark: _Toc28621]
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