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[bookmark: spectype3]This Technical Report has been produced by the 3rd Generation Partnership Project (3GPP).
The contents of the present document are subject to continuing work within the TSG and may change following formal TSG approval. Should the TSG modify the contents of the present document, it will be re-released by the TSG with an identifying change of release date and an increase in version number as follows:
Version x.y.z
where:
x	the first digit:
1	presented to TSG for information;
2	presented to TSG for approval;
3	or greater indicates TSG approved document under change control.
y	the second digit is incremented for all changes of substance, i.e. technical enhancements, corrections, updates, etc.
z	the third digit is incremented when editorial only changes have been incorporated in the document.
In the present document, modal verbs have the following meanings:
shall	indicates a mandatory requirement to do something
shall not	indicates an interdiction (prohibition) to do something
The constructions "shall" and "shall not" are confined to the context of normative provisions, and do not appear in Technical Reports.
The constructions "must" and "must not" are not used as substitutes for "shall" and "shall not". Their use is avoided insofar as possible, and they are not used in a normative context except in a direct citation from an external, referenced, non-3GPP document, or so as to maintain continuity of style when extending or modifying the provisions of such a referenced document.
should	indicates a recommendation to do something
should not	indicates a recommendation not to do something
may	indicates permission to do something
need not	indicates permission not to do something
The construction "may not" is ambiguous and is not used in normative elements. The unambiguous constructions "might not" or "shall not" are used instead, depending upon the meaning intended.
can	indicates that something is possible
cannot	indicates that something is impossible
The constructions "can" and "cannot" are not substitutes for "may" and "need not".
will	indicates that something is certain or expected to happen as a result of action taken by an agency the behaviour of which is outside the scope of the present document
will not	indicates that something is certain or expected not to happen as a result of action taken by an agency the behaviour of which is outside the scope of the present document
might	indicates a likelihood that something will happen as a result of action taken by some agency the behaviour of which is outside the scope of the present document
might not	indicates a likelihood that something will not happen as a result of action taken by some agency the behaviour of which is outside the scope of the present document
In addition:
is	(or any other verb in the indicative mood) indicates a statement of fact
is not	(or any other negative verb in the indicative mood) indicates a statement of fact
The constructions "is" and "is not" do not indicate requirements.
[bookmark: introduction][bookmark: scope][bookmark: _Toc211892369]
1	Scope
The present document studies the complexities involved with the introduction of standalone and/or hybrid Post Quantum Cryptography (PQC) algorithms in existing security protocols used by 5G specifications. These security protocols and their associated algorithms have been listed in TR 33.938 [2] “3GPP Cryptographic Inventory”. Specifically, 
· Studies principles and attributes of PQC relevant to use in 3GPP procedures.
-	Studies the impact of using hybrid and standalone PQC algorithms in 3GPP procedures
-	Impact to 3GPP procedures due to larger length of PQC key, signature, and message compared to the length of those in traditional cryptography. 
-	Determines security levels (I-V) required to align with existing 3GPP procedures level of assurance.
-	Studies the suitability of classes of post-quantum signature algorithms (e.g., lattice-based, hash-based) to 3GPP procedures.
· Identifies the protocols with asymmetric cryptography listed in TR 33.938 [2] that are not expected to be updated by other Standards Development Organizations (SDOs) in a near future to use PQC, e.g., MIKEY-SAKKE and SUCI calculation
· Studies security threats and alternative solutions for the 3GPP procedures if they are not updated to use PQC.
· Documents the expected timeline for when security protocols defined by other SDOs will include PQC algorithms and be available for inclusion into 3GPP procedures. The timeline includes the availability of stable protocols.
· Studies solutions to update 3GPP defined security protocols (for example SUCI calculation) to use the appropriate PQC algorithm, if those protocols are not expected to be updated by other SDOs to use PQC algorithms.
The present document is Generation agnostic. 
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[bookmark: _Toc211892372]3.1	Terms
For the purposes of the present document, the terms given in TR 21.905 [1] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in TR 21.905 [1].
example: text used to clarify abstract rules by applying them literally.
[bookmark: _Toc211892373]3.2	Symbols
For the purposes of the present document, the following symbols apply:
<symbol>	<Explanation>

[bookmark: _Toc211892374]3.3	Abbreviations
For the purposes of the present document, the abbreviations given in TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in TR 21.905 [1].
ANSSI			Agence Nationale de la Sécurité des Systèmes d'Information
BSI			Bundesamt für Sicherheit in der Informationstechnik
CA			Certification Authority 
CBOR			Concise Binary Object Representation
COSE			CBOR Object Signing and Encryption
CRL			Certificate Revocation Lists
CRQC			Cryptographically Relevant Quantum Computer
DSA			Digital Signature Algorithm
ECC			Elliptic Curve Cryptography
ECDH			Elliptic Curve Diffie–Hellman key Exchange	Comment by Virendra Kumar (Rapporteur): S3-253696. (EC) --> EC
ECIES					Elliptic Curve Integrated Encryption Scheme
FN-DSA			Fast-Fourier Transform over NTRU-Lattice-Based DSA
HBS			Hash-Based Signature
HQC			Hamming Quasi-Cyclic
HSS			Hierarchical Signature System
IKEv2			Internet Key Exchange Protocol Version 2
ISO			International Organization for Standardization
JSON			JavaScript Object Notation
JWE			JSON Web Encryption
JWS			JSON Web Signature
KEM			Key Encapsulation Mechanism
MIKEY-SAKKE			Multimedia Internet KEYing – Sakai-Kasahara Key Encryption
ML-DSA			Module-Lattice-Based DSA
ML-KEM			Module Lattice-Based Key-Encapsulation Mechanism
NCSC 			National Cyber Security Centre
NSA			National Security Agency
NSM			National Security Memorandum
NSS			National Security Systems
NTRU			Nth-degree Truncated Polynomial Ring Units
PKC			Public Key Cryptography
PKI			Public Key Infrastructure
PKIX			Public Key Infrastructure X.509
PQC					Post -Quantum Cryptography
SA			Security Association
SDO					Standards Development Organizations
SECG					Security Engineering & Consulting Group
SLH-DSA			Stateless Hash-Based DSA
SUCI					Subscription Concealed Identifier
TLS 1.2			Transport Layer Security Version 1.2
TLS 1.3			Transport Layer Security Version 1.3
XMSS			eXtended Merkle Signature Scheme
[bookmark: clause4][bookmark: startOfAnnexes][bookmark: _Toc107819038][bookmark: _Toc157853535][bookmark: _Toc211892375]4	Overview
[bookmark: _Toc157853536]
[bookmark: _Toc211892376]4.1	Background Information	
The security protocols that use symmetric and/or asymmetric cryptography in 3GPP systems are listed in TR 33.938 [2]. Particularly, 3GPP heavily depends on IETF standards for the usages of public-key cryptography. All the security protocols using traditional asymmetric cryptography are vulnerable to attacks using a Cryptographically Relevant Quantum Computer (CRQC). 	Comment by Virendra Kumar (Rapporteur): S3-253687. This became a hanging paragraph because of 4.1.1 introduced in S3-25388.
Given the wide variation in requirements, specifications, technical capabilities, and implementation maturity across protocols, this study is organized by security protocols. Each major protocol (such as COSE, IKEv2, JWE, JWS, MIKEY-SAKKE, SUCI, TLS 1.2, TLS 1.3) is covered in a separate clause.
This study does not focus on any particular generation of mobile networks and analyses various aspects that will be useful for PQC migration.
[bookmark: _Toc211892377]4.1.1	Transition Timeline
Editor’s Note: More Ttimeline information from other organizations is ffs.
Countries and agencies around the world are generally aligned on the need to migrate to Post-Quantum Cryptography (PQC). The common recommendation is to complete migration for high priority systems by around 2030 and for all systems by approximately 2035. Examples of government-issued PQC migration timelines can be found in [8, 11–19].  Whether a system is high priority or not is determined by a variety of factors such as how long the data needs to remain confidentiality protected and what level of risk is the data owner willing to bear. Some parts of telecommunications systems may be assessed by the network operator to be of high priority. 
Although the migration of signature-based authentication in protocols such as TLS and IPsec is typically not prioritized for transition until 2035, transitioning Public Key Infrastructures (PKI), which are necessary to support signature-based authentication, often takes a decade or more, making it critical to begin their transition almost immediately.
Furthermore, it is important to note that the above timelines apply to deployments. For full PQC adoption in deployed systems, it is essential that standards are updated, and stable implementations are made available well in advance of those deployment milestones. The timelines for different stakeholders in the ecosystem, such as standards development organizations (SDO), equipment vendors, and operators deploying the systems are inherently different. Standards bodies need to finalize specifications early, vendors need sufficient lead time to implement, test, and certify solutions, and only then can large-scale deployments take place. 
3GPP Rel-20 specification is expected to be frozen in the mid-2027 [20]. Rel-21 specification can be expected to be completed in the beginning of 2029 at the earliest. It should be considered that some vendors and operators require to meet the 2030 migration timeline for high priority systems.
[bookmark: _Toc211892378]4.1.2		PQ and PQT Algorithm Standards
There are three principal alternatives to traditional asymmetric cryptographic algorithms which have progressed furthest in relevant standards bodies. These are ML-KEM (FIPS 203) for key encapsulation, and ML-DSA (FIPS 204) and SLH-DSA (FIPS 205) for digital signature [21–23]. These are standards designed by cryptographers from all over the world, and they form the basis for recommendations from a number of agencies. These recommendations vary between organisations and include both standalone and hybrid transition paths. 
Most governments require use of standardized PQC algorithms, such as the already standardized ML-KEM (FIPS 203), ML-DSA (FIPS 204), and SLH-DSA (FIPS 205) [21–23]. With the publication of ML-KEM, ML-DSA, and SLH-DSA, Post-Quantum Cryptography (PQC) has quickly moved from research to implementation and deployment. Some agencies recommend standalone ML-KEM and ML-DSA [13, 27], while others recommend that lattice-based algorithms (ML-KEM and ML-DSA) be hybridized [26, 28] with, for example, elliptic curve-based algorithms (ECDHE and ECDSA). The hash-based algorithm (SLH-DSA) doesn’t need to be hybridized as hash algorithms are better understood by the cryptographic research community and have also been cryptanalyzed far longer than lattices, and governments currently do not recommend SLH-DSA to be hybridized [28, 29].
ML-KEM is an algorithm for key encapsulation. It is a replacement for ECDH(E) key exchanges (note that RSA key encipherment has largely been deprecated). Both standalone and hybrid versions have relatively mature implementations available (e.g. OpenSSL 3.5 LTS) and are progressing through other SDOs (e.g. the TLS WG in IETF), with the hybrid version receiving more attention. In TLS, X25519MLKEM has already seen massive implementation support. It has been reported [25] that over 40% of all HTTPS client requests use PQC. OpenSSL 3.5 LTS supports ML-KEM, ML-DSA, and SLH-DSA. OpenSSH is now using mlkem768x25519-sha256 as the default key exchange [24]. Many IKEv2 implementations support ML-KEM. See clause 6 for further details broken down by protocol.
ML-DSA is an algorithm for digital signature. While the IETF and real-world deployments have embraced hybrid KEMs, hybrid signatures have not seen similar adoption. SLH-DSA is a special purpose digital signature algorithm, owing to its significantly large key sizes and slow operation times — making it unsuitable for general use cases like short-lived certificates or high-throughput applications, but excellent for specific tasks such as firmware signing and code signing where long signing times and large signature sizes are not prohibitive. Implementations of standalone versions of both ML-DSA and SLH-DSA are also available (e.g. OpenSSL 3.5 LTS). There is more progress to date integrating standalone ML-DSA into protocols than either hybrid ML-DSA or standalone SLH-DSA. See clause 6 for further details broken down by protocol.
[bookmark: _Toc211892379]4.1.3	Summary of Security Agency Views
Editor’s Note: Timeline information from other organizations.
In the following views from several agencies on the use of PQC is described.
ANSSI (Agence Nationale de la Sécurité des Systèmes d'Information)
The ANSSI view on the Post-Quantum Cryptography transition provides recommendations and is documented by a follow-up paper (2023 follow up) [30]. The ANSSI still strongly emphasizes the necessity of hybridization wherever post-quantum migration is needed both in short and medium term. The ANSSI encourages to dimension the parameters of symmetric primitives as to ensure conjectured post-quantum security. In practice at least the same security level as AES-256 for block ciphers and at least the same security level as SHA2-384 for hash functions.  
ANSSI does not provide a closed list of recommended NIST algorithms.
ANSSI still strongly emphasizes the necessity of hybridization wherever post-quantum mitigation is needed both in the short and medium term.
ANSSI also encourages to dimension the parameters of symmetric primitives as to ensure a conjectured post-quantum security in practice at least the same security level as AES-256 for block ciphers and at least the same security level as SHA2-384 for hash functions.
For the ML-KEM, ANSSI recommends to use the highest NIST security level as possible, preferably level-5 NIST security Level 5 (i.e., equivalent to AES-256) or Level 3 (i.e., equivalent to AES-192) [30]. 
For the ML-DSA, ANSSI recommends to use the highest NIST security level as possible, preferably Level 5 (i.e., equivalent to AES-256) or Level 3 (i.e., equivalent to AES-192) [30]. 
For the SLH-DSA, ANSSI recommends to use NIST security Level 5 (i.e., equivalent to AES-256) or Level 3 (i.e., equivalent to AES-192) [30].

BSI (Bundesamt für Sicherheit in der Informationstechnik)
The German BSI has developed technical guidelines for different PQC issue, i.e., recommendations on key lengths (BSI TR-02102-1), use of TLS (BSI TR-02102-2), use of IKEv2 (BSI TR-02102-3), use of secure shell (BSI TR-02102-4).
To ensure the long-term security of a key agreement, this Technical Guideline therefore recommends the use of a hybrid key agreement mechanism that combines a quantum-safe and a classical mechanism. The hybrid key agreement should remain secure as long as one of the methods used is secure.
For the ML-KEM, BSI recommends to use NIST security Level 5 (i.e., ML-KEM-1024, which is equivalent to AES-256) or Level 3 (i.e., ML-KEM-768, which is equivalent to AES-192) [34]. 
For the ML-DSA, BSI recommends to use NIST security Level 5 (i.e., ML-DSA-87, which is equivalent to AES-256) or Level 3 (i.e., ML-DSA-65, which is equivalent to AES-192). The ML-DSA schemes to be used in the ‘hedged’ variant [34].
For the SLH-DSA, BSI recommends to use NIST security Level 5 (SLH-DSA-SHA2/SHAKE-256s/f, which is equivalent to AES-256) or Level 3 (SLH-DSA-SHA2/SHAKE-192s, which is equivalent to AES-192). The SLH-DSA schemes to be used in the ‘hedged’ variant. The ‘pure’ version of SLH-DSA is preferred and for special applications, the ‘pre-hash’ version of SLH-DSA can also be used in accordance with the remarks in FIPS-205 [34]. 
The FN-DSA schemes are not considered.

US NSA (US National Security Agency)
The NSM 10 states that, the United States must prioritize the timely and equitable transition of cryptographic systems to quantum-resistant cryptography, with the goal of mitigating as much of the quantum risk as is feasible by 2035."[31]. For traditional cryptographic algorithms, the document (SP 800-131A) is intended to provide more detail about the transitions associated with the use of cryptography by Federal Government agencies for the protection of sensitive, but unclassified information [32]. For the transition to PQC, the NIST IR 8547 provides timelines [33]. The transition to PQC for classified National Security Systems (NSS) is set out by US NSA in the Commercial National Security Algorithm Suite 2.0 (CNSA 2.0) [13] and is therefore not particularly well-suited for the transition to PQC for telecommunications systems.

NCSC (National Cyber Security Centre)
The NCSC guidance [12] sets out the necessary steps towards PQC migration, describes how preparatory work might vary across different sectors, and provides advice on timescales for key activities on the long journey to PQC.
The NCSC guidance on ‘Next steps in preparing for post-quantum cryptography’ helps system and risk owners in commercial enterprises, public sector organizations and critical national infrastructure to think about how to best prepare for the migration to post-quantum cryptography [35].
If a PQ/T hybrid scheme is chosen, the NCSC recommends it is used as an interim measure, and it should be used within a flexible framework that enables a straightforward migration to PQC-only in the future.
The security of symmetric cryptography is not significantly impacted by quantum computers, and existing symmetric algorithms with at least 128-bit keys (such as AES) can continue to be used. The security of hash functions such as SHA-256 is also not significantly affected, and secure hash functions can also continue to be used.
NCSC recommends ML-KEM-768 and ML-DSA-65 as providing appropriate levels of security and efficiency for most use cases
The SLH-DSA relies on different security assumptions than ML-DSA. This is not suitable for general purpose use as the signatures are large, and the algorithm is much slower than ML-DSA.
The SLH-DSA signatures are seen to be not suitable for general purpose use cases as the signatures are large and the algorithms are much slower than ML-DSA. 
The FN-DSA schemes are not considered.
[bookmark: _Toc211892380]4.2	General Assumptions
Editor's Note: This clause contains overall assumption and/or security assumptions for this study.
In the present document, PQC is referred to as cryptographic algorithms that are deemed to be secure against attacks from both classical and quantum computing. 
All traditional public key cryptographic algorithms used in 3GPP systems need to be migrated to PQC algorithms. If suitable PQC options are not available, then an alternative path needs to be provided and justified, e.g., deprecation, mitigation, and re-architecting. 
The PQC options are to be drawn from well-studied standardised primitives and protocols. 
Both hybrid and standalone KEM are in the scope of this study. Standalone and hybrid signatures are also in the scope of this study.
Editor’s Note: Further general assumptions are FFS.
[bookmark: _Toc211892381]5		Principles and attributes of PQC to use in 3GPP procedures
Editor’s Note: This clause contains impact of using hybrid and standalone PQC algorithms in 3GPP procedures, impact to 3GPP procedures due to larger length of PQC key, signature, and message compared to the length of those in traditional cryptography, security levels (I-V) required to align with existing 3GPP procedures level of assurance, suitability of classes of post-quantum signature algorithms (e.g., lattice-based, hash-based) to 3GPP procedures. 
[bookmark: _Toc211892382]5.1	PQC security level
Both IETF and The NIST use the concept of security levels/security strength categories to group algorithms, keys, and protocols related to PQC [37]. The sSecurity is defined as a function of resources comparable to or greater than those required to break AES and SHA2/SHA3 algorithms, i.e., exhaustive key recoverykey search on block cipher for AES and optimal collision search on a 256-bit hash function for SHA2/SHA3. The security strength is broadly grouped into the following 5 levels [5], [8] and to each of the PQ security levels, the corresponding traditional and post-quantum algorithm can be mapped: 
Level 1: At least as hard as breaking AES-128 (exhaustive key recoverykey search on block cipher) , PQC-Algorithm: ML-KEM-512 [21], FN-DSA-512 [36], SLH-DSA-SHA2/SHAKE-128f/s [23]
Level 2: At least as hard as breaking SHA-256/SHA3-256 (collision searchcollision search on a 256-bit hash function), PQC-Algorithm: ML-DSA-44 [22]
Level 3: At least as hard as breaking AES-192 (exhaustive key recoverykey search on block cipher), PQC-Algorithm: ML-KEM-768 [21], ML-DSA-65 [22], SLH-DSA-SHA2/SHAKE-192f/s [23]
Level 4: At least as hard as breaking SHA-384/SHA3-384 (collision searchcollision search on a 256-bit hash function), PQC-Algorithm: No algorithm tested at this level
Level 5: At least as hard as breaking AES-256 (exhaustive key recoverykey search on block cipher), PQC-Algorithm: ML-KEM-1024 [21], FN-DSA-1024 [36], ML-DSA-87 [22], SLH-DSA-SHA2/SHAKE-256f/s [23]
[bookmark: _Toc211892383]5.2	Hybrid and standalone schemes
Post-Quantum Traditional (PQT) hybrid scheme as defined in RFC 9794 [7] is a multi-algorithm scheme where at least one component algorithm is a post-quantum algorithm and at least one is a traditional algorithm. Both the PQT hybrid scheme and the standalone PQC scheme are considered in the present document.
[bookmark: _Toc211892384]5.3	PQC algorithm types and cryptographic diversity
PQC algorithms can be categorized based on different mathematical foundations. The following are a few typical types of PQC algorithms [38, 5]: Lattice-based cryptography, Hash-based cryptography, Multivariate cryptography, Code-based cryptography, and Isogeny-based cryptography. 
NOTE: The types for NIST selected algorithms are as follows: ML-KEM for key encapsulation, ML-DSA for digital signature, and FN-DSA for digital signature are all Lattice-based algorithms; SLH-DSA for digital signature is a Hash-based algorithm; and HQC is a Code-based algorithm for digital signature. 
Cryptographic diversity is the practice of having different types of PQC algorithms available. This provides resilience against future attacks in case that a weakness or vulnerability is discovered in one type of algorithm, when other types of algorithms will remain unaffected. For example, NIST has chosen SLH-DSA as a backup algorithm for ML-DSA and HQC algorithm as a backup for ML-KEM [39].  A key enabler for this is cryptographic agility so that if an algorithm is broken it can be removed and replaced with an alternative without undue disruption.
[bookmark: _Toc211892385]5.4	Cryptographic agility 
Cryptographic agility [40, 41] refers to the capabilities needed to replace and adapt cryptographic algorithms while preserving security and ongoing operations. The 3GPP systems need to consider cryptographic agility.

[bookmark: _Toc211892386]6		Protocols expected to be updated for PQC by other SDOs
Editor’s Note: This clause contains the expected timeline for when security protocols defined by other SDOs will include PQC algorithms and be available for inclusion into 3GPP procedures. The timeline includes the availability of stable protocols. 
[bookmark: _Toc211892387]6.1	General
Editor’s Note: This subclause states e.g. that protocols in TR 33.938 that are to be updated in other SDO and their profiles to be used in 3GPP are described here.
According to the inventory in TR 33.938 [2], many security protocols and algorithms used in 3GPP (e.g. (D)TLS, IKEv2, JWE, JWS, etc.) are specified in other standard organizations (e.g. IETF). They are expected to be updated using PQC in the corresponding organizations. 
In this clause, the progress of the post-quantum migration of these protocols are reported. Mature specifications developed by related SDOs will be given priority consideration.  In addition, whether the relevant solutions can be directly applied to specific 3GPP scenarios will be evaluated. 
The present document discusses several IETF documents that are at different levels of maturity in the overall IETF standardization process [42], and categorizes them as follows:
· IETF Individual Draft: A document that has been submitted to IETF and has not been adopted by one of the working groups in IETF. On the IETF Datatracker website, such documents have type “Active Internet-Draft (individual)”.
· IETF WG Draft: A document that has been reviewed and adopted by one of the working groups in IETF. On the IETF Datatracker website, such documents have type “Active Internet-Draft (xyz WG)”, where xyz is the name of the working group that adopted the document, e.g., tls.
· IETF RFC: A document that has gone through the whole IETF standardization process.
[bookmark: _Toc211892388]6.2	COSE
[bookmark: _Toc211892389]6.2.1	General
[bookmark: _Toc211892390]6.2.2	Current Work in IETF
[bookmark: _Toc211892391]6.2.2.1	IETF RFCs
No RFCs for the usage of PQC algorithms in COSE are published yet.
[bookmark: _Toc211892392]6.2.2.2	IETF Adopted Drafts
The IETF is developing support for PQC algorithms in COSE. The following drafts are relevant:
-	IETF Draft draft-ietf-jose-pqc-kem-03, "Post-Quantum Key Encapsulation Mechanisms (PQ KEMs) for JOSE and COSE" [67], describes the conventions for using Post-Quantum Key Encapsulation Mechanisms (PQ-KEMs) within JOSE and COSE.
-	IETF Draft draft-ietf-cose-dilithium-08, "ML-DSA for JOSE and COSE" [68], describes JSON Object Signing and Encryption (JOSE) and CBOR Object Signing and Encryption (COSE) serializations for Module-Lattice-Based Digital Signature Standard (ML-DSA).
-	IETF Draft draft-ietf-cose-sphincs-plus-05: "SLH-DSA for JOSE and COSE" [69], describes JOSE and COSE serializations for SLH-DSA.
-	IETF Draft draft-ietf-cose-falcon-01, "JOSE and COSE Encoding for Falcon" [70], describes JSON and CBOR serializations.
-	IETF Draft draft-ietf-cose-hpke-16, "Use of Hybrid Public-Key Encryption (HPKE) with CBOR Object Signing and Encryption (COSE)" [72] defines a Hybrid Public Key Encryption (HPKE) for use with JOSE utilizing an asymmetric Key Encapsulation Mechanism (KEM), a Key Derivation Function (KDF), and an Authenticated Encryption with Associated Data (AEAD) algorithm.
However, no IETF work on hybrid signature schemes for COSE has been adopted. 
[bookmark: _Toc211892393]6.2.3		3GPP Considerations
Editor’s Note: This clause does not include any conclusions.
[bookmark: _Toc211892394]6.3X	Protocol #XIKEv2	Comment by Virendra Kumar (Rapporteur): Deleted Protocol #X to be consistent with S3-253831. Made the same change everywhere in the document.
Editor’s Note: Protocol profile description.
[bookmark: _Toc211892395]6.3.1	General
The IETF IPSECME group has introduced multiple RFCs and Drafts to enable a smooth PQC transition for the Internet Key Exchange Protocol Version 2 (IKEv2) protocol. They cover both key exchange and authentication.
[bookmark: _Toc211892396]6.3.2	Current Work in IETF
Editor’s Note: This clause includes current status of PQC migration of protocol X in IETF — published RFCs, if any, and different drafts and their status. If Protocol X is specified by any other SDO than IETF, then the title of this clause will use the name of the appropriate SDO instead of IETF.
[bookmark: _Toc211892397]6.3.2.1	Overview

[bookmark: _Toc211892398]6.3.2.2	IETF RFCs
[bookmark: _Toc211892399]6.3.2.2.1 Key Exchange
KEM-based Key Exchange
· The IETF RFC 9242 [43] introduces a new exchange, called "Intermediate Exchange" for IKEv2 to avoid IP fragmentation of large IKE messages and enable transferring large amounts of data during Security Association (SA) establishment expected for some PQC key exchanges.
· The IETF RFC 9370 [44] describes a method to perform multiple successive key exchanges in IKEv2. It allows integration of PQC in IKEv2 and the negotiation of one or more PQC algorithms, in addition to the existing (EC)DH key exchange data that provides backward compatibility.
· RFC 7383, "Internet Key Exchange Protocol Version 2 (IKEv2) Message Fragmentation" [49] describes escribes a way to avoid IP fragmentation of large Internet Key Exchange Protocol version 2 (IKEv2) messages, which is necessary when using ML-KEM-1024, ML-DSA, or SLH-DSA. 
PSK-based Key Exchange
-	The IETF RFC 8784 [47] describes an extension of IKEv2 resistant to quantum computers using pre-shared keys.
[bookmark: _Toc211892400]6.3.2.2.2 Authentication and Signature
-	The IETF RFC 9593 [46] defines a mechanism that allows implementations of IKEv2 to indicate the list of supported authentication methods to their peers while establishing IKEv2 SAs. This mechanism improves interoperability when IKEv2 partners are configured with multiple credentials of different types (for example, ECC-based certificate and PQC-based certificate) for authenticating each other.
[bookmark: _Toc211892401]6.3.2.3	IETF WG Drafts
[bookmark: _Toc211892402]6.3.2.3.1 Key Exchange
KEM-based Key Exchange
· IETF Draft draft-ietf-ipsecme-ikev2-mlkem-03, "Post-quantum Hybrid Key Exchange with ML-KEM in the Internet Key Exchange Protocol Version 2 (IKEv2)" [45] proposes to use the ML-KEM [21] as an additional key exchange in IKEv2 along with traditional key exchanges.
· IETF Draft draft-ietf-ipsecme-ikev2-pqc-auth-04, "Signature Authentication in the Internet Key Exchange Version 2 (IKEv2) using PQC" [69], specifies a generic mechanism for integrating post-quantum cryptographic (PQC) digital signature algorithms into the IKEv2 protocol.
PSK-based Key Exchange
-	IETF Draft draft-ietf-ipsecme-ikev2-qr-alt-10, "Mixing Preshared Keys in the IKE_INTERMEDIATE and in the CREATE_CHILD_SA Exchanges of IKEv2 for Post-quantum Security" [78] defines an alternative way to provide protection against quantum computers, which is similar to the solution defined in RFC 8784 [47], but also protects the initial IKEv2 SA.
[bookmark: _Toc211892403]6.3.2.3.2 Authentication and Signatures
-	IETF Draft draft-ietf-ipsecme-ikev2-pqc-auth-04, "Signature Authentication in the Internet Key Exchange Version 2 (IKEv2) using PQC" [48] outlines how Module-Lattice-Based Digital Signatures (ML-DSA) [22] and Stateless Hash-Based Digital Signatures (SLH-DSA) [23], can be employed as authentication methods within the IKEv2.
[bookmark: _Toc211892404]6.3.3		3GPP Considerations
Editor’s Note: This clause includes potential alternative options on PQC migration that 3GPP SA3 could consider. For example, for TLS 1.2, the following alternative options may be considered by 3GPP: (1) state in its profile that TLS 1.2 is expected to already have been fully phased out in 5G systems by XXXX date. (7) add a NOTE in its profile explicitly stating that TLS 1.2 is vulnerable to quantum attacks and is strongly recommended not to be used. 
Editor’s Note: This clause does not include any conclusions. 
For key exchange, hybrid schemes are recommended for 3GPP systems. Which PQC algorithms to use can be discussed based on IETF further progress. 
For authentication, various mechanisms (e.g., standalone signature algorithms, hybrid signature algorithms, and KEM-based authentication) are discussed but not conclusive in IETF. Further progress in IETF is needed before recommendation in 3GPP.
[bookmark: _Toc211892405]6.4	 JOSE
[bookmark: _Toc211892406]6.4.1	General
[bookmark: _Toc211892407]6.4.2	Current Work in IETF
[bookmark: _Toc211892408]6.4.2.1	IETF RFCs
No RFCs for the usage of PQC algorithms in JWE or JWS are published yet.
[bookmark: _Toc211892409]6.4.2.2	IETF Adopted Drafts
The IETF is developing support for PQC algorithms in JOSE. The following drafts are relevant:
-	IETF Draft draft-ietf-jose-pqc-kem-03, "Post-Quantum Key Encapsulation Mechanisms (PQ KEMs) for JOSE and COSE" [67], describes the conventions for using Post-Quantum Key Encapsulation Mechanisms (PQ-KEMs) within JOSE and COSE.
-	IETF Draft draft-ietf-cose-dilithium-08, "ML-DSA for JOSE and COSE" [68], describes JSON Object Signing and Encryption (JOSE) and CBOR Object Signing and Encryption (COSE) serializations for Module-Lattice-Based Digital Signature Standard (ML-DSA).
-	IETF Draft draft-ietf-cose-sphincs-plus-05: "SLH-DSA for JOSE and COSE" [69], describes JOSE and COSE serializations for SLH-DSA.
-	IETF Draft draft-ietf-cose-falcon-01, "JOSE and COSE Encoding for Falcon" [70], describes JSON and CBOR serializations.
-	IETF Draft draft-ietf-jose-hpke-encrypt-12, "Use of Hybrid Public Key Encryption (HPKE) with JSON Object Signing and Encryption (JOSE)" [71] defines a Hybrid Public Key Encryption (HPKE) for use with JOSE utilizing an asymmetric Key Encapsulation Mechanism (KEM), a Key Derivation Function (KDF), and an Authenticated Encryption with Associated Data (AEAD) algorithm.
However, no IETF work on hybrid signature schemes for JOSE has been adopted. 
[bookmark: _Toc211892410]6.4.3		3GPP Considerations
Editor’s Note: This clause does not include any conclusions. 
[bookmark: _Toc211892411]6.5	PKI certificate
[bookmark: _Toc211892412]6.5.1	General
The IETF LAMPS group has introduced multiple Drafts to enable a smooth transition to PQC in PKIX to provide quantum-resistant security for PKIX. 
[bookmark: _Toc211892413]6.5.2		Current Work in IETF
[bookmark: _Toc211892414]6.5.2.1	IETF RFCs
· The IETF RFC 9802 [51] has specified algorithm identifiers and ASN.1 encoding format for several stateful Hash-Based Signature (HBS) schemes: Hierarchical Signature System (HSS), eXtended Merkle Signature Scheme (XMSS), and a multi-tree variant of XMSS, XMSS^MT. These schemes are applicable to the Internet X.509 Public Key Infrastructure (PKI) when digital signatures are used to sign certificates and certificate revocation lists (CRLs).
-	The IETF RFC 9763 [50] defines a method for requesting and issuing two X.509 end-entity certificates for the same entity, in order to perform two authentications using the two certificates where each certificate corresponds to a distinct digital signature.
[bookmark: _Toc211892415]6.5.2.2	IETF Adopted Drafts
· IETF Draft draft-ietf-lamps-kyber-certificates-11 "Internet X.509 Public Key Infrastructure - Algorithm Identifiers for the Module-Lattice-Based Key-Encapsulation Mechanism (ML-KEM)" [52] specifies the conventions for using the ML-KEM [21] in X.509 Public Key Infrastructure.  
· IETF Draft draft-ietf-lamps-x509-slhdsa-09, "Internet X.509 Public Key Infrastructure: Algorithm Identifiers for SLH-DSA" [53] specifies to the conventions for using the SLH-DSA [23] in X.509 Public Key Infrastructure. 
· IETF Draft draft-ietf-lamps-dilithium-certificates-13, "Internet X.509 Public Key Infrastructure - Algorithm Identifiers for the Module-Lattice-Based Digital Signature Algorithm (ML-DSA)" [54] specifies the conventions for using the ML-DSA [22] in X.509 Public Key Infrastructure.
· IETF Draft draft-ietf-lamps-pq-composite-kem-08 "Composite ML-KEM for use in X.509 Public Key Infrastructure" [55] defines a specific instantiation of the PQT Hybrid paradigm called "composite" where multiple cryptographic algorithms (i.e. ML-KEM [21] in hybrid with traditional algorithms RSA-OAEP, ECDH, X25519, and X448) are combined to form a single key encapsulation mechanism (KEM) presenting a single public key and ciphertext such that it can be treated as a single atomic algorithm at the protocol level.
-	IETF Draft draft-ietf-lamps-certdiscovery-01, "A Mechanism for X.509 Certificate Discovery" [56] specifies a method to discover a secondary X.509 certificate associated with an X.509 certificate to enable efficient multi-certificate handling in protocols.
[bookmark: _Toc211892416]6.5.3		3GPP Considerations

[bookmark: _Toc211892417]6.6	TLS 1.2
[bookmark: _Toc211892418]6.6.1	General
The TLS 1.2 handshake in IETF RFC 5246 [57] is used in TLS 1.2, DTLS 1.2, and EAP-TLS 1.2. The DTLS handshake is also applied in DTLS over SCTP and can be used in DTLS-SRTP.
The 3GPP TLS profile is defined in clause 6.2 of 3GPP TS 33.210 [59]. Since Release 15, TLS 1.3 has been mandatory for all 3GPP core network nodes, and from Release 16 onward, it is mandatory for all nodes. Because TLS always negotiates the highest mutually supported version, any use of TLS 1.2 in a 3GPP system from Rel-16 onward implies that at least one node is non-compliant with 3GPP specifications.
While a fully updated TLS 1.2 implementation could theoretically provide strong security against classical adversaries in scenarios where identity protection is not required, in practice, TLS 1.2 is only negotiated by outdated implementations. These often suffer from one or more known vulnerabilites.
Therefore, TLS 1.2 is expected to already have been fully phased out in 5G systems.
[bookmark: _Toc211892419]6.6.2	Current Work in IETF
TLS 1.2 has been obsoleted since 2018, as superseded by TLS 1.3 in IETF RFC 8446 [58]. The IETF will no longer approve any additions or updates to TLS 1.2, including PQC support (IETF draft-ietf-tls-tls12-frozen-08 [60]).
[bookmark: _Toc211892420]6.6.3		3GPP Considerations

[bookmark: _Toc211892421]6.7	TLS 1.3
[bookmark: _Toc211892422]6.7.1	General
The TLS 1.3 handshake protocol as defined in clause 4 of IETF RFC 8446 [58] is used in TLS 1.3, EAP-TLS 1.3, DTLS 1.3, and QUIC, and it can also be used in DTLS-SRTP. Since Release 15, TLS 1.3 has been mandatory to implement for the core network (cf. Annex E in TS 33.310 v15.0.0), and starting in Release 16, it has been mandatory to implement also for the ME (cf. Annex E in TS 33.310 v16.0.0).
IETF is in general recommending hybridization of KEMs and the hybrid KEM X25519MLKEM768 [65] has already received widespread implementation support and is the default in OpenSSL, Firefox, Chrome, Edge, Go, and other major platforms. According to Cloudflare, nearly 40% of all HTTPS client requests now use X25519MLKEM768. Standalone ML-KEM [64], ML-DSA [66] have seen more limited implementation but are supported in OpenSSL 3.5 LTS.
[bookmark: _Toc211892423]6.7.2	Current Work in IETF
The IETF has prioritized post-quantum migration in TLS based on maturity [61]:
•	Now (Hybrid + Pure ML-KEM)
•	Later (signatures)
•	Much later (dual certificates/composite signatures)
Hybrid signatures are significantly less mature and the TLS working group has explicitly decided not to adopt work on hybrid signatures until "much later" [61], making them out of scope for this study.
The IETF TLS Working Group has introduced multiple drafts to enable a smooth transition to PQC in TLS 1.3. These proposals address both key exchange and authentication. These mechanisms collectively aim to maintain interoperability, minimize latency, and provide quantum-resistant security during and after the PQC transition.
In an LS to GSMA, TLS WG stated that they believe [65] is stable enough to be used as normative reference, and that referencing an adopted draft normatively is a practice that other organizations follow as well and that the TLS WG concur with that practice, particularly in this case [62].
[bookmark: _Toc211892424]6.7.2.1	IETF RFCs
No RFCs for the usage of PQC algorithms in TLS 1.3 are published yet.
Editor's Note: several of the adopted drafts are in the final stages and may be published before this document is finalised.
[bookmark: _Toc211892425]6.7.2.2	IETF Adopted Drafts
-	draft-ietf-tls-hybrid-design-16, "Hybrid key exchange in TLS 1.3" [63], specifies combining multiple key exchange algorithms (e.g., classical ECDHE with a PQ KEM) so that session security holds if at least one component remains secure. 
-	draft-ietf-tls-mlkem-04, "ML-KEM Post-Quantum Key Agreement for TLS 1.3" [64], proposes to use the NIST specified ML-KEM [21] in TLS 1.3.
-	draft-ietf-tls-mldsa-00, "Use of ML-DSA in TLS 1.3" [66], proposes to use the NIST specified ML-DSA [22] in TLS 1.3.
-	draft-ietf-tls-ecdhe-mlkem-00, "Post-quantum hybrid ECDHE-MLKEM Key Agreement for TLSv1.3" [65], defines three hybrid key agreements for TLS 1.3: X25519MLKEM768, SecP256r1MLKEM768, and SecP384r1MLKEM1024.
[bookmark: _Toc211892426]6.7.3		3GPP Considerations
Editor’s Note: This clause does not include any conclusions. 

[bookmark: _Toc211892427]7		Protocols expected to be updated for PQC by 3GPP
[bookmark: _Toc145061648][bookmark: _Toc145061445][bookmark: _Toc145074667][bookmark: _Toc145074909][bookmark: _Toc145075113][bookmark: _Toc187324512]Editor’s Note: This clause contains identification of the protocols with asymmetric cryptography listed in TR 33.938 that are not expected to be updated by other SDOs in a near future to use PQC, e.g., MIKEY-SAKKE and SUCI calculation, security threats and alternative solutions for the 3GPP procedures if they are not updated to use PQC. 
[bookmark: _Toc211892428]7.1	Threats
[bookmark: _Toc211892429]7.1.1	General
Most of security protocols used in 3GPP systems are specified in other standards development organizations (SDOs). In case that these protocols are not updated to use PQC in other SDOs, the 3GPP system may be vulnerable to attacks based on quantum computation. The clause 7.2 contains all of these protocols identified and potential solutions to address the issues.
[bookmark: _Toc211892430][bookmark: _Toc145061446][bookmark: _Toc145061649][bookmark: _Toc145074668][bookmark: _Toc145074910][bookmark: _Toc145075114][bookmark: _Toc187324513]7.1.21	Protocol #1: SUCI calculations
Editor’s Note: If only SUCI calculation is considered, this subclause may be removed. If other protocol, e.g. MIKEY-SAKKE is studied, this subclause is used for each of such protocol identified.
As per TS 33.501 [4] and Table 4.3.2-1 of 3GPP Cryptographic inventory 3GPP TR 33.938 [2], the SUCI calculation is done based on ECIES scheme. The ECIES is specified in the SECG version 2 [9] and [10]. 
Since ECIES will not be updated by SECG with PQC algorithms, 3GPP should study alternative solutions for SUCI calculation due to post-quantum threats to existing ECIES scheme, e.g. supporting new profiles/algorithms with PQC for SUCI calculations.
[bookmark: _Toc211892431]7.1.32	Protocol #2: MIKEY-SAKKE key exchange
MIKEY-SAKKE is a key exchange method specified in the IETF RFC 6509 [6]. As described in TR 33.938 [2], it is used in the 3GPP system to securely transport cryptographic keys for Mission Critical Services [3]. It employs asymmetric cryptography for key distribution. It may be vulnerable to quantum computing if not updated using Post Quantum Cryptography (PQC).
Assuming MIKEY-SAKKE will not be updated by IETF with PQC algorithms, alternative solutions should be studied for MIKEY-SAKKE due to post-quantum threats to existing signature schemes.
Editor’s Note: It is ffs whether the IETF will update it to use PQC in the near future, and if not, how the potential risk can be addressed. 

[bookmark: _Toc211892432]7.2	Solutions
Editor’s Note: This clause contains solutions to update 3GPP defined security protocols (for example SUCI calculation) to use the appropriate PQC algorithm, if those protocols are not expected to be updated by other SDOs to use PQC algorithms. 
[bookmark: _Toc211892433]7.2.1X	Solutions to Protocol #X: <Title>SUCI calculation
Editor’s Note: If only SUCI calculation is considered, this subclause may be removed. If other protocol, e.g. MIKEY-SAKKE is studied, this subclause is used for each of such protocol identified. 
[bookmark: _Toc211892434][bookmark: _Toc145061650][bookmark: _Toc145061447][bookmark: _Toc145074669][bookmark: _Toc145074911][bookmark: _Toc145075115][bookmark: _Toc187324514]7.2.1X.1Y	Solution #1Y to Protocol #X: <Title>SUCI calculation: SUCI calculation with PQC enhancement
[bookmark: _Toc211892435]7.2.1X.1Y.1	Introduction
It is proposed to introduce new SUCI calculation mechanism. The solution is applicable for SUCI calculation in ME.
Preassumption:
· ME supports PQC algorithms
· USIM indicates the SUCI calculation is done in ME
· USIM contains new public key for calculating SUCI with PQC
[bookmark: _Toc211892436]7.2.1X.1Y.2	Solution details
If the indication in USIM is the SUCI calculation should be done in ME, and operator’s decision is to use PQC to calculate the SUCI, then the public key for calculating SUCI using PQC shall be available in USIM. The ME read the SUPI, the SUPI Type, the Routing Indicator, the Home Network Public Key Identifier for PQC, the Home Network Public Key for PQC and the list of protection scheme identifiers. The ME shall select the protection scheme from its supported schemes that has the highest priority in the list are obtained from the USIM.
The alternative method is, there is no list of protection scheme identifiers, but only one identifier indicating UE to use PQC algorithm to calculate SUCI. UE will decide with algorithm to be used and attach it to the SUCI output. Network side will choose the same algorithm as the indication in SUCI and decode SUCI.
The candidate new profiles for SUCI may include below:
· ML-KEM [21]
Editor’s Note: Further details are FFS.

[bookmark: _Toc211892437]7.2.1X.1Y.3	Evaluation

[bookmark: _Toc211892438]7.2.1.2	Solution #2 to SUCI calculation: Solution on PQC for SUCI protection
[bookmark: _Toc211892439]7.2.1.2.1	Introduction
The ECIES procedure as depicted by the 5G system architecture [21] is the basis for the development of the PQC solution.
For the transition to PQC the relevant functional blocks will have to replace the existing/corresponding ECIES functional blocks.
The following Figure depicts the Encryption based on ECIES at the UE side.
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Figure 7.2.1.2.1-1: Encryption based on ECIES at the UE

The following Figure depicts the Decryption based on ECIES at the home network side.
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Figure 7.2.1.2.1-2: Decryption based on ECIES at the Home Network

[bookmark: _Toc211892440]7.2.1.2.2	Solution details
Editor’s Note: Details on the KDF are FFS
Editor’s Note: Details on how this solution could be used for hybrid PQC are FFS
Editor’s Note: Why is MAC verification after decryption is FFS.
Editor’s Note: Whether and how to support hybrid scheme is FFS.
Editor’s Note: Why relevant functional blocks have to replace existing/corresponding ECIES functional blocks is FFS.

The solution is replacing the ECIES functional blocks with corresponding/related PQC related functional blocks.
The following Figure depicts the PQC concept at the UE side. The functions which must be modified for the support of PQC are with green coloured background.  



Figure 7.2.1.2.2-1: SUCI protection based on PQC algorithms at the UE side
At UE: PQC KEM public key of HN is used in Key encapsulation mechanism to generate ciphertext and shared secret. This shared secret is used as an input to Key Derivation Function (KDF) to generate the Encryption key to generate cipher text of SUPI and MAC value.
The following is applicable:
This step 1, as shown by the Figure 7.2.x.y.1-1, is for the transition to PQC not required, i.e., there is no creation of Ephemeral Keys needed in this concept.
2> The Kem Encapsulation Function will get the public key (pk) as input and is providing the cipher text (ct) and the shared secret (ss). The (ct) will be have to be send back to the network, whereas the (ss) will be used as input to the key derivation function.
3> The key derivation function is receiving the shared secret (ss) and is calculating the encryption key. There will be created a single key that is to be used for encryption and integrity protection.
4> The encryption is used for the computation of the encrypted plaintext block, i.e., ciphertext value.
5> The encryption is used for the computation of the MAC-I, i.e., MAC-tag value.
Both the ciphertext and the MAC-tag value will be included into the SUCI framework (see Figure 7.2.x.y.2-3) and will be sent to the Network for further treatment.

At Network side: The received PQC KEM cipher text is used along with the PQC KEM Secret key of HN (corresponding to received PQC KEM public key Id) to decapsulate and generate the shared secret. This shared secret is used as an input to KDF to generate the decryption key to decipher the cipher text and verify the MAC.

The following Figure depicts the PQC concept at the Network side.
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Figure 7.2.1.2.2-2: SUCI protection based on PQC algorithms at the Home Network side
The following is applicable:
1> The Network side is retrieving the cipher text (ct) from the SUCI framework. The secret key (sk) is local stored and corresponds to the public key (pk) which has been share with UE. Both, the (ct) and the (sk) will be given as input to the Key Decapsulation function and the outcome is the shared secret (ss). The (ss) will be used as input to the key derivation.
2> The key derivation function is receiving the shared secret (ss) as input and is computing the decryption key. There will be created a single decrypt key that is to be used for decryption and integrity verification.
3> The decryption key is used for the computation of the Plaintext block.
4> The decryption key is used for the computation of the MAC-I verification.

If we apply this solution concept, then the SUCI framework is as depicted by below Figure.
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Figure 7.2.x.y.2-3: SUCI framework for PQC
Home Network Public Key Identifier (PQC KEM) represents a public key provisioned by the HPLMN or SNPN and it is used to identify the key used for SUPI protection. Example of the PQC KEM Public key is Kyber (selected by NIST standards).
PQC KEM ciphertext: Post Quantum Cryptography Key encapsulation mechanism uses the PQC KEM public key of Home Network to generate the ciphertext.

[bookmark: _Toc211892441]7.2.1.2.3	Evaluation
TBD
[bookmark: _Toc211892442]7.2.1.3	Solution #3 to SUCI calculation: SUCI calculation with hybrid KEMs
[bookmark: _Toc211892443]7.2.1.3.1	Introduction
This solution proposes a hybrid encryption approach with both PQC and traditional cryptography for SUCI calculation. The proposed solution uses two different KEM algorithms for key derivation.
[bookmark: _Toc211892444]7.2.1.3.2	Solution details
Editor’s Note: What is the advantage for presenting classical algorithm ECDH-KEM is ffs.
Editor’s Note: it is ffs whether there is no freshness aspect anymore as the stored key will be reused.
Editor’s Note: it is ffs how will the HN identify which key is used if there is no identifier.
Editor’s Note: it is ffs, for the MAC creation, there is no key used, this is just a hashing, not a keyed-hash.
Editor’s Note: SUCI size is ffs since with the c1c2 cipher text, new MAC, still SUCI size will be more than existing SUCI in 5G apart from the PQC addition. 
Editor’s note: Details on how the MAC computation is performed are FFS.
Editor’s note: it is ffs the security issue introduced by using a non-keyed hash over part of the message.
Editor’s note: Why MAC on c1 and c2 is required is FFS.
The proposed solution is illustrated below. Figure 7.2.1.Y-1 shows the SUCI calculation at the UE. Figure 7.2.1.Y-2 shows the scheme output that the UE sends to the HN. Figure 7.2.1.Y-3 is the HN decryption of the SUCI from the UE. 
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Figure 7.2.1.3-1 SUCI calculation using hybrid KEM schemes at UE

1a. UE generates a shared key k1 and the corresponding ciphertext c1 based on the key encapsulation algorithm 1 (KEM1). The KEM1 uses ECDH-KEM with traditional cryptography as specified in NIST.SP.800-227 [73].
1b. UE generates a shared key k2 and the corresponding ciphertext c2 based on the key encapsulation algorithm 2 (KEM2). The KEM2 is PQC secure, and uses the ML-KEM-768 as specified in NIST FIPS 203 [21].
2a. UE generates a hybrid shared key (k) using KDF as specified in TS 33.501 [4], where k1||k2 is one of the inputs of the KDF. 
2b. UE generates a MAC value 1 by hashing c1 and c2, e.g., MAC value 1 = SHA256 (c1||c2)
The MAC value 1 is used for the HN to verify correctness of c1 and c2 before performing the computation intensive cryptographic steps (e.g., steps 3-6 in Figure 7.2.1.Y-3). 
3-5: UE continue with steps similar to the steps 3 -5 specified in clause C.3.2 in TS 33.501 [4]. 
The SUCI format generated by UE is as specified in TS 23.003 [74] and the Scheme Output as shown below includes the concatenation of the ciphertext c1||c2, MAC value 1, ciphertext c3 and MAC tag.
[image: ]
Figure 7.2.1.Y-2 The Scheme Output generated at the UE side

The processing of the received packet at the HN is shown in Figure 7.2.1.Y-3 with details as follows:
  [image: A diagram of a block diagram
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Figure 7.2.1.3-3 Decryption of SUCI at HN 

1. HN verifies the received MAC value 1 of UE. If it succeeds, HN continues to perform the decapsulation of the shared key.
2a. HN decapsulates the shared key k1 based on the key encapsulation algorithm 1 (KEM1), the private key 1 of HN, and the received ciphertext c1 from UE. In the case of KEM1 = ECDH-KEM, ciphertext c1 is used as the ephemeral public key of the UE [75].
2b. HN decapsulates the shared key k2 based on the key encapsulation algorithm 2 (KEM2), the private key 2 of HN, and the received ciphertext c2 from the UE.
3. HN generates the shared key k in the same way at the UE side.
4-6: HN follows the steps 2-4 specified in clause C.3.3 of TS 33.501 [4].
[bookmark: _Toc205541849][bookmark: _Toc211892445]7.2.1.3.3	Evaluation
Editor’s note: Evaluation is FFS.
[bookmark: _Toc211892446]7.2.1.4	Solution #4 to SUCI calculation: SUPI Pseudonym
[bookmark: _Toc211892447]7.2.1.4.1	Introduction
This contribution proposes SUPI concealment using pseudonym instead of asymmetric encryption for SUPI.
[bookmark: _Toc211892448]7.2.1.4.2	Solution details
The Figure 7.2.1.4.2-1 illustrates the procedure:
[image: C:\Users\g00805487\AppData\Local\Microsoft\Windows\INetCache\Content.MSO\8133EA04.tmp]
Figure 7.2.1.4.2-1 procedure of using random number to do SUPI concealment 
0. The UE and the UDM are pre-configured with the UE’s SUPI and a pseudonym, i.e., a random value RAND. 
1. During registration, the UE uses the preconfigured pseudonym RAND as the UE's SUCI sent over the air interface.
2-3. The UDM/AUSF maps the pseudonym RAND to SUPI and complete the authentication using the SUPI. The RAND can also be reused as the RAND in the primary authentication. 
4-5. After authentication, the UDM assigns a new pseudonym RAND' for the SUPI and sends it to the UE. 
6. The UE uses the newly assigned pseudonym RAND' in the subsequent procedure.

Editor’s Note: it is ffs that RAND without binding to any UE specific key or encryption or MAC value will result in the attacker is just sending and RAND number blocking the genuine UE.
Editor’s Note: it is ffs that just the RAND can’t be used for routing of the information.
Editor’s Note: How does pre-configured pseudonym prevent traceability is FFS.

[bookmark: _Toc211892449]7.2.1.4.3	Evaluation
TBD
[bookmark: _Toc206426559][bookmark: _Toc211892450]7.2.1.5	Solution #5 to SUCI calculation: Enhancement on SUCI calculations using quantum key
[bookmark: _Toc206426560][bookmark: _Toc211892451]7.2.1.5.1	Introduction
This solution provides enhancement for SUCI calculations to resolve post-quantum threats to existing ECIES scheme.
[bookmark: _Toc206426561][bookmark: _Toc211892452]7.2.1.5.2	Solution details
This solution describes SUCI calculations using Quantum Channel. The UE can provision Public key of HN and Quantum Public Key. Based on ECIES scheme, the ephemeral public key, cipher text, and MAC tag can be generated as an output. Additionally, using the Quantum Public Key, the cipher text can be encapsulated. The encapsulated cipher text is delivered to the Home Network via Quantum Channel. The Home Network decapsulates it with Quantum private key, then deciphers ciphered text and verifies MAC.
[bookmark: _Toc211892453]7.2.1.5.2.1	Processing on UE side
The steps shown Figure 7.2.X.Y.2.1 are described as below:
0. As a prerequisite, the UE provisions both Public key of HN and Quantum Public key.
1. The UE generates Ephemeral key pair consisting of Ephemeral Public Key and Ephemeral Private Key.
2. Based on the generated Ephemeral Private Key and the Public key of Home Network, the UE generates Ephemeral Shared Key.
3. Using ECIES scheme, Ephemeral Encryption Key, ICB and Ephemeral MAC Key are generated.
4. Plaintext is ciphered using the Ephemeral Encryption Key.
5. The ciphered text and the Ephemeral MAC key are used to create MAC-tag value.
6. The ciphered text value is encapsuled using Quantum Public Key.


Figure 7.2.1.5.2.1: Encryption at UE
The final output shall be the concatenation of the ECC ephemeral public key, the Quantum encapsulated ciphertext value, the MAC tag value, and any other parameters, if applicable.
[bookmark: _Toc211892454]7.2.1.5.2.2	Processing on home network side
The steps shown Figure 7.2.1.5.2.2 are described as below:
1. By decapsulating the encapsulated cipher-text using Quantum Private Key, the Home Network generates the cipher-text.
2. Based on the received Ephemeral Public Key, the Home Network generates Ephemeral Shared Key.
3. Using ECIES scheme, Ephemeral Decryption Key, ICB and Ephemeral MAC Key are generated.
4. The ciphered text is deciphered using the Ephemeral Decryption Key.
5. The Home Network verifies received MAC.



Figure 7.2.1.5.2.2: Decryption at Home Network
Editor’s Note: Details on Step 6 at processing on UE side is FFS.
Editor’s Note: Details on Quantum Public key are FFS.
Editor’s Note: What is Quantum Channel is FFS.
Editor’s Note: Whether and how to support hybrid encryption.
Editor’s Note: Why SUCI should require a quantum channel into the HN is FFS.
Editor’s Note: What is a Quantum key and why it is required is FFS.
Editor's Note: The definition and usefulness of these terms for SUCI calculation are FFS: Post-quantum threat, Quantum channel, Quantum public key, Quantum-encapsulated, Quantum-encrypted, Quantum-ciphered, Quantum Private key.
[bookmark: _Toc206426562][bookmark: _Toc211892455]7.2.1.5.3	Evaluation
TBD
[bookmark: _Toc211892456]7.2.1.6	Solution #6 to SUCI calculation: Enhancement on SUCI calculations using quantum encapsulated key
[bookmark: _Toc211892457]7.2.1.6.1	Introduction
This solution provides enhancement for SUCI calculations to resolve post-quantum threats to existing ECIES scheme.
[bookmark: _Toc211892458]7.2.1.6.2	Solution details
This solution describes SUCI calculations using Quantum Channel. The UE can provision Public key of HN and Quantum Public Key. Based on ECIES scheme, the ephemeral public key and MAC tag can be generated as a part of output. To cipher plain text, The Ephemeral Encryption key is encapsulated using Quantum Public Key. Using the Quantum-encapsulated Ephemeral Encryption key, the Plaintext is quantum-encrypted. The cipher text is delivered to the Home Network via Quantum Channel. The Home Network decapsulates the received quantum-ciphered text using HN-generated Ephemeral decryption key. By decrypting it using Quantum Private key, The Home Network obtains plain text. Then verifies received MAC.
[bookmark: _Toc211892459]7.2.1.6.2.1	Processing on UE side
The steps shown Figure 7.2.1.6.2.1 are described as below:
7. As a prerequisite, the UE provisions both Public key of HN and Quantum Public key.
8. The UE generates Ephemeral key pair consisting of Ephemeral Public Key and Ephemeral Private Key.
9. Based on the generated Ephemeral Private Key and the Public key of Home Network, the UE generates Ephemeral Shared Key.
10. Using ECIES scheme, Ephemeral Encryption Key and Ephemeral MAC Key are generated.
11. The plain text and the Ephemeral MAC key are used to create MAC-tag value. 
12. The Ephemeral Encryption Key is encapsulated using Quantum Public Key.
13. The Plaintext Block is encrypted using the Quantum Encapsulated Ephemeral Encryption Key.

 
Figure 7.2.1.6.2.1: Encryption at UE
The final output shall be the concatenation of the ECC ephemeral public key, the Quantum ciphertext value, the MAC tag value, and any other parameters, if applicable.
[bookmark: _Toc211892460]7.2.1.6.2.2	Processing on home network side
The steps shown Figure 7.2.1.6.2.2 are described as below:
6. Based on the received Ephemeral Public Key, the Home Network generates Ephemeral Shared Key.
7. Using ECIES scheme, Ephemeral Decryption Key and Ephemeral MAC Key are generated.
8. The Home Network decapsulates the received Quantum-ciphered text using the Ephemeral Decryption Key.
9. The Home Network decrypts the decapsulated Quantum-ciphered text using the Quantum Private Key. Then the Home network obtains the plain text.
10. The Home Network verifies received MAC. For the verification, plaintext and Ephemeral MAC key are utilized.


  
Figure 7.2.1.6.2.2: Decryption at Home Network
Editor’s Note: Details on Step 5 at processing on UE side is FFS.
Editor’s Note: How to sync of usage of Quantum keys at UE and HN sides is FFS.
Editor’s Note: Details on Quantum Public key are FFS.
Editor’s Note: Details on Step 3 at processing on HN side is FFS.
Editor’s Note: Whether the plaint text is encrypted with quantum public key (the Encryption figure at UE) is FFS.
Editor’s Note: Why SUCI should require a quantum channel into the HN is FFS.
Editor’s Note: What is a Quantum key and why it is required is FFS.
Editor’s Note: How this solution is different from the solution in S3-253475 is FFS.
Editor's Note: The definition and usefulness of these terms for SUCI calculation are FFS: Post-quantum threat, Quantum channel, Quantum public key, Quantum-encapsulated, Quantum-encrypted, Quantum-ciphered, Quantum Private key.
[bookmark: _Toc211892461]7.2.1.6.3	Evaluation
TBD
[bookmark: _Toc211892462]7.2.1.7	Solution #7 to SUCI calculation: SUCI calculations
[bookmark: _Toc211892463]7.2.1.7.1	Introduction
Annex C of TS 33.501 [4] specifies two protection schemes for concealing a SUPI into a SUCI. The protection schemes are called Profile A and Profile B. These two profiles use SECG ECIES [9], which is a so called KEM-DEM scheme — combining a Key Encapsulation Mechanism (KEM) and a Data Encapsulation Mechanism (DEM). SECG is unlikely to update its specifications. PQC migration of SUCI calculations does not require changing any protocols or architectures — it is sufficient to introduce new SUCI profiles. 
Editor’s note: It is FFS whether the additional optional inputs to Key Combine which are sent in cleat text over the air can enhance security.
Editor’s note: For easier understanding, further details on how to implement the solution (e.g., the schematic figures as in 33501 and call flows) is FFS.
Editor’s note: For easier understanding, further details on hybrid keys and how hybrid scheme is realized is FFS.
Editor's note: Justification for mixing different security levels, i.e., ML-KEM-768 with AES-256, is FFS.
[bookmark: _Toc211892464]7.2.1.7.2	Solution details
[bookmark: _Toc211892465]General
PQC migration for SUCI calculations can be done by introducing new SUCI profiles, and the new SUCI profiles can be created by extending the existing SUCI profiles with simple algorithm updates. Using such extensions is not a new thing to do. It was also the case when 5G was specified — following recommendations from ETSI SAGE, 3GPP not only profiled SECG ECIES, but also extended it to support Montgomery curves like Curve25519, along with HMAC-SHA-256 (with 64-bit long tag). 
Adding a PQC KEM (hybrid or standalone) is equally straightforward. Though the “EC” in ECIES gives the impression that it must use an elliptic curve, there are no technical obstacles to replacing the elliptic curve-based KEM in ECIES with either a standalone or a hybrid PQC KEM. It is similar to how TLS 1.3 continues to refer to KEM algorithms as the underlying algebraic groups and KEM encapsulations as KeyShares.
[bookmark: _Toc211892466]ML-KEM is the Most Suitable Option
ML-KEM is already standardized, and its implementations are widely available. During the specification of SUCI protection in 33.501 [4], SA3 had considered the future need for PQC and therefore specified a maximum SUCI length of 3000 bytes to allow the introduction of quantum-resistant protection schemes. NIST has now standardized the lattice-based ML-KEM in FIPS 203 [21] and, as it was expected, both standalone and hybridized ML-KEM-512, ML-KEM-768, and ML-KEM-1024 fit in 3000 bytes. 
Since Rel-15, IETF has specified HPKE — while ECIES is a pure KEM-DEM scheme, parts of HPKE requires Diffie-Hellman and cannot be implemented with a KEM. Besides, HPKE provides no clear benefits for SUCI calculations. In fact, for a fixed tag length, GCM provides worse integrity properties than HMAC-SHA2 and KMAC, which is the reason why ETSI SAGE has specified GCM-SST [76] for use in 6G. Using HPKE would also give up change control to the IETF.
[bookmark: _Toc211892467]Considerations for Hybrid KEM
When using a hybridized PQC KEM with ML-KEM, it is essential to use a standardized key combiner that preserves the IND-CCA2 security of ML-KEM, hybridization must not weaken the security properties. While ML-KEM is currently the only practical option, the key combiner should be designed in a general way so that the same construction can be reused in future profiles with other KEMs beyond ML-KEM. Additional KEMs may be introduced in proprietary profiles or standardized by 3GPP in the future. Two standardized and compatible IND-CCA2 key combiners are specified in Section 4.6 of SP 800-227 [73] and Section 8.2 of ETSI TS 103 744 [79]. Below is equation (9) from SP 800-227 [73], which focuses on the information elements:
K ← KeyCombine(K1, K2, c1, c2, ek1, ek2, p)
[bookmark: _Toc211892468]KDF, MAC, and Encryption
Any implementation of ML-KEM [21] already support of SHA3-256, SHA3-512, SHAKE128, and SHAKE256, which ML-KEM uses natively — therefore, using SHA-3 for key derivation and MAC in PQC SUCI is a natural choice. Also, SEC1 standard [9], specifying ECIES, published in 2009, says that future versions of the standard are likely to allow SHA3. Moreover, SHA-3 is theoretically (random oracle and no length extension attacks) and practically (strong side-channels resistance and simplicity) superior to SHA-2 [77]. Considering the ongoing work on 256-bit and AEAD study, all PQC SUCI profiles should use AES-256 for encryption.
[bookmark: _Toc211892469]New SUCI Profiles
This solution proposes that the 3GPP SUCI profiles in TS 33.501 [4] should be updated to include profiles for both standalone ML-KEM and ML-KEM hybridized with X25519 — both fit into the designed length limit (3000 bytes). These profiles should use algorithms from the SHA-3 family (e.g., SHA3-256, KMAC256) [80, 81], both for the MAC and in the KDF.
Below are two suggested profiles, with the formatting intentionally left out.
Standalone ML-KEM Profile:
The parameters for this profile shall be the following: 
-	KEM domain parameters		: ML-KEM-768 
-	KEM primitive					: ML-KEM-768 
-	point compression				: N/A 
-	KDF								: ANSI-X9.63-KDF [9] 
-	Hash								: SHA3-256 
-	SharedInfo1						: ML-KEM encapsulation (ciphertext) 
-	MAC								: KMAC256 
-	mackeylen						: 32 octets (256 bits) 
-	maclen							: 8 octets (64 bits) 
-	SharedInfo2						: the empty string 
-	ENC								: AES–256 in CTR mode 
-	enckeylen							: 32 octets (256 bits) 
-	icblen								: 16 octets (128 bits) 
-	backwards compatibility mode	: false 
Hybrid ML-KEM Profile:
The parameters for this profile shall be the following: 
-	KEM domain parameters		: ML-KEM-768 + X25519
-	KEM primitive					: ML-KEM-768 + X25519
-	point compression				: N/A 
-	KDF								: ANSI-X9.63-KDF [9] 
-	Hash								: SHA3-256
-	SharedInfo1						: Combine(c1, c2, ek1, ek2, p)
-	MAC								: KMAC256 
-	mackeylen						: 32 octets (256 bits) 
-	maclen							: 8 octets (64 bits) 
-	SharedInfo2						: the empty string 
-	ENC								: AES–256 in CTR mode 
-	enckeylen							: 32 octets (256 bits) 
-	icblen								: 16 octets (128 bits) 
-	backwards compatibility mode	: false

[bookmark: _Toc211892470]7.2.1.7.3	Evaluation
[bookmark: _Toc211892471]7.2.1.8	Solution #8 to SUCI calculation: GSMA-based solution
[bookmark: _Toc211892472]7.2.1.8.1	Introduction
GSMA published guidelines "Post Quantum Cryptography – Guidelines for Telecom Use Cases – v2.0" [82] to support the planning, setup and execution of a quantum safe cryptography journey for telco industry. This GSMA report contains a detailed analysis of an initial set of Telcom use cases that are impacted by Post Quantum Cryptography. Concealment of the Subscriber Public Identifier is one of the analysed use cases.   
An additional security enhancement is proposed to the solution described in GSMA guidelines [82]. 
[bookmark: _Toc211892473]7.2.1.8.2	Solution details
The solution for concealment of the Subscriber Public Identifier is based on the hybridization between ML-KEM (Level 3) and classic ECC based key exchanged algorithms that is described in clause 5.8 of GSMA guidelines [82]. 
GSMA solution is enhanced thanks to the addition of Post Quantum ciphertext as input to the Key Derivation Function in the Post Quantum Cryptography part, as recommended to obtain IND-CCA (indistinguishability under chosen-ciphertext attack) property for KEM. 
Processing on UE side:


Processing on home network side


Profiles
[bookmark: _Toc19634958][bookmark: _Toc26876026][bookmark: _Toc35528794][bookmark: _Toc35533555][bookmark: _Toc45028937][bookmark: _Toc45274602][bookmark: _Toc45275189][bookmark: _Toc51168447][bookmark: _Toc202450276]The associated updated profiles are the following ones. In both cases, the Key Derivation Function (KDF) outputs a L-bytes string that must be parsed as Eph Encryption key || ICB || Eph. Mac Key, where Eph Encryption key is of size enkeylen, ICB is of size icblen, and Eph. Mac Key is of size mackeylen.
[bookmark: _Toc211892474]Profile A’ (update of Profile A to support PQC algorithm)
The ME and SIDF shall implement this profile. The parameters for this profile shall be the following:
-	KEM domain parameters						: ML-KEM-768 [21]
-	EC domain parameters							: Curve25519 
-	KEM primitive									: ML-KEM-768 [21]
-	EC Diffie-Hellman primitive					: X25519 
-	point compression								: N/A
-	KDF												: HMAC-based KDF RFC 5869 [83] (SHA-256)
-	Hash												: SHA-256
-	KDF inputs (see RFC 5869 [83] terminology):
		-salt 											: empty
		-IKM (input key material)					: Eph. shared key1 || Eph. shared key 2
		-Info											: Post-Quantum Ciphertext || Eph. Public key 
		-L (output length in octets)					: 80
-	MAC												: HMAC–SHA-256
-	mackeylen										: 32 octets (256 bits)
-	maclen											: 16 octets (128 bits) 
-	SharedInfo2										: the empty string
-	ENC												: AES-256 in CTR mode 
-	enckeylen											: 32 octets (256 bits)  
-	icblen												: 16 octets (128 bits)
-	backwards compatibility mode					: false
[bookmark: _Toc211892475]Profile B’ (update of Profile B to support PQC algorithm)
The ME and SIDF shall implement this profile. The parameters for this profile shall be the following:
-	KEM domain parameters						: ML-KEM-768 [21]
-	EC domain parameters							: secp256r1 
-	KEM primitive									: ML-KEM-768 [21]
-	EC Diffie-Hellman primitive					: Elliptic Curve Cofactor Diffie-Hellman Primitive 
-	point compression								: true
-	KDF												: HMAC-based KDF RFC 5869 [83] (SHA-256)
-	Hash												: SHA-256
-	KDF inputs (see RFC 5869 [83] terminology):
		-salt 											: empty
		-IKM (input key material)					: Eph. shared key1 || Eph. shared key 2
		-Info											: Post-Quantum Ciphertext || Eph. Public key 
		-L (output length)								: 80 
-	MAC												: HMAC–SHA-256
-	mackeylen										: 32 octets (256 bits)
-	maclen											: 16 octets (128 bits) 
-	SharedInfo2										: the empty string
-	ENC												: AES-256 in CTR mode
-	enckeylen											: 32 octets (256 bits)  
-	icblen												: 16 octets (128 bits)
-	backwards compatibility mode					: false

Editor’s Note: It is FFS whether the additional inputs to KDF which are sent in cleat text over the air can enhance security.
Editor’s Note: Reasons for using c1c2 as the input for the KDF are FFS.
[bookmark: _Toc211892476]7.2.1.8.3	Evaluation
TBD
[bookmark: _Toc205541846][bookmark: _Toc211892477]7.2.1.9	Solution #9 to SUCI calculation: SUPI Concealment using PQC Shared Key
[bookmark: _Toc205541847][bookmark: _Toc211892478]7.2.1.9.1	Introduction
[bookmark: _Toc205541848]To counter the threat of quantum computing to asymmetric cryptography used in ECIES scheme it is necessary to replace existing algorithms with new, quantum-resistant Post Quantum Cryptography (PQC) ML-KEM algorithms proposed by NIST [21].
[bookmark: _Toc211892479]7.2.1.9.2	Solution details
[bookmark: _Toc211892480]7.2.1.9.2.1 Processing on UE side
The PQC shared key generation scheme is implemented such that for computing a fresh SUCI, the UE uses the provisioned PQC-based public key of the home network, and PQC-based key encapsulation mechanism (KEM) according to the parameters provisioned by home network. The processing on UE side is done as mentioned below.
1. UE generates an ephemeral shared key and an encrypted PQC shared key based on a PQC-based public key associated with the home network.
2. UE generates ephemeral symmetric encryption key and ephemeral MAC key using a KDF function and ephemeral shared key.
3,4. UE protects the plaintext block (i.e. SUPI or UE ID), using the encryption key and the MAC key. The final output is the concatenation of encrypted PQC shared key, the ciphertext (i.e., Enc(SUPI)) value, and MAC tag value.
The Figure 7.2.1.9.2-1 illustrates the UE's steps.


Figure 7.2.1.9.2-1: Encryption based on PQC shared key generation at UE
Finally, the proposed solution comprises transmitting the encrypted PQC shared key along with cipher-text value and MAC-tag value associated with the subscriber by the UE to a network entity for authenticating the subscriber. The scheme output as defined in TS 23.003 [74] to be updated to scheme output shown in Figure 7.2.1.9.2-2.



Figure 7.2.1.9.2-2: Scheme output based on SUPI concealment using PQC shared key
NOTE: Ciphertext output from PQC key encapsulation is referred to as encrypted PQC shared key as there is another ciphertext value from step 3 of symmetric encryption, to avoid confusion.

[bookmark: _Toc211892481]7.2.1.9.2.2 Processing on home network side
The PQC shared key generation scheme is implemented such that for deconcealing a SUCI, the home network  uses the received encrypted PQC shared key, and the PQC-based private key of the home network. 
1. Home network (HN) decapsulates the encrypted PQC shared key to derive the ephemeral shared key.
2. HN generates ephemeral symmetric encryption key and ephemeral MAC key using a KDF function and derived ephemeral shared key.
3,4. HN verifies the MAC and decrypts the ciphertext to derive the plaintext block (i.e. SUPI or UE ID), using the MAC key and encryption key respectively.
Figure 7.2.1.9.2-3 illustrates the home network's steps.


Figure 7.2.1.9.2-3: Decryption based on PQC shared key generation at home network
NOTE: Ciphertext input to PQC key decapsulation is referred to as encrypted PQC shared key as there is another ciphertext value to step 3 of symmetric decryption, to avoid confusion.
[bookmark: _Toc211892482]7.2.1.9.2.2	Sample profile for SUCI Calculation
Profile C uses ML-KEM as defined in [21] to generate shared key Z1 integrated with AES encryption scheme.
[bookmark: _Toc211892483]7.2.1.9.2.2.1	Profile C (PQC only)
The ME and SIDF implement this profile. The parameters for this profile are the following:
- 	ML KEM parameters							: Level 3 (k, lattice dimension 3)
-	KDF												: ANSI-X9.63-KDF [9]
-	Hash												: SHA-256
- 	Shared secret key Z1								: Shared secret field from ML-KEM
-	MAC												: HMAC–SHA-256
-	mackeylen										: 32 octets (256 bits)
-	maclen											: 8 octets (64 bits)
-	SharedInfo1										: N/A
-	SharedInfo2										: the empty string
-	ENC												: AES–256 in CTR mode
-	enckeylen											: 32 octets (256 bits)
-	icblen												: 32 octets (256 bits)

[bookmark: _Toc211892484]7.2.1.9.3	Evaluation
TBD
[bookmark: _Toc211892485]7.2.1.10	Solution #10 to SUCI calculation: SUPI Concealment using Hybrid shared Key
Editor’s Note: Details on KDF inputs are FFS.
Editor's Note: The pros and cons (including security, complexity and efficiency) of combining traditional asymmetric cryptographic algorithms with post-quantum cryptographic algorithms for SUCI calculation is FFS.
Editor’s Note: Why to use an ad-hoc KEM combiner instead of adding a standard KEM combiner is FFS.
Editor’s Note:  Detailed profiles needs to update later including other options.
[bookmark: _Toc211892486]7.2.1.10.1	Introduction
Replacing classical cryptography with PQC algorithms at an early stage carries an inherent risk as a first time widespread deployment and more rigorous testing of PQC algorithms may be needed. So it will be beneficial to have it integrated with classical asymmetric cryptography based security mechanisms via a hybrid approach, where both classical asymmetric algorithms and post-quantum algorithms coexist. The main objective of a hybrid shared key generation mechanism is to enable the creation of a secure shared secret that remains protected as long as at least one of its underlying key exchange components remains uncompromised. In case vulnerabilities are found in either type of algorithm, the presence of both classical and post-quantum algorithms in a hybrid setup reduces the impact of potential breaches, providing additional resilience to the overall cryptography.
[bookmark: _Toc211892487]7.2.1.10.2	Solution details
[bookmark: _Toc211892488]7.2.1.10.2.1 Processing on UE side
The Hybrid shared key generation scheme is implemented such that for computing a fresh SUCI, the UE uses the provisioned EC based public key of the home network, provisioned PQC-based public key of the home network, freshly generated ECC (elliptic curve cryptography) ephemeral public/private key pair and PQC-based key encapsulation mechanism (KEM) according to the parameters provisioned by home network. The processing on UE side is done as mentioned below.
1. UE generates an ephemeral EC public key and an ephemeral EC private key at UE with Elliptical Curve (EC) key generation function.
2. UE generates a first ephemeral shared key (s1) based on the ephemeral EC private key of UE and an EC based home network public key.
3. UE generates a second ephemeral PQC shared key (s2) and an encrypted PQC shared key based on a PQC-based public key associated with the home network using ML-KEM [aa].
4. UE generates an ephemeral hybrid shared key based on the first ephemeral shared key and the second ephemeral shared key using methods like concatenation.
5. UE generates ephemeral symmetric encryption key and ephemeral MAC key using a KDF function and ephemeral hybrid shared key.
6. UE protects the plaintext block (i.e. SUPI or UE ID), using the encryption key and the MAC key. The final output is the concatenation of the ECC ephemeral public key, the encrypted PQC shared key, the ciphertext value, the MAC tag value.
Figure 7.2.1.10.2-1 illustrates the UE's steps.


Figure 7.2.1.10.2-1: Encryption based on Hybrid shared key generation at UE
Finally, the proposed solution comprises transmitting the encrypted PQC shared key along with the ephemeral public key of UE, the encrypted PQC shared key, the cipher-text value, and the MAC-tag value associated with the subscriber by the UE to a network entity for authenticating the subscriber. The scheme output as defined in TS 23.003 [74] to be updated to scheme output shown in Figure 7.2.X.Y.2-2.


Figure 7.2.1.10.2-2: Scheme output based on Hybrid PQC-based SUPI concealment
NOTE: Ciphertext output from PQC key encapsulation is referred to as encrypted PQC shared key as there is another ciphertext value from step 3 of symmetric encryption, to avoid confusion.
[bookmark: _Toc211892489]7.2.1.10.2.2 Processing on home network side
The Hybrid shared key generation scheme is implemented such that for deconcealing a SUCI, the home network uses the received ECC ephemeral public key of the UE, encrypted PQC shared key, EC based private key of the home network and the PQC-based private key of the home network. 
1. Home network (HN) generates a first ephemeral shared key (s1) based on the ephemeral EC public key, received from UE, and an EC based home network private key.
2. HN decapsulates the encrypted PQC shared key, received from UE, to derive the second ephemeral shared key (s2) using ML-KEM [aa].
3. HN generates an ephemeral hybrid shared key based on the first ephemeral shared key (s1) and the second ephemeral shared key (s2) using methods like concatenation.
4. HN generates ephemeral symmetric encryption key and ephemeral MAC key using a KDF function and ephemeral hybrid shared key.
5. HN verifies the MAC and decrypts the ciphertext to derive the plaintext block (i.e. SUPI or UE ID), using the MAC key and encryption key respectively.
Figure 7.2.1.10.2-3 illustrates the home network's steps.


Figure 7.2.1.10.2-3: Decryption based on Hybrid shared key generation at home network
NOTE: Ciphertext input to PQC key decapsulation is referred to as encrypted PQC shared key as there is another ciphertext value to step 3 of symmetric decryption, to avoid confusion.
[bookmark: _Toc205541840][bookmark: _Toc211892490]7.2.1.10.2.3	Sample Profiles for SUCI calculation
Profile C uses Post-Quantum Traditional (PQ/T) hybrid scheme as defined in RFC 9794 [7] which is a multi-algorithm scheme where at least one component algorithm is a post-quantum algorithm and at least one is a traditional algorithm. The traditional algorithm component uses its own standardized processing for key generation (section 6 of RFC 7748 [84]) and shared secret calculation (section 5 of RFC 7748 [84]). The Diffie-Hellman primitive X25519 (section 5 of RFC 7748 [84]) takes two random octet strings as input, decodes them as scalar and coordinate, performs multiplication, and encodes the result as an octet string. The shared secret output octet string from X25519 is used as the input Z in the ECIES KDF (section 3.6.1 of [9]). The post-quantum algorithm component of PQ/T scheme uses ML-KEM as defined in [aa]. Final shared secret key Z1	is derived from combining Z and shared secret generated from ML-KEM [aa]. Use the key derivation function KDF to generate keying data K of length enckeylen + icblen + mackeylen octets from Z1 and [SharedInfo1]. As the point compression is not applied for profile C, the prefix rule for compression type defined in [9] section 5.1.3 is not be used in profile C, i.e., there is no prefix for the ephemeral public key of Profile C. 
Profile D uses Post-Quantum Traditional (PQ/T) hybrid scheme as defined in RFC 9794 [7] which is a multi-algorithm scheme where at least one component algorithm is a post-quantum algorithm and at least one is a traditional algorithm. The traditional algorithm component uses point compression to save overhead and use the Elliptic Curve Cofactor Diffie-Hellman Primitive (section 3.3.2 of [9]) to enable future addition of profiles with cofactor h ≠ 1. For curves with cofactor h = 1 the two primitives (section 3.3.1 and 3.3.2 of [9]) are equal. The post-quantum algorithm component of PQ/T scheme uses ML-KEM as defined in [aa]. Final shared secret key Z1 is derived from combining Z and shared secret generated from ML-KEM [aa]. Use the key derivation function KDF to generate keying data K of length enckeylen + icblen + mackeylen octets from Z1 and [SharedInfo1].
[bookmark: _Toc211892491]7.2.1.10.2.3.1	Profile C (Hybrid 1)
The ME and SIDF implement this profile. The parameters for this profile are the following:
	- 	Identifier											: X25519MLKEM768 (Combining X25519 ECDH with ML-KEM-768)
-	EC domain parameters							: Curve25519 [84]
-	EC Diffie-Hellman primitive					: X25519 [84]
-	point compression								: N/A
- 	ML-KEM parameters							: Level 3 (k, lattice dimension 3)
-	KDF												: ANSI-X9.63-KDF [9]
-	Hash												: SHA-256
-	SharedInfo1										:  (the ephemeral public key octet string – see [9] section 5.1.3) 
- 	Shared secret key Z1								:  Z (see [9] section 5.1.3) || Shared secret field from ML-KEM
-	MAC												: HMAC–SHA-256
-	mackeylen										: 32 octets (256 bits)
-	maclen											: 8 octets (64 bits)
-	SharedInfo2										: the empty string
-	ENC												: AES–256 in CTR mode
-	enckeylen											: 32 octets (256 bits)
-	icblen												: 32 octets (256 bits)
[bookmark: _Toc19634959][bookmark: _Toc26876027][bookmark: _Toc35528795][bookmark: _Toc35533556][bookmark: _Toc45028938][bookmark: _Toc45274603][bookmark: _Toc45275190][bookmark: _Toc51168448][bookmark: _Toc202450277][bookmark: _Toc211892492]7.2.1.10.2.3.2	Profile D (Hybrid 2)
The ME and SIDF implement this profile. The parameters for this profile are the following:
	- 	Identifier											: SecP256r1MLKEM768 (Combining secp256r1 ECDH with ML-KEM-768)
-	EC domain parameters							: secp256r1 [10]
-	EC Diffie-Hellman primitive					: Elliptic Curve Cofactor Diffie-Hellman Primitive [9]
-	point compression								: true
- 	ML-KEM parameters							: Level 3 (k, lattice dimension 3)
-	KDF												: ANSI-X9.63-KDF [9]
-	Hash												: SHA-256
-	SharedInfo1										:  (the ephemeral public key octet string– see [9] section 5.1.3) 
- 	Shared secret key Z1								:  Z (see [9] section 5.1.3) || Shared secret field from ML-KEM
-	MAC												: HMAC–SHA-256
-	mackeylen										: 32 octets (256 bits)
-	maclen											: 8 octets (64 bits)
-	SharedInfo2										: the empty string
-	ENC												: AES–256 in CTR mode
-	enckeylen											: 32 octets (256 bits)
-	icblen												: 32 octets (256 bits)

[bookmark: _Toc211892493]7.2.1.10.3	Evaluation
TBD
[bookmark: _Toc211892494]7.2.1.11	Solution #11 to SUCI calculation: SUPI Concealment using hybrid method
Editor’s Note: Performances due to PQC operations performed after ECIES operations are FFS.
Editor’s Note: The pros and cons (including security, complexity and efficiency) of combining traditional asymmetric cryptographic algorithms with post-quantum cryptographic algorithms for SUCI calculation is FFS.
[bookmark: _Toc211892495]7.2.1.11.1	Introduction
Replacing classical cryptography with PQC algorithms at an early stage carries an inherent risk as a first time widespread deployment and more rigorous testing of PQC algorithms may be needed. So it will be beneficial to have it integrated with classical asymmetric cryptography based security mechanisms via a hybrid approach, where both classical asymmetric algorithms and post-quantum algorithms coexist. In case vulnerabilities are found in either type of algorithm, the presence of both classical and post-quantum algorithms in a hybrid setup reduces the impact of potential breaches, providing additional resilience to the overall cryptography. The hybrid method described here is applying PQC-based key encapsulation mechanism (KEM) to protect final output which is generated via ECIES.
[bookmark: _Toc211892496]7.2.1.11.2	Solution details
[bookmark: _Toc211892497]7.2.1.11.2.1 Processing on UE side
The processing on UE side is done as follows.


Figure 7.2.1.11.2.1-1: SUCI generation using hybrid method at UE
1. UE generates a final output_ECC using ECIES as described in Annex C.3.2 in TS 33.501 [4], where the final output_ECC is Eph. EC public key||ciphertext||MAC tag.
2. UE generates an ephemeral shared key (KPQC) and an encrypted PQC shared key based on a PQC-based public key associated with the home network.
3. UE generates ephemeral symmetric encryption key and ephemeral MAC key using a KDF function and KPQC.
4. UE protects the final output_ECC using the encryption key and the MAC key. The final output is the concatenation of encrypted PQC shared key, ciphertext (i.e., Enc(Eph EC public key||ciphertext||MAC)), and MAC tag value.
Figure 7.2.1.11.2.1-1 defines the scheme output (i.e., the final output in step 4) as a result of the above steps, as defined in TS 23.003 [74].


Figure 7.2.1.11.2.1-2: Scheme output based on hybrid method
NOTE: Ciphertext output from PQC key encapsulation is referred to as encrypted PQC shared key as there is another ciphertext value from step 3 of symmetric encryption, to avoid confusion.
[bookmark: _Toc211892498]7.2.1.11.2.2 Processing on home network side
The processing on home network (HN) side is done as follows.


Figure 7.2.1.11.2-3: Decryption based on hybrid method at home network
1. Home network (HN) decapsulates the encrypted PQC shared key to derive the ephemeral shared key (KPQC).
2. HN generates ephemeral symmetric encryption key and ephemeral MAC key using a KDF function and KPQC.
3. HN verifies the MAC and decrypts the ciphertext to derive the final output_ECC, using the MAC key and encryption key respectively.
4. HN obtain the plaintext block (i.e., UE ID) using ECIES as described in Annex C.3.3 in TS 33.501 [4].
NOTE: Ciphertext input to PQC key decapsulation is referred to as encrypted PQC shared key as there is another ciphertext value from step 3 of symmetric decryption, to avoid confusion.
[bookmark: _Toc211892499]7.2.1.11.3	Evaluation
TBD

[bookmark: _Toc211892500]7.2.2	Solutions to MIKEY-SAKKE key exchange
Editor’s Note: If only SUCI calculation is considered, this subclause may be removed. If other protocol, e.g. MIKEY-SAKKE is studied, this subclause is used for each of such protocol identified. 
[bookmark: _Toc211892501]7.2.2.Y	Solution #Y to MIKEY-SAKKE key exchange
[bookmark: _Toc211892502]7.2.2.Y.1	Introduction
[bookmark: _Toc211892503]7.2.2.Y.2	Solution details
[bookmark: _Toc211892504]7.2.2.Y.3	Evaluation

[bookmark: _Toc157853547][bookmark: _Toc211892505]8	Conclusions
Editor’s Note: This clause contains agreed conclusions and any normative work is recommended.
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