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Comments

The pCR cleans up the TR by converting the following editor’s notes to notes.
Clause 5.5.3:

Editor’s Note: Secure storage and processing of credentials (on the AIoT device) for solution not reusing existing authentication framework as per the note above is ffs. 

Editor's Note: Whether performing authentication is to be mandated or optional, one way or mutual, or left to the application layer is to be discussed and decided in the conclusion.
Clause 6.7.3:

Editor’s Note: Further evaluation is FFS.
Clasue 6.8.2:

Editor’s Note: The synchronization issue is FFS. 

Clause 6.8.3:

Editor’s Note: Further evaluation is FFS.

Clause 6.11.2:

Editor’s Note: it is FFS whether the nr of interactions with the device are feasible for AIoT
Clasue 6.11.3:

Editor’s Note: The solution needs to be aligned with the final SA2 conclusions on the architecture.

Clasue 6.12.2:

Editor’s Note: it is FFS whether the number of device interactions are feasible for AIoT
Editor’s Note: how USIM is supported is FFS

Clasue 6.12.3:

Editor’s Note: The solution needs to be aligned with the final SA2 conclusions on the architecture.
Clasue 6.13.2.1:

Editor’s Note: Whether Nonce in Step 6 can be sent to the device depends on RAN paging message

Clasue 6.13.3:

Editor’s Note: The solution needs to be aligned with the final SA2 conclusions on the architecture.

Editor’s Note: further evaluation is FFS

Clasue 6.14.3:

Editor’s Note: Further evaluation is FFS.
Clasue 6.19.2:
Editor’s Note: It’s FFS which 5G NF performs the authorization and provisions the security material.

Editor’s Note: Whether ntopo2 key is long-term key or not and the security impact of ntopo2 key being a long-term key is not addressed in the present document.
Clasue 6.20.3:
Editor’s Note: Further evaluation is FFS.

Clasue 6.21.3:
Editor’s Note: Further evaluation is FFS.
Clasue 6.26.2:
Editor’s Note: It is FFS whether the device ID must be concealed.

Clasue 6.26.3:
Editor’s Note: Further evaluation is FFS.
Clasue 6.34.2:
Editor’s Note: Whether DL frequency and UL frequency need to be the same is FFS.
Editor’s Note: L1 measurements in this solution is contingent and subject to RAN1 work.
Editor’s Note: it is FFS whether the key generation for AIoT devices in close proximity result in the same key.

Editor’s Note: How to set up measurements and adapt to paging procedure is FFS.

Editor’s Note: The evaluation on the risk of exposing AIOT ID to the Reader is FFS. 
Clasue 6.37.2:
Editor’s Note: Impact of using UDM on the network for credential storage and key generation is FFS.

Clasue 6.39.2:
Editor’s Note: It is FFS whether the key hierarchy resulting from the authentication could be further reduced depending on the conclusions of other key issues, e.g. key issue #4 "Protection of information during AIoT service communication".

Clasue 6.44.2:
Editor’s note: It is not clear why pseudo-identifiers can make network authentication on AIoT device side.

Editor’s note: It is not clear why pseudo-identifiers can provide parameter to network for further authentications.

Editor’s note: It is not clear what AIoT authentication Function means.

Editor’s note: It is not clear what the impacts are to the device that is not paged.
Editor’s note: It is not clear what key is used for encryption/decryption without K.
Editor’s note: It is not clear how the AIOTF can page the device if it loses the nonce returned.

Clasue 6.44.3:
Editor's Note: Further evaluation is FFS.
* * * First Change * * * *

5.5.3
Potential security requirements
The 5G system shall provide a means to perform mutual authentication between the AIoT device and the network.

Authentication credentials shall be securely stored in the ADM. In case of SNPN, AIoT device credential can be stored in the credential holder instead of ADM.
NOTE: If solution reuses the existing authentication framework (e.g., 5G-AKA, EAP-AKA’, other EAP methods for SNPN), the existing UE security requirements in TS 33.501[5] apply. Otherwise, the core network entities, if any, that are used for authentication are dedicated for Ambient IoT service.

NOTE: The present document does not address secure storage and processing of credentials (on the AIoT device) for solution not reusing existing authentication framework as per the note above.. 

NOTE: Whether performing authentication is to be mandated or optional, one way or mutual, or left to the application layer is to be discussed and decided in the conclusion.

* * * Next Changes * * * *

6.7.3


Evaluation

This solution fulfils the requirements of KI #5 for inventory and command case.
For inventory and command (e.g. Read/Write/Disable) cases, AIoT Device is able to verify the network, thus mitigate forge command to the AIoT Device.

For inventory and command (e.g. Read) case, network is able to verify the AIoT Device, thus mitigate forge data from the AIoT Device to the network.

NOTE: No further evaluation is expected.
* * * Next Changes * * * *

6.8.2
Details

[…………………………..]
Step16. AIoT device verifies if the network authentication Token is correct. If yes, then the authentication of the network is successful, and AIoT device continue with the subsequent  UL message. Otherwise, the AIoT device will cease the procedure.

Depending on the device capability, network should decide how often authentication to be performed. If the device capability is sufficient and the authentication is not run every time before the inventory request, the network and the device shall maintain the authentication status of the devices. If the AIoT device capability is too limited, i.e. no storage for the authentication status, the network may need to run the authentication every time when the inventory is triggered.

NOTE: The synchronization issue is not addressed in the present document. 


Note: The solution will need to be aligned with SA2 architecture. 
6.8.3
Evaluation

The network verifies the AIoT device by comparing the RES and XRES (in step 10), the AIoT device verifies the network by calculating the token (in step 16). 

The device needs to support the capabiltiy of calculating the RES and Token. 

The network needs to support the capability of calculating the Token and XRES.
NOTE: No further evaluation is expected in the present document. 

* * * Next Changes * * * *

6.11.2
Solution details
[………………………………..]
18. The AIoT Reader stores the MSK and forwards the EAP-Success to the AIoT Device in a L2 message.
NOTE: The present document does not address whether the nr of interactions with the device are feasible for AIoT
6.11.3
Evaluation

NOTE: Solution alignment with the final SA2 conclusions on the architecture is not addressed in the present document.

* * * Next Changes * * * *

6.12.2
Solution details
[,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,]

16. AIoT Function sends an EAP-Success/EAP-5G to the AIoT device upon reception of the MSK, and the SUPI and if available the GPSI.

NOTE: The present document does not address whether the number of device interactions are feasible for AIoT
NOTE: USIM support is not addressed in the present document.
6.12.3
Evaluation

NOTE: Solution alignment with the final SA2 conclusions on the architecture is not addressed in the present document.
* * * Next Changes * * * *

6.13.2.1
Solution details
[……………………………….]

23. The AIoT Function sends a AIoT Response to the NEF, including the result of the Command Request.

24. The Nef forwards the AIoT Response to the AF.

NOTE: The present document does not address whether Nonce in Step 6 can be sent to the device depends on RAN paging message

* * * Next Changes * * * *

6.13.3
Evaluation

NOTE: Solution alignment with the final SA2 conclusions on the architecture is not addressed in the present document.

The solution requires a preconfiguration of a security key and/or group security key in the AIoT Device and in the AF.

For addressing, the solution requires a preconfiguration of a Default ID and/or Group ID in the AIoT Device and in the AF.

Authentication is performed with HMAC of the Default ID as a proof of the security key.

Temporary ID and Encryption Key generation is performed in one operation with an HMAC of SQN and Nonce.

NOTE: Further evaluation is not expected in the present document
* * * Next Changes * * * *

6.14.3
Evaluation

This solution fulfils KI#4 requirements with the following properties.

· For Inventory service, as proposed in this solution the use of TempID that is send only once over the radio interface provides information protection. If needed, further protection can be achieved by the network performing an individual inventory request.

· For the command service, as proposed in this solution the Temp IDs serves dual purpose i.e., addressing the device and deriving MAC (used as freshness parameter). That is beneficial as AIoT devices are power constraint. 

NOTE: Further evaluation is not expected in the present document.

* * * Next Changes * * * *

6.19.2
Solution details

[………………………..]
4.
The 5G NF checks whether the AIoT capable UE is authorized to work as Intermediate UE for Ambient IoT service and provisions Ntopo2 security material. The 5G NF may check the Ambient IoT service authorization information for the AIoT capable UE with the AF.

NOTE: Which 5G NF performs the authorization and provisions the security material is not addressed in the present document.

5.
The 5G NF returns the Ntopo2 security material in Key Response Message. In addition, the 5G NF may include the chosen Ntopo2 ciphering algorithm, the Ntopo2 security policies, and the information that is associated with Ntopo2 security material as described in step 3. 
6.
The AIoT capable UE interacts with NG-RAN for radio resource allocation if the UE is authorized as in step 1.

NOTE3:
The detail for radio resource allocation is assumed to be defined by RAN.

7.
If the AIoT service request is Inventory Request, the AIoT capable UE initiates Inventory request over Ntopo2, selects Ntopo2 security material as received in step 5 and based on the associated security material information and input parameters in AIoT service request, and protects the Inventory request message with Ntopo2 security material.

8.
If verification of the protected Inventory request message is successful based on the Ntopo2 security material received in step 0, the AIoT device reports the device ID and/or other info to the AIoT capable UE in the response message. The response message is protected by Ntopo2 security material. Successful verification of the protected Inventory request message assures the AIoT device that the AIoT capable UE is authorized to provide the AIoT service.
9.
If the AIoT service request is Command Request, the AIoT capable UE initiates Command request over Ntopo2 and protects the Command request message with Ntopo2 security material simliar as step 7. 

10.
If verification of the protected Command request message is successful based on the Ntopo2 security material received in step 0, the AIoT device performs the Command and sends the response message. The response message is protected by Ntopo2 security material. Successful verification of the protected Command request message assures the AIoT device that the AIoT capable UE is authorized to provide the AIoT service.
11.
The AIoT capable UE verifies the AIoT service response messange (Inventory  response or Command response). Successful verification of the AIoT service response message assures the AIoT capable UE that the AIoT device is authorized for the AIoT service. The AIoT capable UE sends the AIoT service response to the AF. The AIoT service response may be sent to the AF via 5GC or directly over user plane.
Note: What is the security material and the protocol betwen AIoT device and reader is not addressed in the present document.

NOTE: Whether ntopo2 key is long-term key or not and the security impact of ntopo2 key being a long-term key is not addressed in the present document.
* * * Next Changes * * * *

6.20.3


Evaluation

This solution addresses the requirement of Key issue #3.
This solution proposes a lightweight privacy protection method for the AIoT Device identity. The proposed method provides lightweight confidentiality protection of AIoT Device identifiers.

Impact on the AIoT device and RAN Reader:

The AIoT device is assumed to have sufficient power budget to compute multiple HASH(RAND_READ, AIoT_ID).  This computation (i.e., step 7) is required for every AIoT device in range for every received paging message if protection of paging messages is required. 

The RAN Reader needs to be configured with AIoT_ID list and be able to compute HASH(RAND_READ, AIoT_ID). 

NOTE: Further evaluation is not expected in the present document.

* * * Next Changes * * * *

6.21.3


Evaluation
This solution addresses the requirement of Key issue #3.
This solution proposes a method for the establishment of the ephemeral security context that can be used for privacy protection for the AIoT Device identity. 
A limited paging message link budget may preclude using multiple puzzles in paging messages.

The use of ephemeral security association before the AIOT command triggering may cause an additional resource consumption for all AIOT devises in range.

Power and processing-constrained AIOT devices might not be capable of using puzzle-based methods. In addition, puzzle-based methods rely on the comparative abilities of AIOT devices vs. adversaries that may be not power and processing-constrained. A security analysis is needed to determine the applicability of puzzle-based methods in AIOT security.

NOTE: Further evaluation is not expected in the present document.
* * * Next Changes * * * *

6.26.2.1 
Temporary ID generation.

[………………]

1. The AIoT device is triggered to onboard and sends an onboarding request that includes (device owner ID, device ID). The network either holds the necessary information to continue the onboarding or connects to the device owners AF and retrieves the necessary information from the AF to continue the onboarding.

NOTE:
How the AIoT device is triggered to request onboarding is up to SA2 WG to specify.

The CN NF sends a response message (Accept/Reject, selected TempID algorithm, seed) to the AIoT device. 

NOTE: The present document does not address FFS whether the device ID must be concealed.

2. The CN NF creates a AIoT device context and generates locally the TempID to be used when triggering the AIoT device next time e.g. when sending a Command to the AIoT device. To generate the TempID the CN NF uses the device security key received by the device owner AF, selected algorithm, and seed.

3. The AIoT device generates locally the TempID to be used next time. To generate the TempID the AIoT device uses its pre-provisioned security key and the selected algorithm and seed received in the response message.

4. The CN NF sends a command message or Inventory request, that may be triggered by 3rd-part AF. The Command message includes the AIoT device TempID, PDU.

5. The AIoT device only considers Command message that includes its expected TempID and check the command PDU. In case of Inventory request the AIoT device check whether the Inventory is for the device.

6. The AIoT device responds to the Command or Inventory request.

7. Both the AIoT device and CN NF generates the next temporary ID.

* * * Next Changes * * * *

6.26.3
Evaluation

This solution fulfils KI#3 requirements with the following properties.

· The AIoT device can pre-calculate TempIDs e.g., before going back to sleep after an event. That allows the AIoT device to immediately correlate any DL trigger using the pre-calculated Temp ID. 

· Locally generated TempIDs reduces power consumption as there is no need to send encrypted Temporary IDs over the radio interface.

· Locally derived Temp IDs in both in the CN NF and AIoT device have a risk to get out-of-synch with each other. To mitigate this the following is proposed:

· The CN NF can when detected out-of-synch send a new seed to the AIoT device to restart the algorithm. Restarting the algorithm has some overhead. To recover from the out-of-sync issue without restarting the algorithm, the CN NF and device can perform the following:

· On the CN NF side, the NF can check the received TempID against the sequence of TempIDs and continue from there.

· On the AIoT device side, the device may save old TempID and check received TempID in the DL trigger message against those.

· There is no guarantee that the TempID is unique. In case the CN NF receives a TempID and the CN NF has duplicates of this TempID, the CN NF can trigger the AIoT device with next TempID to determine the AIoT device.
NOTE: Further evaluation is not expected in the present document.
* * * Next Changes * * * *

6.34.2
Solution details
[………………………………]

7. The BS/UE Reader forwards the AIoT device ID to the AIoT NF.

8. The AIoT NF sends the AIoT device ID to the AF via the NEF.
NOTE: The following are not addressed in the present document

Whether DL frequency and UL frequency need to be the same.
L1 measurements in this solution being contingent and subject to RAN1 work.
whether the key generation for AIoT devices in close proximity result in the same key.

How to set up measurements and adapt to paging procedure.

The evaluation on the risk of exposing AIOT ID to the Reader. 
* * * Next Changes * * * *

6.37.2
Solution details

[…………………………..]
12. The Reader forwards the Command request to the AIoT device.

13. The AIoT device computes the AK in the same way as the ADM and decrypts the concealed SQN. Then the AIoT device executes the validation procedures of the SQN in the same way as the 5G-AKA (including the re-synchronisation procedures). If the SQN is valid, then it verifies MAC.
14 – 17.  Optionally AIoT device sends command response message.
NOTE: Impact of using UDM on the network for credential storage and key generation is not addressed in the present document.

* * * Next Changes * * * *

6.39.2
Solution details

The following authentication frameworks specified in TS 33.501 [12] can be used to perform authentication between an AIoT device and AUSF/UDM (or AAA-S): 5G AKA, EAP-AKA’, EAP-TLS or any other key-generating EAP-method.

The choice of the authentication framework depends on the deployment scenario and is compliant with TS 33.501 [12].

In case of 5G AKA, one possible solution could be the following: the paging message sent by the AIoT reader to the AIoT device contains AIoT Device Identifier and also RAND, AUTN values provided by the AIoT authentication server (AUSF/UDM) of an operator or a third party. Once the Ambient IoT device has verified the received SQN value and computed the RES response as specified in TS 33.501 [12], the D2R data transmission returns at least AIoT Device Identifier and RES value to the AIoT reader.

RAN reader and AIoTF do not perform any cryptographic computation of the authentication procedure. 

The key hierarchy resulting from the authentication procedure is adapted to AIoT service, e.g. there is no key derived for handover and mobility.  

NOTE: The present document does not address whether the key hierarchy resulting from the authentication could be further reduced depending on the conclusions of other key issues, e.g. key issue #4 "Protection of information during AIoT service communication".

* * * Next Changes * * * *

6.44.2
Solution details

[……………………..]
8. After that, if E(nonce') is available, AIoT NF forwards E(nonce') to AIoT NF authentication Function. 
9. When authentication Function gets nonce' from E(nonce'), it calculates pseudo-identity pID1=E(ID, K, nonce') for next round authentication.
NOTE: The following are not addressed in the present document:
why pseudo-identifiers can make network authentication on AIoT device side.

why pseudo-identifiers can provide parameter to network for further authentications.

what AIoT authentication Function means.

what the impacts are to the device that is not paged.
what key is used for encryption/decryption without K.
how the AIOTF can page the device if it loses the nonce returned.

6.44.3
Evaluation

NOTE: Further evaluation is not expected in the present document.
* * * End of Changes * * * *

