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Comments

This contribution proposes to address the editor’s notes in clause 5.2.2 of draft TS 33.369.

Regarding the RANDAIOT_n generation, it’s proposed that ADM generates RANDAIOT_n and AIOTF acquires such random. With this approach, the RANDAIOT_n generation is fully under control of ADM. 

Regarding the analysis of ADM load, the ADM resource is not a bottleneck from our point of view. Typically, one CPU could support 500 device/s based on internal evaluation. In addition, the AIoT system is defined as private network (isolated network deployment that does not interact with a public network) in R19. The ADM can be distributed and deployed in private network. 
Regarding the mutual authentication, for command case, the network authentication by the device is implicit and is achieved via a successful MAC verification of the command request message based on the derived KAIOTF.
**** START OF 1st CHANGE *****
5.2.2
Authentication procedure 

The authentication procedure is aligned with inventory procedure and command procedure in 6.2.2 and 6.2.3 of TS 23.369[2].


[image: image1.emf]9. Return authentication data

AIoT 

Device

AIoT 

RAN

AIOTF ADM NEF AF

0. Step 1-6 of clause 6.2.2 for inventory or 6.2.3 for Command as in TS 23.369

7. Retrieve authentication data

8. Derive XRES

AIOT

10. Verify RES

AIOT

 

3. Paging request  

(RAND

AIOT_n

) 

6. Inventory Response

(RAND

AIOT_d, 

RES

AIOT

 )

1. RAND

AIOT_n

 generation

4. Derive RES

AIOT

 for network 

authenticating AIoT Device

2. Inventory Request

 (RAND

AIOT_n

) 

5. D2R message

(RAND

AIOT_d, 

RES

AIOT

)


Figure 5.2.1-1: Authentication procedure 

 0. Step 1-6 of clause 6.2.2 Procedure for Inventory or clause 6.2.3 Procedure for command in TS 23.369 [2] is performed. 

1. ADM shall generate a 128-bit long random parameter called RANDAIOT_n. AIOTF shall acquire one or multiple RANDAIOT_n from ADM.

NOTE: The retrieval of RANDAIOT_n can be performed before or after step 0, which is based on local policy. 

2. AIOTF shall send inventory request message including RANDAIOT_n to NG-RAN. 
Editor’s Note: The inclusion of RANDAIOT_n in Paging Request and the size of RANDAIOT_n needs RAN confirmation.
3. NG-RAN shall send the paging request message including RANDAIOT_n to the AIoT device.

4. AIoT device shall generate a 128-bit long random parameter called RANDAIOT_d. Upon receiving the paging request message, AIoT device shall derive RESAIOT using KAIoT, RANDAIOT_d and RANDAIOT_n for network authenticating AIoT Device as specified in Annex X.Y. 



5. AIoT device sends D2R message to the NG-RAN, including RESAIOT and RANDAIOT_d from device.



6.  NG-RAN sends Inventory report message to AIOTF, including the RESAIOT and RANDAIOT_d.

7. AIOTF sends device identifier, RANDAIOT_n and RANDAIOT_d to ADM.

8. ADM derives XRESAIOT using the same method as in AIoT device. For command case, ADM additionally derives KAIoTF as specified in Annex X.

9. ADM sends XRESAIOT and optionally KAIoTF to AIOTF. 
10. AIOTF verifies RESAIOT. If the verification is successful, the steps 12-14 in clause 6.2.2 for inventory procedure or the step 8-11of clause 6.2.3 for command procedure in TS 23.369 [2] continues. 

The device is authenticated by the network via the successful verification of RESAIOT in step 12. For the command case, the network is implicitly authenticated by the device via the successful verification of the MAC calculated using the KAIOTF and included in the command request as described in clause 5.2.3.

***** END OF 1st CHANGE *****
**** START OF 2nd CHANGE *****
Annex X (normative): 
Key derivation functions

X.1
KDF interface and input parameter construction

X.1.1
General

All key derivations (including input parameter encoding) for 5GC shall be performed using the key derivation function (KDF) specified in Annex B.2.0 of TS 33.220 [yy]. 
This clause specifies how to construct the input string, S, and the input key, KEY, for each distinct use of the KDF. Note that "KEY" is denoted "Key" in TS 33.220 [yy].
X.1.2
FC value allocations

The FC number space used is controlled by TS 33.220 [yy], FC value allocated for the present document is 0xAA-0xZZ. 

X.Y
RESAIOT and XRESAIOT derivation function

When deriving a RESAIOT and XRESAIOT from KAIOT, the following parameters shall be used to form the input S to the  KDF:
-
FC = 0xBB,

-
P0 = RANDAIOT_n,
-
L0 = length of RANDAIOT_n (i.e. 0x00  0x10),
-
P1 = RANDAIOT_d.

-
L1 = length of RANDAIOT_d (i.e. 0x00  0x10),
The input key KEY shall be KAIOT.
***** END OF 2nd CHANGE *****
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