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Discussion
3.1
CAPIF interconnection
3.1.1
Introduction 
In TR 33.700-22 [3], key issue#3 deals with CAPIF interconnection security with the following security requirements to be addressed:

1. The CAPIF should support mutual authentication between API invoker and AEF when AEF service APIs are published via CAPIF-6/6e reference point in CAPIF interconnection scenarios.

2. The API invoker should support retrieval of the security method needed for accessing service APIs when these AEF service APIs are published via CAPIF-6/6e reference point in CAPIF interconnection scenarios.

3. The CAPIF should support authorization and revocation of the API invoker in CAPIF interconnection scenarios. 

4. The transport of messages over the CAPIF-6 and CAPIF-6e reference points should be integrity protected.

5. The transport of messages over the CAPIF-6 and CAPIF-6e reference points should be protected from replay attacks.

6. The transport of messages over the CAPIF-6 and CAPIF-6e reference points should be confidentiality protected.

7. The CAPIF should support mechanisms for mutual authentication between CCFs over the CAPIF-6/6e reference point.

During study phase, several aspects were left to be decided during normative work. This discussion paper highlights those aspects to provide more clarification on procedures defined in TS 23.222 [1] for progress in SA3 normative work on security procedures for CAPIF interconnect scenario.
3.1.2
CAPIF interconnection procedures as in TS 23.222 [1]
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Figure 1: Business model for CAPIF interconnection
According to TS 23.222 [1], the CAPIF provider A and CAPIF provider B host the CAPIF in their trust domains. A business relationship exists between the CAPIF providers.

Observation 1: API provider does not have any service agreement/arrangment with the CAPIF provider – A.

Assumption as per clause 8.25.3.7, TS 23.222 [1]: 

· API invoker is onboarded to CCF-B or API invoker and CCF-B are in the same trusted domain.

· AEF and CCF-A are in the same trusted domain.

Proposal 1: It is proposed to follow the same assumption as in TS 23.222 during normative work i.e., API invoker is onboarded to CCF-B or API invoker and CCF-B are in the same trusted domain. AEF and CCF-A are in the same trusted domain. 
Information flows for support of CAPIF interconnection:
Below are some excerpts from TS 23.222 [1] to give an understanding of the information flows during interconnection API publish procedure, interconnection service API discover request and interconnection get service API request.

[----snip----] 

8.25.2.1
Interconnection API publish request

Table 8.25.2.1-1 describes the information flow interconnection API publish request from CAPIF core function to CAPIF core function.

Table 8.25.2.1-1: Interconnection API publish request

	Information element
	Status
	Description

	CCF information
	M
	The information of the CAPIF core function which publishes APIs, may include identity, authentication and authorization information

	Service API information
	O

(see NOTE 1)
	The service API information includes the service API name, API provider name (optional), List of public IP ranges of UEs (optional and applicable only on CAPIF-6 interface), service API category (e.g. V2X, IoT), service API status (e.g. active, inactive), communication type, description, Serving Area Information (optional), AEF location (optional), interface details (e.g. IP address, port number, URI), protocols, version numbers, data format, Service KPIs (optional), and Network Slice Info (optional).

	Service API category
	O
	Service API category

	Shareable information
	O
(see NOTE 2)
	Indicates whether the service API information or the service API category can be published to other CCFs. And if sharing, a list of CAPIF provider domain information where the service API information or the service API category can be published is contained.

	NOTE 1:
Either the Service API information or Service API category shall be present.

NOTE 2:
If the shareable information is not present, the service API information is not allowed to be shared. There is one and only one CAPIF provider domain information sharable via the CAPIF-6e interface.


[----snip----] 

Observation 2: During interconnection publish, the API publishing function sends the service API information to the CCF that is to be published to other CCFs (in same or different trusted domain). This service API information is then published by the CCF to other CCFs (in same or different trusted domain) in service API publish procedure. Assuming that both CCFs publishes their service API information to each other, the possible information that both CCFs are available with through publish procedure are as follows:

1. CCF-A and CCF-B are aware of the service API information supported by the CCFs in their provider domain. This service API information includes service API name, API provider name and other possible parameters as specified in Table 8.25.2.1-1.
2. CCF-A and CCF-B are aware of the sharable information i.e., whether service API information obtained during publish procedure can be shared to other CCFs along with the CAPIF provider domain information where service API information can be published.

It is clear from the table that no information about the onboarded API invokers are shared between CCFs.

[----snip----] 
8.25.2.3
Interconnection service API discover request
Table 8.25.2.3-1 describes the information flow interconnection service API discover request from one CAPIF core function to another CAPIF core function.

Table 8.25.2.3-1: Interconnection service API discover request
	Information element
	Status
	Description

	CAPIF core function identity information
	M
	Identity information of the CAPIF core function discovering service APIs 

	Query information
	M
	Criteria for discovering matching service APIs or CAPIF core function (e.g. service API category, Serving Area Information (optional), UE IP address (optional), preferred AEF location (optional), required API provider name (optional), interfaces, protocols, Service KPIs (optional), and Network Slice Info (optional))
(see NOTE)

	NOTE:
It should be possible to discover all the service APIs.


[----snip----] 

8.25.2.4
Interconnection service API discover response
Table 8.25.2.4-1 describes the information flow interconnection service API discover response from one CAPIF core function to another CAPIF core function.

Table 8.25.2.4-1: Interconnection service API discover response
	Information element
	Status
	Description

	Result
	M
	Indicates the success or failure of the discovery of the service API information

	Service API information
	O
(see NOTE)
	List of service APIs corresponding to the request, including service API information as specified in Table 8.25.2.1-1.

	CAPIF core function identity information
	O
(see NOTE)
	Indicates the CAPIF core function matching the query criteria

	NOTE:
The service API information or the CAPIF core function identity information or both shall be present, if the Result information element indicates that the interconnection service API discover operation is successful. Otherwise, both shall not be present.


[----snip----] 

Observation 3: API invoker performs service API discovery for interested service APIs and/or the interface information of a particular service API before service invocation. During interconnection service API discover procedure, the CCFs sends query information including the criteria for discovering matching service APIs or CAPIF core function. As part of this procedure CCFs responds with the CAPIF core function or the service API information matching the query criteria.
It is clear from the table that no information about the onboarded API invokers are shared between CCFs.
8.25.2.7
Interconnection get service API request

Table 8.25.2.7-1 describes the information flow interconnection get service API request from a CAPIF core function to another CAPIF core function.

Table 8.25.2.7-1: Interconnection get service API request
	Information element
	Status
	Description

	CCF information
	M
	The information of the CAPIF core function that wants to retrieve service APIs information. It may include identity, authentication and authorization information

	Service API published information reference (see NOTE)
	M


	The information which can be used for referencing the information (set) about the published service API by the CCF which publishes service APIs

	NOTE:
Obtained during the interconnection API publish procedure in clause 8.25.3.1.


8.25.2.8
Interconnection get service API response

Table 8.25.2.8-1 describes the information flow interconnection get service API response from a CAPIF core function to another CAPIF core function.

Table 8.25.2.8-1: Interconnection get service API response
	Information element
	Status
	Description

	Result
	M
	Indicates the success or failure of getting the service API information

	Service API information
	O
(see NOTE)
	The service API information includes the service API name, service API category, communication type, description, Serving Area Information (optional), interface details (e.g. IP address, port number, URI), protocols, version numbers, data format, Service KPIs (optional) , and Network Slice Info (optional). 

	NOTE:
Shall be present if the Result information element indicates that the interconnection get service API request is successful. Otherwise, service API information shall not be present.


[----snip----] 

Observation 4: It is clear from the table that no information about the onboarded API invokers are shared between CCFs during interconnection get service API procedure. 

During Authentication intiation procedure as in clause 6.5.2, TS 33.122 [2], the API invoker sends the CAPIF core function assigned API invoker ID in the request message. This procedure deals with the scenario where API invoker, AEF and CCF are in same trusted domain, hence the AEF contacts the CCF to retrieve the security information required for authentication.

However, in case of CAPIF interconnection scenario the API invoker onboarded CCF-B and AEF registered CCF-A are not same. When AEF receives the request for authentication intiation from the API Invoker, the API invoker will send the API invoker ID and the requesting service API information in the request message, then the AEF has to contact the CCF-A to fetch the security information for authentication. When AEF contacts the CCF-A, the CCF will determine that the API invoker is from different trust domain from the API invoker ID (as it is not onboarded to the AEF registered CCF-A). As in observation 2, 3 and 4, AEF registered CCF-A will not be aware of which CCF to contact to fetch the security information for the authentication procedure. 

Observation 5: AEF registered CCF-A only has information on service APIs published by CCF-B but does not have any information on the on-boraded API invoker(s). 

Observation 6: There is no defined format for an API invoker identity it is upto implementation. Hence, there is no possibility of identifying the CCFs from API invoker ID. 

Proposal 2: To address the issues mentioned in observation 2, 3, 4, 5 and 6, it is proposed that API invoker should send the onboarded CCF information (CCF-B ID) in the authentication request message. If AEF receives the CCF-B ID along with the API invoker ID and the service API information, the CCF-A can easily determine which CCF (CCF-A) and for which API invoker to contact to retrieve the security information for authentication. 
Proposal 3: To send an LS to SA6 for clarification on business concerns (if any) due to CCF-B ID being shared to AEF in different trusted domain.

Information flows for support of authorization during CAPIF interconnection:

In clause 8.25.2.14, 8.25.2.15 and 8.25.3.9, TS 23.222 [1] defines procedure for obtaining access control policy in CAPIF interconnection. This access control policy does not relate to the authorization information. Table E-1 in TS 23.222 specifies it as the volume limit (total number of invocations allowed), time limit (time range of the day during which the service API invocations are allowed) and rate limit (allowed service API invocations per second) which one CCF can learn from other CCF.
According to clause 8.16 TS 23.222 [1] for service API invocation with AEF authorization to reduce latency during API invocation, the API invoker associated authorization information can be made available at the AEF after authentication between the API invoker and the CAPIF core function.
Observation 7: It is clear that access control policy and authorization information are different aspects. Procedure in clause 8.25.2.14, 8.25.2.15 and 8.25.3.9, TS 23.222 [1] is not same as obtaining authorization information.
However, it is upto SA3 to define this authorization information and the related procedure. Although the CCF-A (AEF registered one) could be the authorization server, it is upto SA3 to decide if the authorization is verified locally at CCF-B) if it has enough information or the required authorization information is fetched from CCF-B (API invoker onboared one).

Further, in clause 6.5.2.1 and 6.5.2.2 of TS 33.122, the following is specified for the authorization:
[----snip----] 
After successful establishment of TLS on CAPIF-2e reference point, the API exposing function shall authorize the API invoker's service API invocation request based on authorization information obtained from CAPIF core function as specified in subclause 8.16 of TS 23.222 [3].
[----snip----] 
The corresponding procedure in TS 23.222 [1] indicates that the authorization information is an optional IE and its inclusion is based on the chosen solution for authorization.
Observation 8: Authorization procedure is not defined in TS 33.122. Assuming it is local policy based, the AEF fetches the authorization information from CCF-A, as API invoker is not on-boarded to CCF-A, CCF-A has to fetch the authorization information from CCF-B.

Proposal 4: It is proposed that AEF obtain the authorization information from the CCF-A. In case CCF-A does not have sufficient information it can obtain the required information from CCF-B for the authorization purpose. 
Invoking Northbound API using OAuth 2.0 access token: 
In the scenario where API invoker, AEF and CCF are in same domain, after successful establishment of TLS session over CAPIF-1e, as described in subclause 6.3.1 TS 33.122 [2], the API invoker sends an Access Token Request message to the CAPIF core function. If the CAPIF core function successfully verifies the Access Token Request message, the CAPIF core function generates an access token specific to the API invoker and return it in an Access Token Response message.
Observation 9: For CAPIF interconnection scenario, there can be 2 possibilities:
1. CCF-B provides the access token for the service APIs published by CCF-A as it already has the service API information through publish procedure.
2. When API invoker sends authorization request to the CCF-B for service API access in CAPIF interconnection, CCF-A determines that the service API access authorization cannot be done by itself alone, then the CCF-B sends an interconnection obtain API authorization from the CCF-A. Then CCF-A provides the access token to API invoker for authorization.
Proposal 5: As authorization is to be specified by SA3, it proposed to consider both option 1 and 2.
4
Proposals
It is proposed to consider the below observations and proposal for drafting the CR for security procedure for CAPIF interconnection:
Observation 1: API provider does not have any service agreement/arrangment with the CAPIF provider – A.
Assumption as per clause 8.25.3.7, TS 23.222 [1]: 

· API invoker is onboarded to CCF-B or API invoker and CCF-B are in the same trusted domain.

· AEF and CCF-A are in the same trusted domain.

Observation 2: During interconnection publish, the API publishing function sends the service API information to the CCF that is to be published to other CCFs (in same or different trusted domain). This service API information is then published by the CCF to other CCFs (in same or different trusted domain) in service API publish procedure. Assuming that both CCFs publishes their service API information to each other, the possible information that both CCFs are available with through publish procedure are as follows:

1. CCF-A and CCF-B are aware of the service API information supported by the CCFs in their provider domain. This service API information includes service API name, API provider name and other possible parameters as specified in Table 8.25.2.1-1.

2. CCF-A and CCF-B are aware of the sharable information i.e., whether service API information obtained during publish procedure can be shared to other CCFs along with the CAPIF provider domain information where service API information can be published.

It is clear from the table that no information about the onboarded API invokers are shared between CCFs.

Observation 3: API invoker performs service API discovery for interested service APIs and/or the interface information of a particular service API before service invocation. During interconnection service API discover procedure, the CCFs sends query information including the criteria for discovering matching service APIs or CAPIF core function. As part of this procedure CCFs responds with the CAPIF core function or the service API information matching the query criteria.

It is clear from the table that no information about the onboarded API invokers are shared between CCFs.

Observation 4: It is clear from the table that no information about the onboarded API invokers are shared between CCFs during interconnection get service API procedure. 

Observation 5: AEF registered CCF-A only has information on service APIs published by CCF-B but does not have any information on the on-boraded API invoker(s). 

Observation 6: There is no defined format for an API invoker identity it is upto implementation. Hence, there is no possibility of identifying the CCFs from API invoker ID. 

Observation 7: It is clear that access control policy and authorization information are different aspects. Procedure in clause 8.25.2.14, 8.25.2.15 and 8.25.3.9, TS 23.222 [1] is not same as obtaining authorization information.

Observation 8: Authorization procedure is not defined in TS 33.122. Assuming it is local policy based, the AEF fetches the authorization information from CCF-A, as API invoker is not on-boarded to CCF-A, CCF-A has to fetch the authorization information from CCF-B.

Observation 9: For CAPIF interconnection scenario, there can be 2 possibilities:

1. CCF-B provides the access token for the service APIs published by CCF-A as it already has the service API information through publish procedure.

2. When API invoker sends authorization request to the CCF-B for service API access in CAPIF interconnection, CCF-A determines that the service API access authorization cannot be done by itself alone, then the CCF-B sends an interconnection obtain API authorization from the CCF-A. Then CCF-A provides the access token to API invoker for authorization.

Proposal 1: It is proposed to follow the same assumption as in TS 23.222 during normative work i.e., API invoker is onboarded to CCF-B or API invoker and CCF-B are in the same trusted domain. AEF and CCF-A are in the same trusted domain. 

Proposal 2: To address the issues mentioned in observation 2, 3, 4, 5 and 6, it is proposed that API invoker should send the onboarded CCF information (CCF-B ID) in the authentication request message. If AEF receives the CCF-B ID along with the API invoker ID and the service API information, the CCF-A can easily determine which CCF (CCF-A) and for which API invoker to contact to retrieve the security information for authentication. 
Proposal 3: To send an LS to SA6 for clarification on business concerns (if any) due to CCF-B ID being shared to AEF in different trusted domain.

Proposal 4: It is proposed that AEF obtains the authorization information from the CCF-A. In case CCF-A does not have sufficient information it can obtain the required information from CCF-B for the authorization purpose. 
Proposal 5: As authorization is to be specified by SA3, it proposed to consider both option 1 and 2.
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