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*****Start of Change 1*****
[bookmark: _Toc161750956]6.1	Security procedures for API invoker onboarding
The API invoker and the CAPIF core function shall follow the procedure in this subclause to secure and authenticate the onboarding of the API invoker to the CAPIF core function. The API invoker and the CAPIF core function shall establish a secure session using TLS. Security profiles for TLS implementation and usage shall follow the provisions given in TS 33.310 [2], Annex E . 
With a secure session established, the API Invoker sends an Onboard API Invoker Request message to the CAPIF core function. The Onboard API Invoker Request message carries an onboard credential obtained during pre-provisioning of the onboard enrolment information, which may be an OAuth 2.0 [4] access token. When the OAuth 2.0 token based mechanism is used as the onboarding credential, the access token shall be encoded as JSON web token as specified in IETF RFC 7519 [6], shall include the JSON web signature as specified in IETF RFC 7515 [7], and shall be validated per OAuth 2.0 [4], IETF RFC 7519 [6] and IETF RFC 7515 [7]. Other credentials may also be used (e.g. message digest). 
Figure 6.1-1 details the security information flow for the API invoker onboarding procedure. The OAuth 2.0 token based authentication credential is shown in this example.



Figure 6.1-1: Security procedure for API invoker onboarding 
1.	As a prerequisite to the onboarding procedure, the API invoker obtains onboarding enrolment information from the API provider domain. The onboarding enrolment information is used to authenticate and establish a secure TLS communication with the CAPIF core function during the onboarding process. The enrolment information includes details of the CAPIF core function (Address, and Root CA certificate) and includes an onboarding credential (the OAuth 2.0 [4] access token). 
If the API invoker resides as part of the UE, the onboarding credential is bound to the UE ID i.e, GPSI.
NOTE 1:	The procedure used to obtain the enrolment information by the API invoker is out of scope of the present document. 
2.	The API invoker and CAPIF core function shall establish a secure session based on TLS (Server side certificate authentication). The API invoker shall use the enrolment information obtained in step 1 to establish the TLS session with the CAPIF core function.
3.	After successful establishment of the TLS session, the API invoker shall send an Onboard API invoker request message to the CAPIF core function along with the enrolment credential (OAuth 2.0 [4] access token). The API invoker generates the key pair {Private Key, Public key} and provides the public key along with the Onboard API invoker request. 
If the API invoker resides as part of the UE, the Onboarding API invoker request additionally includes the UE ID i.e, GPSI, where the Onboarding credential includes either an OAuth 2.0 access token or message digest to be used as an authentication code to verify if the API invoker is part of the UE.
4.	The CAPIF core function shall validate the enrolment credential (OAuth 2.0 [4] access token). If validation of the credential (the OAuth 2.0 [4] access token in this example) is successful, the CAPIF core function shall generate an API invoker's profile as specified in TS 23.222 [3] which may contain the selected method for AEF authentication and authorization between the API Invoker and the AEF (see subclause 6.5.2). The CAPIF core function may generate API invoker's certificate on its own, for the assigned API invoker identity and public key. This certificate shall be used by the API invoker for subsequent authentication procedures with the CAPIF core function and may be used for establishing a secure connection and authentication with the API Exposing Function. The CAPIF core function may optionally generate an Onboard_Secret if the subscribed Service API uses Method 3 (as specified in clause 6.5.2.3 of the present document) for CAPIF-2e security. The Onboard_Secret value remains the same during the lifetime of the onboarding, and shall be bound to the CAPIF core function specific API Invoker ID. 
For the case of API invoker residing at UE, the CAPIF core function, on receiving the GPSI, validates the enrolment credential (i.e, OAuth 2.0 access token or message digest whichever is received) and if the validation is successful (e.g., if the GPSI bounded access token claims or message digest verification succeeds), the CAPIF core function generates the API invoker's profile and Onboard_Secret as described above for step 4 and additionally bound to the UE ID i.e., GPSI.
NOTE: For the case of API invoker being part of the UE, the enrolment credential generation and validation by the CAPIF core function is upto the implementation.
NOTE 2:	When API invoker's client certificate is issued by the third party, then in Step 3 the API invoker can additionally include the certificate in Onboard API Invoker request message. If the CAPIF core function trusts the issuer of the API invoker's client certificate, then the CAPIF Core Function includes the provided certificate in the API invoker's profile, in step 4. It is up to the CAPIF domain policy to accept the client certificates issued by third party.
5.	The CAPIF core function shall respond with an Onboard API invoker response message. The response shall include the CAPIF core function assigned API invoker ID, AEF Authentication and authorization information (if generated in step 4), API invoker's certificate and the API invoker Onboard_Secret (if generated by the CAPIF core function).

*****End of Change 1*****

*****Start of Change 2*****
[bookmark: _Toc161750978]6.8	Security procedure for API invoker offboarding
Pre-conditions:
1. 1.	The API invoker has been onboarded successfully.
2. For the case API Invoker residing at the UE, during onboarding the CAPIF Core Function successfully verified that the API invoker is part of the UE.


Figure 6.8-1: Security procedure for API invoker offboarding
0.	TLS session is established successfully between the CAPIF core function and the API invoker.
1.	An event occurs within the API invoker to trigger the offboarding action.
NOTE:	The definition of events that trigger offboarding is outside the scope of the present document.
2.	The API invoker shall send Offboard API invoker request message to the CAPIF core function, including the CAPIF core function specific API invoker ID which was assigned by the CAPIF core function during the onboarding procedure.
3.	The CAPIF core function shall verify the API invoker ID received in step 2 and check that the corresponding profile exists for this API invoker. With successful verification of the API invoker ID and its profile, the CAPIF core function shall cancel the enrolment of the API invoker and delete the API invoker profile. This includes deletion of API invoker certificate, service API authentication and authorization information, and onboard secret (if applicable). Depending on the operator policy, the CAPIF core function may retain the information of the offboarded API invoker.
4.	The CAPIF core function sends Offboard API invoker response message, indicating the successful offboarding of the API invoker. 
5.	The API invoker shall delete the information, such as API invoker ID, Service API authentication / authorization information, API invoker certificate, Onboard_Secret (if applicable).
6.	The CAPIF core function shall tear down the TLS session with the API invoker.
7.	The CAPIF core function shall send Event notification message to the API exposing function to indicate that this API invoker is no longer valid.
8.	The API exposing function shall delete the security related information associated with this API invoker depending on the method that was used previously to authenticate the API invoker, e.g. AEFPSK (TLS-PSK method as described in subclause 6.5.2.1), root certificate to validate the API invoker certificate (PKI method as described in subclause 6.5.2.2), access token (OAuth 2.0 method as described in subclause 6.5.2.3 of the present document, respectively).
9.	The API exposing function shall tear down the TLS connection with the API invoker.
10.	The API exposing function shall return Event notification acknowledge message to indicate that the security related information associated with this API invoker is successfully deleted and thus the API invoker no longer an acknowledged user.

*****End of Change 2*****
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