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Comments
This pCR proposes normative text for nested API invocation. 

Proposed Changes
* * * First Change * * * *
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* * * Next Change * * * *
6.X	Authorization procedure in a nested API invocation
The nested API invocation scenario is a scenario where an API invocation towards a first API exposing function (AEF-1) triggers that API exposing function to request an API invocation towards a second API exposing function (AEF-2), which is in the same API provider domain as the first API exposing function. The authorization of API invocation triggered towards second API exposing function shall use token exchange procedure as specified in IETF RFC 8693 [xx], where AEF-1 assumes the role of actor and the access token of the API invoker to be used towards AEF-1 is used as the subject token as per the IETF RFC 8693 [xx]. AEF-1 before triggering API invocation towards AEF-2, invokes the token exchange request towards the CCF by sending the subject token to receive a delegated security token. AEF-1 uses the received delegated security token towards AEF-2 for nested API invocation. This is depicted in figure 6.X-1.



Figure 6.27.2-1: Authorization for nested API invocation
1. CAPIF-1e authentication and secure session is established as specified in subclause 6.3.1 of the present document.
2. After successful establishment of TLS session over CAPIF-1e the API invoker shall request authorization information to invoke the service API exposed by API exposing function 1.
3. The CAPIF core function shall verify the Access Token Request message as per OAuth 2.0.
4. If the CAPIF core function successfully verifies the request message, the CAPIF core function shall generate an access token specific to the API invoker in an Access Token Response message.
5. The API invoker shall send a service API invocation request to API exposing function 1 with the authorization information received in step 4.
6. Based on the service API invocation request, API exposing function 1 verifies the access token and decides to invoke another service API exposed by API exposing function 2.
7. API exposing function 1, acting as an API invoker, obtains from the CCF the authorization information to access the service API exposed by API exposing function 2. The API exposing function 1 sends token exchange request message to CCF, to get the authorization information to invoke the service API in API exposing function 2. The request message includes information as shown in Table 6.10.2.2-1.
Table 6.27.2.2-1: Token exchange request message
	Information element
	Status
	Description

	Authorization information
	M
	The authorization information with resource owner consent obtained from API invoker in the service API request message.

	Security information
	M
	Security information related to API exposing function 1 to validate the request from API exposing function 1.

	Resource Owner (s) Information
	M
	Identifiers or other information related to the resource owners for which the authorization information with resource owner consent is needed.

	Service API access
	M
	Information related to the service API, service API request parameters and the API exposing function 2, for which the delegated authorization is requested.


 
The CCF validates the request from API exposing function 1. CCF validates whether the requesting API exposing function 1 is allowed for delegated authorization to access service API related to the resource owners on API exposing function 2. Also, the CCF validates the Authorization information in the request message that is provided by the API invoker to the API exposing function 1. After successful validation, the CCF responds to API exposing function 1 with token exchange response message that includes the delegated authorization information to allow API exposing function 1 to invoke the service API on API exposing function 2. The response message includes information as shown in Table 6.10.2.2-2.
Table 6.27.2.2-2: Token exchange response message
	Information element
	Status
	Description

	Delegated authorization information
	M
	The delegated authorization information with resource owner consent.

	> Resource owner (s) information
	M
	Identifiers or other information related to the resource owners for which the authorization information is applicable

	> Authorization information about primary subject
	M
	The authorization information with resource owner consent provided by API invoker in the request message.

	> Delegated subject
	M
	Information related to entities for which the delegated authorization is applicable. In this case, the information related to API exposing function 1.

	> Expiry time
	M
	Time for which the delegated authorization is valid.

	> Allowed permissions
	M
	Information related to allowed service API access and the permissions or permitted service operations or permitted API resources on the service APIs.

	> Allowed API Exposing Functions
	M
	The API exposing function (s) where the allowed permissions are applicable. In this case, the information related to API exposing function 2.



8. API exposing function 1, shall send a service API invocation request to API exposing function 2 with the authorization information i.e., security token received in step 7.
9. The API exposing function 1 receives the service API invocation response resulting from the service API invocation once API exposing function 2 has checked whether the API invoker is authorized to invoke that service API based on the authorization information.
10. The API invoker receives the service API invocation response resulting from the service API invocation.

[bookmark: tsgNames]* * * End of Change * * * *
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