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Decision/action requested

Propose this paper for discussion and endorsement 
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Rationale

This contribution presents an analysis of different solutions for KI#2.1 of Study on Security Aspects of Enhancement of Support for Edge Computing in 5G Core (5GC) phase 3 (version 0.3.0). This proposal is used to promote consensus on the solutions and the achievement of conclusions.

4
Detailed proposal

There are 8 solutions (Sol#1-8) proposed to Key Issue#2.1.

For solution #1, when EEC requests UE ID, it sends the request message passes through NEF to BSF. NEF extracts the public IP address from the IP header of the request message, and use this IP address to query the corresponding private IP address from UPF. Then NEF checks whether the private IP address from UPF is consistent with the  private IP address in UE ID request message payload. If consistent, EES verification passes. 
For solution #2, when EEC requests for UE ID, it sends the request with the IP address and a hash value based on SUPI, IP address and count. The request message is sent to BSF via NEF. After the verification of BSF is passed, BSF returns the UE ID to EES. 

For solution #3, EEC obtains a Temporary ID for PDU session from 5G Core. When EEC requests for UE ID, it sends the request with the Temporary ID. The request is sent to NEF. NEF verifies the Temporary ID and authorizes the request, then NEF retrieves the UE ID from 5G Core and returns it to EES. 

But there are still some unclear points in this solution:

It’s not clear which NF generates the Temporary ID.
It’s not clear how the EEC is authorized to get the assigned Temporary ID.
It’s not clear how the NEF fetches the Temporary ID from the NF which generates it. 
It’s not clear what information is NEF based on to authorize AF requests in step 6.
For Solution #4, an application specific ID (A-KID) is derived from the long term symmetric pre-shared key K between the UE and the network. When UE sends the APP request, it sends the A-KID to EES, then EES retrieves the KAF and GPSI from AAnF by leveraging the AKMA procedure. EES forward the location request to NEF with GPSI. NEF checks the GPSI and returns UE’s  location back to EES. 
For solution #5, it assumes EEC and EES exchanged certificates, when EEC requests for UE ID, it signs the User information using its private key and sends the Cert information in the request. EES verifies the certificate and the signature of the User information. After the verification is passed, EES retrieves UE ID from NEF and sends it back to EEC. 

But there are still unclear points in this solution:

It’s not clear how the certificate is managed. 
For solution #6, a UE ID token is obtained from the UE ID server, when EEC requests for UE ID, the UE ID token is sent instead of the IP address. The request is sent to NEF via EES. NEF interacts with the UE ID server to verify the UE ID token. After verification is passed, NEF responds the UE ID. 

But there are still unclear points in this solution:

It’s not clear how the EEC authenticates with the UE ID server of the operator. 

It’s not clear which architecture the solution is based on. 
For solution #7:  when EEC requests for UE ID, it sends the request with the IP address and PDU Session ID to NEF. NEF uses SUPI to query the PDU session ID of UE from UDM, Then, the NEF compares the PDU Session ID received from the EEC with the one returned by the UDM, and if this two are consistent, the EEC passes the verification.
But there are still some unclear points in this solution:

Whether there is a privacy on usage of PDU session ID and whether usage of PDU session ID as secret information is enough to prevent spoofing attacks
For solution #8, core network creates an access token, put the UE ID in the access token and then sends the access token to EEC. When EEC requests for AF specific UE ID, it send the IP address to NEF, NEF then using UE’s SUPI to query UE ID from UDM. After getting UE ID from UDM, EES checks whether the UE ID exist in access token, if exist, then EES passed the check of EEC.  

But there are still some unclear points in this solution:

Whether the procedure is necessary if the EEC has the UE ID in the token
The table below shows a comparison of some key technical points among these solutions
	Solution ID
	Which NF performing verificatiton
	Which IE verified
	Is the verified IE an existing IE or new IE
	If verification information needs to be distributed

	#1
	NEF
	Private IP
	existing IE
	Not Need

	#2
	BSF
	Hash value
	new IE
	Not Need

	#3
	NEF
	Temporary ID
	new IE
	Need

CN→EEC

CN→NEF

	#4
	AAnF/NEF
	A-KID/GPSI
	existing IE
	Not Need

	#5
	EES
	Certificate/Signature
	new IE
	Not Need

	#6
	NEF
	UE ID token
	new IE
	Need

UE ID Server→EEC

	#7
	NEF
	PDU Session ID
	existing IE
	Need

CN→UDM

	#8
	EES
	Access token
	existing IE
	Not Need


The table below shows a comparison of impacts on the EEC/UE and CN among these solutions
	Solution ID
	Impact on EEC/UE
	Impact on CN

	#1
	No Impact
	No Impact

	#2
	2 new/modified service

for responding the hash request

for requesting UE ID with hash value
	2 new/modified service
for transferring hash value EES→NEF→BSF

	#3
	1 new/modified service
for requesting UE ID with Temporary ID
	1 new/modified service
for transferring hash value EES→NEF

	#4
	1 new/modified service
for requesting UE ID with A-KID
	1 new/modified service
for requesting the location of UE with GPSI

	#5
	1 new/modified service
for requesting UE ID with Certificate and signature
	No Impacts

	#6
	1 new/modified service
for obtaining UE ID token from UE ID Server

for requesting UE ID with UE ID token
	1 new/modified service
for requesting UE ID with UE ID token

	#7
	1 new/modified service
for requesting UE ID with PDU session ID
	1 new/modified service
for UDM receiving PDU Session ID

	#8
	1 new/modified service

for receiving access token
1 new/modified service

for requesting UE ID with verification information
	1 new/modified service
for UDM receiving UE ID


Observation: solution #1 does not modify existing services, reuse existing IE validates the EEC by combining them with existing services 
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Proposal
Solution #1 is proposed to be the basis for the normative work.

