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1
Decision/action requested

This contribution proposes to update the key issue in TR 33.713.
2
References

[1]

3GPP TR 33.713
3
Rationale

This contribution proposes to resolve the ENs in the key issue#5 on authentication during AIoT service as follows.
For the EN on additional threat, the proposal is to simply remove it since threats related to absence of authentication are well-know. There is no need to include more details about this since the key issue itself is about studying how to authenticate devices.
For the EN on storage, this could be the scope of a different dedicated key issue. If needed a statement in the key issue can be added to require that solutions need to explain or take a stand on the authentication credential storage.

For ENs on the nature of the authentication (mutual or mandatory), this seems to be out of scope of the key issue and would be eventually be the outcome of the study in the conclusion. If needed a NOTE can be added to state that. The key issue itself focuses on authentication procedure solutions and hence it is assumed that authentication is required.
The last EN seems a bit irrelevant since nothing prevents anyone from bringing a solution where authentication is left to the application layer. Eventually, that could be one of the options to consider going forward but that is to be debated in the conclusion.

4
Detailed proposal

It is proposed that SA3 approve the below pCR for inclusion in the TR [1].
***** START OF 1st CHANGE *****
5.5
Key Issue #5: Authentication in Ambient IoT service
5.5.1
Key issue details

The TR 23.700-13 [4] studies the architecture support of Ambient Internet of Things (AIoT) device, considering the service requirements for ambient power-enabled IoT device. In TR 23.700-13 [4], the validation of the AIoT device identity and authentication are explicitly mentioned.  
5.5.2
Threats
In the air interface, an attacker may impersonate the victim device and report fake identification to the network side. If the billing is based on per AIoT device’s identity, the fake identity may lead to charging problem. Whether fake identities pose a threat in case of inventory use case, is up to the individual deployments risk profile. 


5.5.3
Potential security requirements
The 5G system shall provide a means to perform mutual authentication between the AIoT device and the network.
NOTE x: If solution reuses the existing authentication framework (e.g., 5G-AKA, EAP-AKA’, other EAP methods for SNPN), the existing UE security requirements in TS 33.501[5] apply. Otherwise, the core network entities, if any, that are used for authentication are dedicated for Ambient IoT service.
NOTE y: Secure storage and processing of credentials (on the AIoT device and network side) for solution not reusing existing authentication framework as per the note above is to be discussed in the solution and decided in the conclusion.
NOTE z:  Whether authentication is to be mandated or optional, one way or mutual, or left to the application layer is to be discussed and decided in the conclusion.




***** END OF 1st CHANGE *****
