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1
Decision/action requested

Discuss the conclusion considering attack in MiBiDA for the study.
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Rationale

3.1
Background
It has been discussed in SA3#116 that for MiBiDA, there is an attack that even the UE has been provided network policy, the UE still has to rely on unprotected information from the SIB when performing the PLMN selection procedure.
The attack is described as “Suppose the UE is roaming. The home PLMN of the UE is PLMN 1. The visited PLMN of UE is PLMN 2. If only serving network information is provisioned to the UE, the false base station can still broadcast PLMN ID irrelevant to serving PLMN/home PLMN (e.g., PLMN3) even if the PLMN 3 has completed GERAN/UTRAN decommissioning. And the UE will connect to the false base station due to the lack of PLMN 3 knowledge.”

3.2
Analysis
3.2.1
PLMN Selection Logic
As outlined in clause 4.4.3.1.1 in TS 23.122 [1]. The order of priority for PLMN selection is: 1) available HPLMN or EHPLMN; 2) user-controlled list; 3) operator-controlled list (can be updated by the SoR or OTA procedure); 4) other PLMN/RAT with high quality; 5) other PLMN/RAT in order of decreasing signal quality; 6) disaster condition (only if UE support MINT).
PLMN in 1), 2) and 3) are stored in the USIM, while PLMN in 4), 5) and 6) are not stored in the USIM. The PLMN in 1), 2) and 3) are typically used for UE’s normal service, while PLMN in 4), 5) and 6) are typically used for UE’s abnormal service, e.g. emergency call, disaster condition.
So, to be specific, there are two attack scenarios:

1. FBS broadcasts the 2G/3G RAT of PLMN ID stored in USIM.

2. FBS broadcasts the 2G/3G RAT of PLMN ID not stored in USIM.

Observation 1:
The PLMN selection logic is as follows: PLMN stored in USIM -> PLMN not stored in USIM.
Observation 2:
As the PLMN selection logic consists of two parts, the attack outlined in MiBiDA encompasses two scenarios: 1) FBS broadcasts the 2G/3G RAT of the PLMN ID stored in the USIM; 2) FBS broadcasts the 2G/3G RAT of the PLMN ID not stored in the USIM.
3.2.2
Attack and Solution Assessment
Regarding scenario 1, the UE obtains the decommission policy and will no longer select a decommissioned RAT, once all PLMNs in the USIM have been decommissioned from 2G/3G networks, scenario 1 can be effectively resolved. Since the number of PLMNs in the USIM card is usually limited and these PLMNs may adhere to the same policy, the decommission of all PLMNs from 2G/3G networks is not a rare occurrence.

Observation 3:
The attack described in scenario 1 can be mitigated by solutions in TR 33.701 [2].
Considering that there are usually roaming agreements among the PLMNs in the USIM card, the decommission plan can be shared. So, for new users, the HPLMN can issue a USIM card with the latest decommission policy, while for existing users, the HPLMN can update the operator-controlled list in the USIM card through SoR or OTA to keep the UE's decommission policy up to date. Additionally, the VPLMN can implement some policy controls based on NAS procedures to prevent the UE's decommission policy from being outdated (e.g. OTA or SoR is not deployed).

Observation 4:
Different solutions in TR 33.701 [2] will be applicable for scenario 1 under varying conditions.
Regarding scenario 2, there is currently no suitable solution in the TR, as the UE cannot know decommission policy of all PLMNs. However, since these PLMNs are not stored in the USIM card, it may be considered to prohibit the UE from selecting these PLMNs. The impact of prohibiting the UE from selecting PLMNs not in the USIM card is limited, as most of these PLMNs are used for special scenarios, such as emergency call or disaster condition. Therefore, users can decide whether to enable this protection. Once this protection is activated, the UE will no longer select other PLMNs after iterating through all PLMNs in the USIM card based on UE implementation.

Observation 5:
The attack described in scenario 2 can be mitigated by UE implementation.
4
Detailed proposal

Based on observations above, it is proposed the following high-level principles for conclusion in the TR 33.701 [2]:
1. The UE uses the decommission policy to take an action to only access allowed RAT.
2. To mitigate attacks in which the attacker broadcasts a PLMN stored in the USIM, the decommission policy for PLMN stored in USIM can be obtained by the UE in different scenario:
a) For new users, the HPLMN can issue a USIM card with the latest decommission policy.

b) For existing users, the HPLMN can update the latest decommission policy in the USIM card through SoR or OTA to keep the UE's decommission policy up to date.
c) The VPLMN can provide decommission policy based on NAS procedures to prevent the UE's decommission policy is outdated (e.g. OTA or SoR is not deployed).
NOTE:
Details of the decommission policy storage in the UICC is to be specified by CT WG6.
3. To mitigate attacks in which the attacker broadcasts a PLMN not stored in the USIM, the solution relies on UE implementation to cease selecting other PLMNs after iterating through all PLMNs in the USIM card, once the user activates the protection while being aware of the risk.
