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[bookmark: foreword][bookmark: _Toc167405377][bookmark: _Toc167405531]Foreword
[bookmark: spectype3]This Technical Report has been produced by the 3rd Generation Partnership Project (3GPP).
The contents of the present document are subject to continuing work within the TSG and may change following formal TSG approval. Should the TSG modify the contents of the present document, it will be re-released by the TSG with an identifying change of release date and an increase in version number as follows:
Version x.y.z
where:
x	the first digit:
1	presented to TSG for information;
2	presented to TSG for approval;
3	or greater indicates TSG approved document under change control.
y	the second digit is incremented for all changes of substance, i.e. technical enhancements, corrections, updates, etc.
z	the third digit is incremented when editorial only changes have been incorporated in the document.
In the present document, modal verbs have the following meanings:
shall		indicates a mandatory requirement to do something
shall not	indicates an interdiction (prohibition) to do something
The constructions "shall" and "shall not" are confined to the context of normative provisions, and do not appear in Technical Reports.
The constructions "must" and "must not" are not used as substitutes for "shall" and "shall not". Their use is avoided insofar as possible, and they are not used in a normative context except in a direct citation from an external, referenced, non-3GPP document, or so as to maintain continuity of style when extending or modifying the provisions of such a referenced document.
should		indicates a recommendation to do something
should not	indicates a recommendation not to do something
may		indicates permission to do something
need not	indicates permission not to do something
The construction "may not" is ambiguous and is not used in normative elements. The unambiguous constructions "might not" or "shall not" are used instead, depending upon the meaning intended.
can		indicates that something is possible
cannot		indicates that something is impossible
The constructions "can" and "cannot" are not substitutes for "may" and "need not".
will		indicates that something is certain or expected to happen as a result of action taken by an agency the behaviour of which is outside the scope of the present document
will not		indicates that something is certain or expected not to happen as a result of action taken by an agency the behaviour of which is outside the scope of the present document
might	indicates a likelihood that something will happen as a result of action taken by some agency the behaviour of which is outside the scope of the present document
might not	indicates a likelihood that something will not happen as a result of action taken by some agency the behaviour of which is outside the scope of the present document
In addition:
is	(or any other verb in the indicative mood) indicates a statement of fact
is not	(or any other negative verb in the indicative mood) indicates a statement of fact
The constructions "is" and "is not" do not indicate requirements.
[bookmark: introduction][bookmark: _Toc167405378][bookmark: _Toc167405532]Introduction
This clause is optional. If it exists, it shall be the second unnumbered clause.
Editor’s Note: This clause contains some background information for the study. 

[bookmark: scope][bookmark: _Toc167405379][bookmark: _Toc167405533][bookmark: _Hlk162531627]
1	Scope
The present document identifies potential threats and security requirements to enable AIoT services for various use cases. Consideration for the energy and complexity constraints of AIoT devices is taken into account in identifying and developing potential security mechanisms to support AIoT services. Specifically, the present document focuses on the following: 
1. Identify security and privacy and threats introduced by AIoT services for use cases captured in TS 22.369 [2], for topologies captured in RP-234058[3], and for architecture captured in TR 23-700-13[4]. 
2. Identify security requirements to address the identified threats.
3. Develop potential solutions that fulfil the security requirements, taking into account AIoT device constraints agreed upon in other 3GPP working groups. 
NOTE 1: Enable/disable device operation is within the scope of the present document.
[bookmark: references][bookmark: _Toc167405380][bookmark: _Toc167405534]2	References
The following documents contain provisions which, through reference in this text, constitute provisions of the present document.
-	References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.
-	For a specific reference, subsequent revisions do not apply.
-	For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.
[1]	3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[2]	3GPP TS 22.369: "Service Requirements for ambient power-enabled IoT".
[3]	RP-244058, RAN New SID for Study on Solution for Ambient IoT in NR.
[4]	3GPP TR 23-700-13: "Study on Architecture Support of Ambient power-enabled Internet of Things".

[bookmark: definitions][bookmark: _Toc167405381][bookmark: _Toc167405535]3	Definitions of terms, symbols and abbreviations
[bookmark: _Toc167405382][bookmark: _Toc167405536]3.1	Terms
For the purposes of the present document, the terms given in 3GPP TR 21.905 [1] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in 3GPP TR 21.905 [1].
example: text used to clarify abstract rules by applying them literally.
[bookmark: _Toc167405383][bookmark: _Toc167405537]3.2	Symbols
For the purposes of the present document, the following symbols apply:
<symbol>	<Explanation>

[bookmark: _Toc167405384][bookmark: _Toc167405538]3.3	Abbreviations
For the purposes of the present document, the abbreviations given in 3GPP TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in 3GPP TR 21.905 [1].
<ABBREVIATION>	<Expansion>

[bookmark: clause4][bookmark: _Toc167405385][bookmark: _Toc167405539]4	Security Architecture and Security Assumptions
Editor’s Note: This clause contains security architecture and assumptions to be considered for the study (e.g., per work task/KI).
The following architecture and security assumptions are applied:
· The architecture assumptions and requirements for Ambient IoT services as defined in TR 23.700-13 [4] are used as architecture assumptions in this study.
4.X	Security Architecture

4.Y	Security Assumptions

[bookmark: _Toc106618430][bookmark: _Toc167405386][bookmark: _Toc167405540]5	Key issues
Editor’s Note: This clause contains all the key issues identified during the study.
[bookmark: _Toc104221074][bookmark: _Toc167405387][bookmark: _Toc167405541][bookmark: _Toc513475447][bookmark: _Toc48930863][bookmark: _Toc49376112][bookmark: _Toc56501565][bookmark: _Toc95076612][bookmark: _Toc106618431]5.1	Key Issue #1: Protection for disabling device operation
[bookmark: _Toc104221075][bookmark: _Toc167405388][bookmark: _Toc167405542]5.1.1	Key issue details
As specified in TS 22.369 [2], the enable/disable device operation is used for the operator to manage the Ambient IoT device, which can enable/disable the Ambient IoT device's capability to transmit RF signals. Based on operator policy, there are two categories of disabling device operations, i.e. permanent disabling of the capability and temporary disabling of the capability.
[bookmark: _Toc104221076][bookmark: _Toc167405389][bookmark: _Toc167405543]5.1.2	Threats
As a management operation, the availability of Ambient IoT devices will be impacted if the disabling device operation is not securely performed. For example, if the Ambient IoT device follows the spoofed permanent/temporary disable device operation from an attacker, the Ambient IoT devices will not respond to the network either permanently, or for a period of time, leading to the Denial of Service (DOS). 
[bookmark: _Toc104221077][bookmark: _Toc167405390][bookmark: _Toc167405544]5.1.3	Potential security requirements
The means to securely disable the Ambient IoT device(s)’s capability to transmit RF signals shall be supported.
Editor’s Note: Whether the solutions for this key issue are the same or different from those for communication protection issue is FFS. 
Editor’s Note: Security solutions for this Key Issue should be aligned with the conclusion of Ambient IoT system architecture in SA2.The conclusion regarding disabling operation procedure and the roles (e.g. application owner, network operator) in SA2 should be taken into consideration in security solution and it is FFS.
[bookmark: _Toc101349996][bookmark: _Toc167405391][bookmark: _Toc167405545]5.2	Key Issue #2: Authorization for 5G Ambient IoT services
[bookmark: _Toc101349997][bookmark: _Toc167405392][bookmark: _Toc167405546]5.2.1	Key issue details
[bookmark: _Toc101349998]In TR 23.700-13 [4], Key Issues #1 and #3 describe the issues on the system architecture and procedure to support 5G Ambient IoT services.
In the Topology 2 as defined in TR 38.769 [2], the UE acting as the intermediate node is responsible for transferring the information between AIoT device and 5GS. If the authorization of intermediate node is not supported, the attacker can play the role of intermediate node and arbitrarily deny 5G AIoT service.
Therefore, it is necessary to study how to authorize the UE for acting as the intermediate node.
[bookmark: _Toc167405393][bookmark: _Toc167405547][bookmark: _Toc101349999]5.2.2	Security threats
If the 5GC cannot verify if the UE acting as an intermediate node is authorized, the attacker UE may impersonate the intermediate node. The attacker UE may then deny the 5G Ambient IoT services.
[bookmark: _Toc167405394][bookmark: _Toc167405548]5.2.3	Potential security requirements
The 5GS shall be able to support the authorization of the AIoT capable UE as an intermediate node in 5G Ambient IoT services.
[bookmark: _Toc92180094][bookmark: _Toc92804820][bookmark: _Toc167405395][bookmark: _Toc167405549]5.3	Key issue #3: Privacy by protecting AIoT device identifiers
[bookmark: _Toc92180095][bookmark: _Toc92804821][bookmark: _Toc167405396][bookmark: _Toc167405550]5.3.1	Key issue details
5G Ambient IoT service is a type of cellular IoT communication system where Ambient IoT devices utilize harvested energy to generate RF signals for bi-directional information transmission. Ambient IoT devices are characterized by limited functions, requiring only small and infrequent data transfers.
TS 22.369 [2] clause 5.2.6 defines the following privacy-related requirements:
[bookmark: _Hlk163044061]“The 5G system shall be able to provide a mechanism to protect the privacy of information (e.g., location and identity) exchanged during communication between an Ambient IoT device and the 5G network or an Ambient IoT capable UE.”
[bookmark: _1fob9te]In AIoT services, identifiers of AIoT device are used to identify the device. If the identifiers associated with a device are not privacy protected (e.g., exposed over the air), an attacker (e.g., an over-the-air attacker) can identify and track an AIoT device based on the identifiers associated with the AIoT device. Thus, this key issue is to investigate potential mechanisms to privacy protect the AIoT device identifiers. 
[bookmark: _Toc167405397][bookmark: _Toc167405551]5.3.2	Security Threats
[bookmark: _3znysh7]An attacker can identify, monitor and track an AIoT device based on the identifiers associated with the AIoT device if the identifiers are not privacy protected.
Editor’s Note: It is FFS how the above threat affects various use cases.
Editor’s Note: Security threat and requirement for potential exposure of quantity of devices after adversary broadcasts an inventory message is FFS.
[bookmark: _Toc167405398][bookmark: _Toc167405552]5.3.3	Potential security requirements 
Mechanisms for mitigating privacy threats (described above) by identifying, linking, and tracking the identifiers of AIoT Device(s) shall be supported.
Editor’s Note: AIoT use cases that do not need the above privacy protection mechanisms are FFS.
[bookmark: _Toc167405399][bookmark: _Toc167405553]5.4	Key issue #4: Protection of information during AIoT service communication
[bookmark: _Toc106207167][bookmark: _Toc116942732][bookmark: _Toc119928606][bookmark: _Toc167405400][bookmark: _Toc167405554]5.4.1	Key issue details 
[bookmark: _Toc106207168]As per TS 22.369 [2], Ambient power-enabled IoT (AIoT) services aim to support various use cases, including inventory taking, sensor data collection, asset tracking, and actuator control. These services intended to operate with lower power consumption and complexity than the existing IoT technologies such as eMTC, NB-IoT, and RedCap. To fulfil these requirements, AIoT devices require a communication capability.
From a security perspective, security mechanisms to protect the information transmitted during AIoT service communication need to be supported. Failure to provide such security mechanisms will lead to various attacks such as eavesdropping, manipulation and/or unauthorized transmission of the information during AIoT service communication.
[bookmark: _Toc116942733][bookmark: _Toc119928607]Editor’s Note: Further key issue details is FFS.
[bookmark: _Toc167405401][bookmark: _Toc167405555]5.4.2	Security threats
[bookmark: _Toc106207169]TBD.
[bookmark: _Toc116942734][bookmark: _Toc119928608][bookmark: _Toc167405402][bookmark: _Toc167405556]5.4.3	Potential security requirements 
TBD.

[bookmark: _Toc167405403][bookmark: _Toc167405557]5.X	Key Issue #X: <Key Issue Name>
[bookmark: _Toc513475448][bookmark: _Toc48930864][bookmark: _Toc49376113][bookmark: _Toc56501566][bookmark: _Toc95076613][bookmark: _Toc106618432][bookmark: _Toc167405404][bookmark: _Toc167405558]5.X.1	Key issue details
[bookmark: _Toc513475449][bookmark: _Toc48930865][bookmark: _Toc49376114][bookmark: _Toc56501567][bookmark: _Toc95076614][bookmark: _Toc106618433][bookmark: _Toc167405405][bookmark: _Toc167405559]5.X.2	Security threats
[bookmark: _Toc513475450][bookmark: _Toc48930866][bookmark: _Toc49376115][bookmark: _Toc56501568][bookmark: _Toc95076615][bookmark: _Toc106618434][bookmark: _Toc167405406][bookmark: _Toc167405560]5.X.3	Potential security requirements
[bookmark: _Toc95076616][bookmark: _Toc106618435][bookmark: _Toc167405407][bookmark: _Toc167405561]6	Solutions
Editor’s Note: This clause contains the proposed solutions addressing the identified key issues.
[bookmark: _Toc80633894][bookmark: _Toc136953936][bookmark: _Toc167405408][bookmark: _Toc167405562]6.0	Mapping of solutions to key issues
Table 6.1-1: Mapping of solutions to key issues
	Solutions
	KI#1
	KI#2
	KI#3

	1
	X
	
	

	2
	
	X
	

	3
	
	X
	

	
	
	
	

	
	
	
	


Editor’s Note: Each solution should be mapped here.

[bookmark: _Toc167405409][bookmark: _Toc167405563][bookmark: _Toc513475452][bookmark: _Toc48930869][bookmark: _Toc49376118][bookmark: _Toc56501632][bookmark: _Toc95076617][bookmark: _Toc106618436]6.1	Solution #1: Ambient IoT device disabling mechanism
[bookmark: _Toc167405410][bookmark: _Toc167405564]6.1.1 	Introduction
According to TS 22.369, the enable/disable device operations are used by the network operator to manage the Ambient IoT device’s capability to transmit RF signals. As the disabling of RF transmission capability could, according to the operator’s policy, be temporary or permanent, it is paramount to ensure that the disabling, specifically of a permanent nature, is performed securely and in a manner that allows device recovery in case the system was compromised, and an attacker has managed to issue “disable” commands to one or multiple Ambient IoT devices.
[bookmark: _Toc167405411][bookmark: _Toc167405565]6.1.2 	Solution details
[image: ]
Figure 6.1.1 – Ambient IoT device disabling mechanism
The permanent disabling of an AIoT device is performed as a two-stage operation, where initially, the AIoT device is temporarily disabled, and then, following a cool-down period (i.e., recovery time window), the AIoT device could be disabled permanently. The two-stage permanent disabling operation is performed as follows:
In Step 0, the AIoT managing function issues a temporary disable command to the Ambient IoT device. The command includes a counter T1.
Editor’s Note: Whether the AIoT managing function is an NF or an AF is FFS. 
Editor’s Note: Whether the solution aligns with SA2 system architecture and procedures is FFS. 
Editor’s Note: Which threats does this solution address are FFS. 
In Step 1, The AIoT device, upon receiving the temporary disable command, retrieves the counter, which will be used in subsequent processing.
In Step 2, the AIoT device sends an ACK, which may contain the counter received in Step 0.
In Step 3, The AIoT managing function issues a permanent disable command to the Ambient IoT device, in which a second counter T2 is included.
In Step 4, The AIoT device, upon receiving the permanent disable command, retrieves the second counter, then checks whether the following conditions are met:
- The AIoT device RF transmission capability is temporarily disabled.
- The AIoT device checks whether the value T2 – T1 is greater or equal to the cool-down period configured in the AIoT device.
Editor’s Note: Whether the AIoT device can maintain an internal state is FFS.
If the checks succeed, the AIoT device disables its RF transmission capability permanently.
Editor’s Note: It is FFS how the AIoT device verifies that the disable command is coming from a trusted party. 
Editor’s Note: Whether the AIoT device needs to acknowledge the permanent disable is FFS.  

[bookmark: _Toc167405412][bookmark: _Toc167405566]6.1.3 	Evaluation
[bookmark: _Toc167405413]Editor’s Note: How the solution addresses the security requirement of  KI#1 is FFS.
TBD
[bookmark: _Toc5695][bookmark: _Toc159226039][bookmark: _Toc167405414][bookmark: _Toc167405567]6.2	Solution #2:PCF based Service Authorization and Provisioning to UE 
[bookmark: _Toc159226040][bookmark: _Toc31061][bookmark: _Toc167405415][bookmark: _Toc167405568]6.2.1	Introduction
This solution addresses the KI#2 Authorization for 5G Ambient IoT services. 
[bookmark: _Toc159226041][bookmark: _Toc8673][bookmark: _Toc167405416][bookmark: _Toc167405569]6.2.2	Solution details
This solution propose to reuse the existing mechanism for 5G Prose U2N relay as specified in TS 23.304[x] with following changes:
A UE acting as an intermediate node is registered with 5GC using the existing mechanism, with some enhancements to indicate its capability of acting as an intermediate node, and is authorized as an intermediate node (UE) during the registration procedure.
For PCF based Service Authorization and Provisioning to UE, the Registration procedures as defined in clause 4.2.2.2 of TS 23.502 [x], UE Policy Association Establishment procedure as defined in clause 4.16.11 of TS 23.502 [x] and UE Policy Association Modification procedure as defined in clause 4.16.12 of TS 23.502 [x] apply with the following additions:
-	If the UE indicates AIoT Capability in the Registration Request message and if the UE is authorized to use 5G AIoT service based on subscription data, the AMF selects the PCF which supports AIoT Policy/Parameter provisioning and establishes a UE policy association with the PCF for AIoT Policy/Parameter delivery.The AMF reports the authorized AIoT Capability to the selected PCF, which may determine the AIoT Policy/Parameter based on the UE's authorized AIoT Capability.
Editor’s Note: it is FFS which 5G NF performs the authorization of the intermediate UE and this needs to align with SA2 
Editor’s Note:It is FFS whether the capability is included in Registration Request
[bookmark: _Toc167405417][bookmark: _Toc167405570]6.2.3	Evaluation
[bookmark: _Toc167405418][bookmark: _Toc167405571]TBD 
[bookmark: _Toc167405419][bookmark: _Toc167405572]6.3	Solution #3: Authorization of Intermediate UE for AIoT services
[bookmark: _Toc167405420][bookmark: _Toc167405573]6.3.1	Introduction
The solution addresses the security requirement of KI#2: Authorization for 5G Ambient IoT services. Specifically, this solution proposes a method to authorize the UE as Intermediate UE in AF-initiated AIoT service procedure. The AMF/AIoT NF select the UE based on the information provided by AF, e.g., location information or external UE ID, and then interact with the UDM to obtain the selected UE’s sucscription data and check wherether it is allowed to act as Intermediate UE for AIoT secvice. Only after the UE is successfully authorized as intermediate UE, the network will then perform subsequent AIoT service procedure.
[bookmark: _Toc167405421][bookmark: _Toc167405574]6.3.2	Solution details
Depicted in Figure 6.3.2-1 is the authorization procedure of Intermidiate UE for AIoT Services.


Figure 6.3.2-1: Authorization of Intermediate UE for AIoT service
0. The UE performs the registration procedure as specified in TS 23.502 [x] with the enhancement to indicate its AIoT Intermediate node capability, and is authorized as an intermediate UE during the registration procedure.
1. The AF sends the AIoT Service Request to the AMF/AIoT NF via the NEF, including the AIoT device ID, seivice type (e.g., Inventory, Command), location information, external UE ID (GPSI).
2. The AMF/AIoT NF selects the Intermediate UE based on the information provided by AF, e.g., location information and/or GPSI, etc.
NOTE1: The selection of Intermediate UE is up to SA2 WG decision.
3. The AMF/AIoT NF sends the UE Authorization Request to the UDM with the info of the selected UE.
4. The UDM checks whether the selected UE is allowed to act as Intermediate UE against the UE's subscription data for AIoT service.
NOTE2: The relevant subscription data could be configured offline in the UDM, or provided and updated in the UDM based on the AF-initiated AIoT service requests.
5. The UDM returns the UE Authorization Response to the AMF/AIoT NF.
6. The AMF/AIoT NF sends the AIoT Service Request to the Intermediate UE, including the AIoT device ID, service type, authorized result.
7. The inventory/Command procedure is carried out.
Editor’s Note: Whether the Intermediate UE is authorized during the registration or after the Intermediate UE selection is FFS. 
Editor’s Note: Which entity performs the Intermediate UE authorization should be aligned with the AIoT system designed by SA2, which is FFS.
[bookmark: _Toc167405422][bookmark: _Toc167405575]6.3.3	Evaluation
TBD

[bookmark: _Toc167405423][bookmark: _Toc167405576]6.Y	Solution #Y: <Solution Name>
[bookmark: _Toc513475453][bookmark: _Toc48930870][bookmark: _Toc49376119][bookmark: _Toc56501633][bookmark: _Toc95076618][bookmark: _Toc106618437][bookmark: _Toc167405424][bookmark: _Toc167405577]6.Y.1	Introduction
Editor’s Note: Each solution should list the key issues being addressed.
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