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1
Decision/action requested

Discuss the proposal under clause 4 as a way forward for the FS_CAT256 study.
2
References
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3GPP TS 33.501: " Security architecture and procedures for 5G system "

3
Rationale

After 2 meeting cycles, there was no progress on the FS_CAT256 study. Consequently, the corresponding TR 33.700-41 [1] does not yet include any key issue for the objectives of the study. There was even a disagreement on how to address the most straightforward topic on the introduction of the new algorithm indications. Some companies argued that this does not necessitate a key issue.
On the main topic of coexistence between 128 and 256-bit algorithms, the past numerous discussions suggest that companies have different views and expectations on the outcome of this study. In fact, the views span from the strictest possible one where this is not to be allowed (either all 256-bit or not), to the most flexible one treating all algorithms alike and leaving it to operator configuration and policy to enable one and not the other. We are in favour of the latter view because a stricter approach is not practical/realizable from a deployment perspective, might become a hinder for the deployment of 256-bit algorithms, and most importantly, the current 128-bit algorithms are still considered secure. 
In this regard, we observed that there is at least one aspect on which companies seem to converge. It is the set of amendments required in TS 33.501 [2] to enable the use 256-bit algorithms. Observe that this excludes any requirements on the support, i.e., whether they are mandatory or optional and in which side of the system. 
Another topic that was debated and which is out of the current SID scope is on the support of AEAD mode. Obviously, this topic requires a proper study in its own and has potentially bigger impacts on the specifications. It might as well require the involvement of other working groups. Therefore, since the prospect of introducing this in Rel-19 is very unlikely, we better leave it to future releases. 
The proposal in clause 4 takes into account these observations.
4
Detailed proposal

As a way forward for the study, it is proposed to:

1. Carry out the work for enabling the use of 256-bit algorithms directly in a (mini-)WID and a draftCR. The scope of such work is to be kept minimal just to cover the introduction of the new indications as well as the update to the requirements for key truncation. 
2. Give it another meeting cycle to discuss the remaining key issue proposals.
