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**** START OF CHANGES ****
[bookmark: _Toc97115160]2	References
The following documents contain provisions which, through reference in this text, constitute provisions of the present document.
-	References are either specific (identified by date of publication, edition number, version number, etc.) or nonspecific.
-	For a specific reference, subsequent revisions do not apply.
-	For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.
[1]	3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[2]	3GPP TS 33.501: "Security architecture and procedures for 5G system".
[3]	3GPP TS 23.256: "Support of Uncrewed Aerial Systems (UAS) connectivity, identification and tracking; Stage 2".
[4]	3GPP TS 23.273: "5G System (5GS) Location Services (LCS); Stage 2".
[5]	3GPP TS 23.502: "Procedures for the 5G System (5GS)".
[6]	3GPP TS 22.125: "Uncrewed Aerial System (UAS) support in 3GPP".
[7]	3GPP TS 33.536: "Security aspects of 3GPP support for advanced Vehicle-to-Everything (V2X) services".
**** NEXT CHANGE ****
[bookmark: _Toc97115162]3.1	Terms
For the purposes of the present document, the terms given in TR 21.905 [1] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in TR 21.905 [1].
3GPP UAV ID: as defined in TS 23.256 [32].
A2X: as defined in TS 23.256 [3].
BRID: as defined in TS 23.256 [3].
CAA (Civil Aviation Administration)-Level UAV Identity: as defined in TS 23.256 [32].
Command and Control (C2) Communication: as defined in TS 23.256 [32].
DAA: as defined in TS 23.256 [3].
UAS NF: as defined in TS 23.256 [32].
UAS Service Supplier (USS): as defined in TS 23.256 [32].
UAS Traffic Management (UTM): as defined in TS 23.256 [32].
UAS Services: as defined in TS 23.256 [32].
Uncrewed Aerial System (UAS): as defined in TS 23.256 [32].
UUAA: as defined in TS 23.256 [32].
UUAA-MM: as defined in TS 23.256 [32].
UUAA-SM: as defined in TS 23.256 [32]..
**** NEXT CHANGE ****
[bookmark: _Toc97115164]3.3	Abbreviations
For the purposes of the present document, the abbreviations given in TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in TR 21.905 [1].
A2X	Aircraft-to-anything
BRID	Broadcast Remote Identification
DAA	Detect And Avoid
UAS	Uncrewed Aerial System
UAV	Uncrewed Aerial Vehicle
USS	UAS Service Supplier
UTM	UAS Traffic Management
**** NEXT CHANGE ****
[bookmark: _Toc97115165]4	Overview
 TS 23.256 [3] describes the architecture enhancements for supporting Uncrewed Aerial Systems (UAS).TS 23.256 [3] contains the reference architecture and message flows to support this new functionality for UAVs. The present document describes the security of these new features including:
-	Authentication and authorization of a Uncrewed Aerial Vehicle (UAV) with the UAS Service Supplier (USS) during 5GS registration;
-	Authentication and authorization of a PDU session establishment and PDN connection establishment with the USS;
-	Support re-authentication, re-authorisation and revocation of the above;
-	Support for USS authorization of pairing of UAVs and UAV-Cs; and 
-	Support for authorisation of providing location information and providing network based location to mitigate against UAVs reporting false location data;.
-	Support for  security and privacy of Command and Control (C2) communications over PC5 interface in 3GPP system; 
-	Support for security and privacy of transporting Broadcast Remote Identification; and 
-	Support for security and privacy for Detect And Avoid (DAA) traffic.
**** NEXT CHANGE ****
5.X	A2X Direct Communication
5.X.1	General
This clause describes the security support of an Aircraft-to-everything (A2X) mechanism based on PC5 reference point. A2X services such as C2 Communication, BRID and DAA are detailed in TS 23.256 [3].
A2X service authorization and provisioning to UE may be initiated by the PCF, by the UE, or by the AF.
A2X Direct Communication supports both unicast and broadcast modes.
5.X.2	Unicast mode A2X Direct Communication 
5.X.2.1	General
The unicast mode A2X Direct Communication procedures are described in TS 23.256 [3]. Unicast mode A2X Direct Communication is used by two UEs that directly exchange traffic for the A2X applications running between the peer UEs.
5.X.2.2	Security requirements
The initiating UE shall establish a different security context for each peer UE during the PC5 unicast establishment if the security is activated. It shall be possible to establish security context also when either one or both the A2X-enabled UEs are out of coverage.
The mutual authentication between two A2X-enabled UEs during PC5 unicast shall be supported.
The PC5 unicast signalling shall support confidentiality protection, integrity protection and anti-replay protection.
The PC5 unicast user plane shall support confidentiality protection, integrity protection and anti-replay protection.
The PCF shall be able to provision the A2X security policies to the UE per A2X application during service authorization and information provisioning procedure as defined in TS 23.256 [3]. 
The 5G system shall support means for a secure refresh of the UE security context.
NOTE 1:	The security context refresh may be triggered based on various options (e.g. validity time etc.).
The 5G System should provide means for mitigating trackability attacks on a UE during PC5 unicast communications.
The 5G System should provide means for mitigating link ability attacks on a UE during PC5 unicast communications.
NOTE 2:	The 5G system provides means for mitigating trackability and link ability if security of the connection is activated.
5.X.2.3	Security procedures
The unicast mode security mechanism defined in clause 5.3 of TS 33.536 [7] is reused in A2X to provide unicast mode A2X Direct Communication security (i.e., the signalling and user plane confidentiality and integrity protection) based on the A2X security policies. 
5.X.2.4	Identity privacy for the PC5 unicast link 
The privacy protection procedures defined in clause 5.3.3.2 of TS 33.536 [7] are reused in A2X to provide unicast mode A2X Direct Communication security.
NOTE:	For the privacy of the UAV and UAV-C Application Layer ID in the DCR (as Source User Info and Target User Info), the USS can decide whether it is acceptable to use the UAV’s and UAV-C’s permanent identities or whether some other privacy-preserving identities are provided for use instead. The use of privacy-preserving identities is left to the application layer and according to local regulations.
5.X.3	Broadcast mode A2X Direct Communication
5.X.3.1	General
This clause specifies the security requirements and the procedures of the broadcast mode A2X Direct Communication (see TS 23.256 [3]).
5.X.3.2	Security requirements
There are no requirements for securing the broadcast mode A2X Direct Communication. 
The 5G System should protect against linkability and trackability attacks on Layer-2 ID and IP address for broadcast mode.
5.X.3.3	Security procedures
There are no particular procedures defined for securing the broadcast mode A2X Direct Communication. 
The broadcast mode security mechanism to randomise the UE’s source Layer-2 ID and source IP address including IP prefix (if used), as defined in clause 5.5 of TS 33.536 [7], is reused in A2X to provide broadcast mode a A2X Direct Communication security.
5.Y	A2X Direct C2 Communication
5.Y.1	General
The unicast mode Direct C2 Communication procedures are described in TS 23.256 [3]. Unicast mode Direct C2 Communication is used by two UEs that directly exchange traffic for the A2X applications running between the peer UEs.
Before taking part in Direct C2 Communication, the UAV needs to be authorised as described in TS 23.256 [3] (see also the present document for more details of C2 authorisation over the network). If the UE is authorised over the 3GPP network, the USS may send a C2 session security information as part of the C2 authorization payload as described in clause 5.4. The content of C2 session security information (e.g., key material to help establish security between the UAV and UAV-C) is not in 3GPP scope.
5.Y.2	Unicast mode Direct C2 Communication
Unicast mode Direct C2 Communication has the same requirements and procedures as unicast mode A2X Direct Communication (see clause 5.X.2 of the present specification) with the following exception: 
-	The A2X Policy Provisioning is done based on TS 23.256 Clause 6.2.1 and the A2X Policy includes A2X security policy for each A2X services (e.g., C2 and DAA). The C2 service specific security policy available as part of A2X security policy is used for the security establishment (i.e. included in the direct communication request and is further replayed in the Direct security mode command to provide protection against bidding down attacks as described in TS 33.536 [7]), where the signalling and user plane confidentiality and integrity are set as required based on local policy.
5.W	Broadcast Remote ID
5.W.1	General
This clause specifies the security requirements and the procedures of the Remote ID broadcast communication. Broadcast Remote ID traffic is sent using A2X broadcast mode (see TS 23.256 [3]).
5.W.2	Broadcast mode
The requirement and security procedures Remote ID broadcast mode follow the general A2X requirements and security procedure as given in clauses 5.X.3 of the present document.
5.Z	Direct Detect and Avoid
5.Z.1	General
Direct Detect and Avoid  traffic is sent using either A2X unicast mode or A2X broadcast mode (see TS 23.256 [3]). 
5.Z.2	Unicast mode
The requirements, security procedure and privacy procedures for DAA unicast mode follow the general A2X requirements, security procedures and privacy procedures as given in clauses 5.X.2 of the present document with the following exception:
-	The A2X Policy Provisioning is done based on TS 23.256 [3] Clause 6.2.1 and the A2X Policy includes A2X security policy for each A2X services (e.g., C2 and DAA services). The DAA service specific security policy available as part of A2X security policy is used for the security establishment (i.e., included in direct communication request and further replayed in the Direct security mode command to provide protection against bidding down attacks as described in TS 33.536 [7]).
5.Z.3	Broadcast mode
The requirement and security procedures for DAA broadcast mode follow the general A2X requirements and security procedure as given in clauses 5.X.3 of the present document.
**** END OF CHANGES ****
