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1	Impacts

	Affects:
	UICC apps
	ME
	AN
	CN
	Others (specify)

	Yes
	
	X
	
	X
	

	No
	X
	
	X
	
	

	Don't know
	
	
	
	
	X



2	Classification of the Work Item and linked work items
2.1	Primary classification
This work item is a …

	
	Feature

	
	Building Block

	
	Work Task

	X
	Study Item



2.2	Parent Work Item
For a brand-new topic, use “N/A” in the table below. Otherwise indicate the parent Work Item.
	Parent Work / Study Items 

	Acronym
	Working Group
	Unique ID
	Title (as in 3GPP Work Plan)

	N/A
	N/A
	N/A
	N/A



2.3	Other related Work Items and dependencies
	Other related Work /Study Items (if any)

	Unique ID
	Title
	Nature of relationship

	N/A
	N/A
	{optional free text} 



Dependency on non-3GPP (draft) specification:

3	Justification
In roaming scenarios, URSP rules are sent from HPLMN to UE, via VPLMN, without any end-to-end security protection. Those URSP rules contain policy information for Access Network Discovery & Selection, UE Route Selection, V2X, ProSe, Ranging/Sidelink Positioning and Aircraft-to-Everything (A2X). The scope of the URSP rules is expanding with all these features and the new functionalities. 
SA2 asked SA3 in an LS in S3‑223166 on the protection of the URSP rules from HPLMN and SA3 briefly discussed the issue and replied in S3‑223911 to SA2 a simple “no” on the need for protection without further details. 
SA3 never analyzed the possible attacks and frauds that could be carried out in such roaming cases. For example, it is possible for VPLMN to change the URSP rules received from HPLMN to achieve an advantage e.g. replacing NSSAIs, downgrade service performance to save network resources etc. Since the URSP rules are sent via the V-PCF in the VPLMN, it is easy to modify the rules at one place only to achieve an effect in the whole VPLMN network for all inbound roamers.  
The trust in the VPLMN is limited in 5GS, the security keys are bound to the serving network name, the SUPI is only sent after successful authentication and the authentication endpoint remains in the HPLMN for full home control. Further crucial information sent from the HPLMN to the UE in the VPLMN with UPU or SoR are protected due to that limited trust.

4	Objective
The objective is to study 
· WT1: whether there is sensitive information in the URSP rules that can be misused in the serving network
· WT2: how to protect the sensitive information, if any, in the URSP rules towards the UE

TU estimates and dependencies

	Work Task ID
	TU Estimate
(Study)
	TU Estimate
(Normative)
	RAN Dependency
(Yes/No/Maybe)
	Inter Work Tasks Dependency

	WT1
	2
	
	No
	--

	WT2
	1
	1
	No
	Depends on outcome of WT1



Total TU estimates for the study phase:   3  
Total TU estimates for the normative phase:   1 
Total TU estimates: 4


5	Expected Output and Time scale
	New specifications {One line per specification. Create/delete lines as needed}

	Type 
	TS/TR number
	Title
	For info 
at TSG# 
	For approval at TSG#
	Rapporteur

	TR
	N/A 
	Security Enhancements for URSP in Roaming Scenarios
	SA#104 
	SA#105
	Andreas KunzTBD 




	Impacted existing TS/TR {One line per specification. Create/delete lines as needed}

	TS/TR No.
	Description of change 
	Target completion plenary#
	Remarks

	N/A 
	N/A 
	N/A 
	



6	Work item Rapporteur(s)
Andreas Kunz (akunz@lenovo.com)TBD

7	Work item leadership
SA3

8	Aspects that involve other WGs
System architecture aspects, i.e. URSP procedures, will be covered by SA2

9	Supporting Individual Members

	Supporting IM name

	Lenovo

	Nokia

	Nokia Shanghai Bell

	Philips

	Intel

	Interdigital

	

	

	

	

	

	

	

	

	



