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2	Classification of the Work Item and linked work items
2.1	Primary classification
This work item is a …
	X
	Study 

	
	Normative – Stage 1

	
	Normative – Stage 2

	
	Normative – Stage 3

	
	Normative – Other*


* Other = e.g. testing

2.2	Parent Work Item
For a brand-new topic, use “N/A” in the table below. Otherwise indicate the parent Work Item.
	Parent Work / Study Items 

	Acronym
	Working Group
	Unique ID
	Title (as in 3GPP Work Plan)

	N/A
	N/A
	N/A
	N/A



2.3	Other related Work Items and dependencies
	Other related Work /Study Items (if any)

	Unique ID
	Title
	Nature of relationship

	80048
	Stage 1 of 5GSAT
	Service requirements of satellite access in 5G

	960016
	Stage 1 of 5GSAT: FS_5GSAT_Ph3
Study on satellite access - Phase 3
	Defines new services requirements for R19 

	80026
	Study on architecture aspects for using satellite access in 5G
	Unresolved key issue leftover from R17 

	940074
	5GC enhancement for satellite access Phase 2
	SA2 Rel-18 SID for 5G System enhancement for satellite access

	980014
	5GC/EPC enhancement for satellite access Phase 2
	SA2 Rel-18 WID for 5G System enhancement for satellite access

	940060
	Study on 5G System with Satellite Backhaul
	SA2 Rel-18 SID for 5G System with Satellite Backhaul

	970018
	5G System with Satellite Backhaul
	SA2 Rel-18 WID for 5G System with Satellite Backhaul



3	Justification
According to the SA2’s Satellite SID proposal (S2-231199) agreed at the SA Meeting #101Based on SA1's study and normative work on NTN in TR 22.865 and TS 22.261, SA2 will study the following topics:
-	Regenerative payloads, i.e. embedding RAN (eNB/gNB) and CN (EPS/5GS) functions into satellite
-	Store and Forward (S&F) satellite operation for delay-tolerant communication services
-	UE-Satellite-UE communication without going through the ground network
For regenerative payload scenarios, some RAN and CN functions are located on satellites, so at least the following security issues need to be studied:
-	How to achieve the security of inter satellite links and/or feeder links between satellites and gateways if they are in the scope of 3GPP?
-	How to achieve security between different satellite network elements? Is it implemented using a hop by hop approach, or an end-to-end approach, or is it left for inter satellite link security rather than being handled by 3GPP?
-	How to achieve security between satellite network elements and ground core network elements? Is it implemented using a hop by hop approach, or an end-to-end approach, or is it left for inter satellite link security and feeder link security rather than being handled by 3GPP?
In the S&F scenario, when satellite communicates with UE, the core network is not involved. This means that some core network function should be embedded in the satellite so that UE can be authenticated and authorized and then a secure connection can be established between UE and the satellite. To this end, the following security issues (not limited to) should be studied:
-	What security network elements need to be located in the satellite so that the satellite can independently authenticate UE and establish a secure connection between UE and the satellite?
-	How to handle SQN synchronization failures when the core network is not involved? Should a new type of authentication vector be defined for the S&F scenario?
-	How to handle situations where a UE attempts to connect to a satellite, but the satellite does not have the UE's authentication vector or security context? Should a new security mechanism be defined for this?
-	How to handle UE security context after a successful UE registration process? Are they shared between satellites or transmitted back to the core network?
In order to support UE-Satellite-UE communication, some core network functions should be embedded in the satellites. Based on the UE-Satellite-UE communication function defined by SA2, SA3 may need to study related security issues and potential solutions.
Therefore, SA3 should study the security issues of 5G satellite access phase 3 and develop corresponding potential security solutions.
4	Objective
The objective is to study the security and privacy aspects of 5G satellite access phase 3. Ensure that security solutions are aligned with the work in SA2, RANs and SA1. The work is comprised of the following parts:
-	WT1: Study the security and privacy key issues of the regenerative payload generic architecture in 5GS/EPS, and develop potential solutions to address these key issues.
-	WT1.1: Study the data communication security between network elements located on different satellites.
-	WT1.2: Study the data communication security between satellite network elements and ground core network elements.
-	WT1.3: Study any other security key issues and corresponding potential solutions related to the regenerative payload generic architecture.
-	WT2: Study the security and privacy key issues of the Store and Forward (S&F) Satellite operation both for NR NTN (5GS) and for IOT NTN (EPS), and develop potential solutions to address these key issues.
-	WT2.1: Study the security architectures and procedures that support S&F Satellite operation both for NR NTN (5GS) and for IOT NTN (EPS).
-	WT2.2: Study the authentication and authorization mechanisms supporting S&F Satellite operation in 5GS and EPS. There may be two situations to consider: when there is a UE authentication vector/security context on the satellite, and when there is no UE authentication vector or security context on the satellite.
-	WT2.3: Study the UE security context mobility management in S&F satellite operation scenarios in 5GS and EPS.
-	WT2.4: Any other security issues, threats and requirements identified, as well as corresponding solutions.
NOTE 1:	Support for control plane based or user plane based solutions, or both, will depend on the work of SA2.
-	WT3: Study the security and privacy key issues of UE-satellite-UE communication enhancements for 5GS, and develop potential solutions to address these key issues (if any).
NOTE 2:	Timely feedback on supporting SA2/RAN study needs to be considered.

TU estimates and dependencies

	Work Task ID
	TU Estimate
(Study)
	TU Estimate
(Normative)
	RAN Dependency
(Yes/No/Maybe)
	Inter Work Tasks Dependency

	WT1
	0.3
	0.3
	Yes
	

	WT1.1
	
	
	
	

	WT1.2
	
	
	
	

	WT1.3
	
	
	
	

	WT2
	5
	3
	Yes
	

	WT2.1
	
	
	
	

	WT2.2
	
	
	
	

	WT2.3
	
	
	
	

	WT2.4
	
	
	
	

	WT3
	0.2
	0.2
	Yes
	

	
	
	
	
	



Total TU estimates for the study phase:     5.5
Total TU estimates for the normative phase:    3.5
Total TU estimates: 9


5	Expected Output and Time scale
{If this WID covers both stage 2 and stage 3, clearly indicate the different completion dates.}

	New specifications {One line per specification. Create/delete lines as needed}

	Type 
	TS/TR number
	Title
	For info 
at TSG# 
	For approval at TSG#
	Rapporteur

	Internal TR
	33.XXX
	Study on Security Aspects of 5G Satellite Access Phase 3
	TBD
	TBD
	Wei Zhou, CATT, zhouwei@catt.cn




	Impacted existing TS/TR {One line per specification. Create/delete lines as needed}

	TS/TR No.
	Description of change 
	Target completion plenary#
	Remarks

	
	
	
	



6	Work item Rapporteur(s)
Wei Zhou, CATT, zhouwei@catt.cn

7	Work item leadership
SA3

8	Aspects that involve other WGs
Potential interactions with SA2 WG and RAN WGs during the work.

9	Supporting Individual Members
	Supporting IM name

	CATT

	CAICT

	China Mobile

	China Unicom

	ZTE

	Nokia, Nokia Shanghai Bell

	DT

	Thales

	Xiaomi

	China Telecommunications

	Samsung

	

	




