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Comments
This contribution proposes text for subclause of PKI protocol.

* * * First Change * * * *
[bookmark: _Toc211892411][bookmark: _Toc211951705][bookmark: _Toc211952247]6.5	PKI certificate
[bookmark: _Toc211892412][bookmark: _Toc211951706][bookmark: _Toc211952248]6.5.1	General
The IETF LAMPS group has introduced multiple Drafts to enable a smooth transition to PQC in PKIX to provide quantum-resistant security for PKIX. 
[bookmark: _Toc211892413][bookmark: _Toc211951707][bookmark: _Toc211952249]6.5.2		Current Work in IETF
[bookmark: _Toc211892414][bookmark: _Toc211951708][bookmark: _Toc211952250]6.5.2.1	IETF RFCs
· IETF RFC 9802 [51] has specified algorithm identifiers and ASN.1 encoding format for several stateful Hash-Based Signature (HBS) schemes: Hierarchical Signature System (HSS), eXtended Merkle Signature Scheme (XMSS), and a multi-tree variant of XMSS, XMSS^MT. These schemes are applicable to the Internet X.509 Public Key Infrastructure (PKI) when digital signatures are used to sign certificates and certificate revocation lists (CRLs).
-	IETF RFC 9763 [50] defines a method for requesting and issuing two X.509 end-entity certificates for the same entity, in order to perform two authentications using the two certificates where each certificate corresponds to a distinct digital signature.
[bookmark: _Toc211892415][bookmark: _Toc211951709][bookmark: _Toc211952251]6.5.2.2	IETF Adopted Drafts
· IETF Draft draft-ietf-lamps-kyber-certificates-11 "Internet X.509 Public Key Infrastructure - Algorithm Identifiers for the Module-Lattice-Based Key-Encapsulation Mechanism (ML-KEM)" [52] specifies the conventions for using the ML-KEM [21] in X.509 Public Key Infrastructure.  
· IETF Draft draft-ietf-lamps-x509-slhdsa-09, "Internet X.509 Public Key Infrastructure: Algorithm Identifiers for SLH-DSA" [53] specifies to the conventions for using the SLH-DSA [23] in X.509 Public Key Infrastructure. 
· IETF Draft draft-ietf-lamps-dilithium-certificates-13, "Internet X.509 Public Key Infrastructure - Algorithm Identifiers for the Module-Lattice-Based Digital Signature Algorithm (ML-DSA)" [54] specifies the conventions for using the ML-DSA [22] in X.509 Public Key Infrastructure.
· IETF Draft draft-ietf-lamps-pq-composite-kem-08 "Composite ML-KEM for use in X.509 Public Key Infrastructure" [55] defines a specific instantiation of the PQT Hybrid paradigm called "composite" where multiple cryptographic algorithms (i.e. ML-KEM [21] in hybrid with traditional algorithms RSA-OAEP, ECDH, X25519, and X448) are combined to form a single key encapsulation mechanism (KEM) presenting a single public key and ciphertext such that it can be treated as a single atomic algorithm at the protocol level.
-	IETF Draft draft-ietf-lamps-certdiscovery-01, "A Mechanism for X.509 Certificate Discovery" [56] specifies a method to discover a secondary X.509 certificate associated with an X.509 certificate to enable efficient multi-certificate handling in protocols.
[bookmark: _Toc211892416][bookmark: _Toc211951710][bookmark: _Toc211952252]6.5.3		3GPP Considerations
Using stateful Hash-Based Signature (HBS) schemes, ML-KEM, SLH-DSA, or ML-DSA in X.509 certificates can be considered in 3GPP based on RFC 9802 [51] and Drafts [52-54], upon approval in IETF.  RFC 9763 [50] with two certificates and Draft [55] for “composite” algorithms can be considered for using hybrid algorithms. 
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