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2	Classification of the Work Item and linked work items
2.1	Primary classification
 
	x
	Study 

	
	Normative – Stage 1

	
	Normative – Stage 2

	
	Normative – Stage 3

	
	Normative – Other*


* Other = e.g. testing

2.2	Parent Work Item

	Parent Work / Study Items 

	Acronym
	Working Group
	Unique ID
	Title (as in 3GPP Work Plan)

	FS_CryptoInv
	SA3
	1060056
	Study on 3GPP Cryptographic Inventory



2.3	Other related Work Items and dependencies
	Other related Work /Study Items (if any)

	Unique ID
	Title
	Nature of relationship

	
	
	 

	 

	
	




3	Justification
Cryptographic algorithms are vital for safeguarding confidential electronic information from unauthorized access. For decades, these algorithms have proved strong enough to defend against attacks using conventional computers that attempt to defeat cryptography. However, future quantum computing may be able to break these algorithms, rendering data and information vulnerable. Countering this future quantum capability requires new cryptographic methods that can protect data from both current conventional computers and the quantum computers of tomorrow. These methods are referred to as post-quantum cryptography (PQC) and have been or being standardized worldwide [1][5][6].
3GPP specifications use several security protocols from other standards bodies, the majority of which are standardized by the IETF. Others such as ECIES are standardized by SECG/3GPP. SA3 understands the protocols that use public key cryptography need to be updated to support PQC algorithms. For each of these protocols, 3GPP cryptographic profiles specify which version, options, extensions and cryptographic algorithms to support and use. These cryptographic profiles will need to be updated to support the PQC algorithms. 
SA3 has begun the process of preparing for a PQC transition by identifying and classifying all cryptography used in 3GPP 5G specifications. This has been documented in TR 33.938 “Study on 3GPP Cryptographic Inventory” [4]. 
This study is seen as the next step towards a PQC transition, building on the cryptographic inventory. This new study will consider the actions and coordination needed to effectively prepare and update 3GPP cryptographic profiles.
This study will also focus on understanding the complexities relevant to 3GPP specifications posed by these new types of cryptographic algorithms. This will ensure a timely and functional transition for 3GPP security protocols to support PQC.
Many organizations have suggested preparing for this transition should begin now [2] [3].
[1] NIST IR 8547 ipd, Transition to Post-Quantum Cryptography Standards
[bookmark: _Hlk193886421][2] NCSC, “Timelines for migration to post-quantum cryptography”, link
[3] National Security Memorandum 10, NSM-10
[4] TR 33.938, 3GPP Cryptographic Inventory
[5] China ICCS, Announcement on Launching the Next-generation Commercial Cryptographic Algorithms Program (NGCC), available online at https://www.niccs.org.cn/en/ 
[6] ISO/IEC 18033-2:2006/DAmd 2 Information technology — Security techniques — Encryption algorithms — Part 2: Asymmetric ciphers




4	Objective
The objective of this study item is to study the complexities involved with the introduction of standalone and/or hybrid PQC algorithms in existing security protocols used by 3GPP 5G specifications. These security protocols and their associated algorithms have been listed in 3GPP TR33.938 “Study on 3GPP Cryptographic Inventory”.
· Study Principles and attributes of Post Quantum Cryptography relevant to use in 3GPP procedures.
· Study the impact of using hybrid and standalone PQC algorithms in 3GPP procedures.
· Impacts to 3GPP procedures due to larger length of PQC key, signature, and message compared to the length of those in traditional cryptography. 
· Determine security levels (I-V) required to align with existing 3GPP procedures level of assurance.
· Study the suitability of classes of post-quantum signature algorithms (e.g., lattice-based, hash-based) to 3GPP procedures.
· Identify the protocols with asymmetric cryptography listed in TR 33.938 that are not expected to be updated by other SDOs in a near future to use PQC, e.g., MIKEY-SAKKE and SUCI calculation
· Study security threats and alternative solutions for the 3GPP procedures if they are not updated to use PQC.
· Document the expected timeline for when security protocols defined by other SDOs will include PQC algorithms and be available for inclusion into 3GPP procedures. The timeline includes the availability of stable protocols.
· Study solutions to update 3GPP defined security protocols (for example SUCI calculation) to use the appropriate PQC algorithm, if those protocols are not expected to be updated by other SDOs to use PQC algorithms.
· This study is G agnostic and conclusion of the study will be used to guide the PQC migration with WID agreement.



5	Expected Output and Time scale

	New specifications {One line per specification. Create/delete lines as needed}

	Type 
	TS/TR number
	Title
	For info 
at TSG# 
	For approval at TSG#
	Rapporteur

	Technical Report
	TR 33.xyz
	
	SA#109
	SA#112
	TBD

	
	
	
	
	
	



	TU count / planning
	

	SA3#123
	1 TU

	SA3#124
	1 TU

	SA3#125
	1 TU

	SA3#126
	1 TU

	SA3#127
	1 TU / SA3 review

	SA3#128
	1 TU / SA3 review




	Impacted existing TS/TR {One line per specification. Create/delete lines as needed}

	TS/TR No.
	Description of change 
	Target completion plenary#
	Remarks

	
	
	
	

	
	
	
	



6	Work item Rapporteur(s)
TBD

7	Work item leadership
SA3

8	Aspects that involve other WGs
None identified yet
9	Supporting Individual Members

	Supporting IM name

	Nokia, Nokia Shanghai Bell

	Ericsson

	Deutsche Telekom

	Sectra

	BMWK

	KDDI

	AT&T

	BSI

	Cisco Systems

	Huawei

	Telecom Italia

	Interdigital

	Samsung

	Intel

	Thales

	TMO

	NIST

	Qualcomm

	Orange

	Lenovo

	Xiaomi

	Apple




Orange Restricted

Orange Restricted

Orange Restricted

