	
3GPP TSG-SA3 Meeting #126	S3-26xxxx
Goa, India, 7th - 13th February 2026

Source:	ZTE
Title:	Risk analysis of MAC CE 26-35
Document for:	Approval
Agenda item:	
Spec:	3GPP TR 33.801-01
Version:	0.2.0
Work Item:	FS_6G_SEC 

Comments
This contribution proposes to conduct risk analysis for MAC CEs No.26-35 in clause 6.3.1 of TS 38.321.

Proposed Changes
* * * First Change * * * *
B.2.1	Risk Analysis of MAC-CEs
Editor’s Note: This clause contains risk analysis output in a tabular easy to grasp format.
	MAC-CE
	Function
	Threat
	Risk
	Classification

	Enhanced SP/AP SRS Spatial Relation Indication MAC CE
	Activates/deactivates and bulk configures the spatial relation for all SRS resources within a SP/AP SRS Resource Set.
	Enhanced SRS Spatial Relation Spoofing
	A single spoofed command can misdirect the beams of an entire set of SRS resources, causing degradation or failure in uplink channel sounding and beam management
	Medium

	SRS Pathloss Reference RS Update MAC CE
	Dynamically updates the Pathloss Reference Signal associated with a specific SRS Resource Set
	SRS Pathloss Reference Spoofing
	Spoofing causes UE to transmit SRS with incorrect power, leading to distorted uplink channel measurements at the gNB
	Medium

	PUSCH Pathloss Reference RS Update MAC CE
	Dynamically updates the mapping between an SRI and a specific Pathloss Reference Signal
	Pathloss Reference Mapping Spoofing
	Spoofing causes incorrect uplink power calculation, leading to over-power/under-power
	Medium

	Serving Cell Set based SRS Spatial Relation Indication MAC CE
	Dynamically updates the spatial relation for one or more SRS resources
	SRS Spatial Relation Spoofing
	Spoofing causes UE to transmit SRS using an incorrect beam, and impact MIMO performance
	Medium

	LBT failure MAC CEs
	Enables UE to report persistent LBT failures on configured Serving Cells
	LBT Failure Report Spoofing
	Falsely reporting LBT failure causes reduction of UE's throughput 
	Low

	Multiple Entry Configured Grant Confirmation MAC CE
	Enables UE to provide batch confirmation for the reception of PDCCH orders that activate or deactivate multiple Type 2 Configured Uplink Grants.
	Grant Confirmation Spoofing
	Spoofing causes resource waste or persistent collisions.
	Low

	Duplication RLC Activation/Deactivation MAC CE
	Activates or deactivates PDCP duplication for specific RLC entities of a DRB to enhance reliability over multi-connectivity paths.
	Duplication State Spoofing
	Unintended deactivation leads to loss of reliability redundancy, causing poor link performance
Unnecessary activation causes waste of resources
	Medium

	Sidelink Buffer Status Report MAC CEs
	Enables UE to report the buffer status for specific Sidelink destinations and Logical Channel Groups
	Sidelink BSR Spoofing
	Spoofing causes resource starvation/deprivation for legitimate UE.
	Low

	Sidelink Configured Grant Confirmation MAC CE
	Enables UE to confirm activation/deactivation of sidelink configured grants
	Sidelink CG Activation Spoofing
	Spoofing causes loss of sidelink capacity for legitimate transmissions or creation of unintended sidelink transmissions
	Low

	Sidelink CSI Reporting MAC CE
	Enables UE to report CSI for sidelink.
	Sidelink CSI Report Spoofing
	Spoofing leads to wrong link adaptation in sidelink
	Low




* * * End of Changes * * * *

