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1	Decision/action requested
Propose to approve the Annexure B skeleton described in this contribution
[bookmark: _Toc215057395][bookmark: _Toc214824712]*** Start of Change ***
Annex B
[bookmark: _Toc215057396]Risk analysis of MAC-CE
Editor’s Note: Structure of annex is FFS.
Editor’s Note: Format of the framework capturing risk analysis is FFS.
Editor’s Note: Methodology for the risk analysis is FFS.
[bookmark: _Toc214824713][bookmark: _Toc215057397]B.1	General
In LTE and 5GNR, security for Control Plane (CP) and User Plane (UP) traffic between the User Equipment (UE) and the base station is fundamentally anchored at the Packet Data Convergence Protocol (PDCP) layer. The risk of Medium Access Control (MAC) layer needs to be analysed. This Annex captures the security and privacy risk analysis of the MAC-CEs from clause 6.1.3 of TS 38.321.
The MAC Control Element (MAC-CE) is a signaling message used at the MAC layer to manage time-critical control functions. For example, MAC-CEs are used for Layer 2 operations, conveying control information for resource management, scheduling, power control, and link maintenance. MAC-CEs were introduced in Release 8 (LTE) and has been expanded in every subsequent release. 
Editor’s Note: The alignment of above paragraph with RAN2 is FFS.

B.2	Risk Analysis Methodology
Editor’s Note: This clause describes agreed methodology for analyzing risks resulting from potential exploitation of functionality of MAC-CE control messages at the MAC layer.

B.2.1	Risk Analysis of MAC-CEs
Editor’s Note: This clause contains risk analysis output in a tabular easy to grasp format.
	MAC-CE
	Function
	Threat
	Risk
	Classification

	LTM Cell Switch Command MAC CE
	Lower Layer Triggered Mobility function is to reduce interruption during handover (HO) execution compared to handover via RRC signalling. Target Configuration ID field indicates the index of candidate target configuration to apply for LTM cell switch.
	DoS, UE Privacy
	1) UE may be forced to camp on an unintended cell and cause handover interruption leading to denial of service and/or bad user experience
2) Continuous monitoring of TA command and TCI state may lead to determine location of the UE or tracking the UE. 
	High

	Enhanced LTM Cell Switch Command MAC CE
	This MAC CE has extra NCC (NextHopChainingCount) value used to update the KgNB key
	DoS, UE-gNB desynchronization
	Incorrect NCC values may lead to desynchronization of keys between UE and gNB and cause denial of service and/or bad user experience.
	High

	Candidate Cell TCI States Activation/Deactivation MAC CE
	This MAC CE controls which Transmission Configuration Indication (TCI) states i.e., beam or quasi-co-location (QCL) associations are active for a candidate cell therefore directly tied to beamforming, measurements and mobility.
	Throughput or performance degradation,
Radio Link Failure (RLF), UE Privacy, UE-gNB desynchronization
	1) Attacker activating incorrect TCI states may lead to severe throughput degradation.
2) Deactivation of all TCI states may lead to RLF
3) Coarse-grained UE location inference by activating TCI states sequentially and observing UE response timing. Combining with other MAC CEs can cause potential location identification leading to compromise user privacy
4) Different TCI state activation may cause gNB to transmit on different beam than that of what UE listens. 
5) If candidate cell ID is tampered, then the UE can undergo unintentional handover.
	Medium

	Cross-RRH TCI State Indication for UE-specific PDCCH MAC CE
	This MAC CE indicates whether lower layer follow TCI state switching delay requirements in high-speed train FR2 scenarios 
	Scheduling issues (Data stall) and RLF

	Attacker indicates an incorrect TCI state associated with incorrect RRH causing UE missing PDCCH leading to data stall and later RLF
	Low

	Single Entry PHR with assumed PUSCH MAC CE
	UE reports Power headroom (PHR) to the gNB based on assumed PUSCH configuration
	Performance degradation, Battery exhaustion
	1) Incorrect Uplink PH values may lead to CRC failures and hence uplink stall/starvation
2) Incorrect uplink PH values leads to UE trasnmitting at high power and cause battery drain issue
3) Attacker observes PH patterns to get Coarse location.
	Medium

	Multiple Entry PHR with assumed PUSCH MAC CE
	UE reports Power headroom (PHR) to the gNB based on assumed PUSCH configuration of multiple cells (SpCell, PCell, serving cell) 
	Performance degradation, Battery exhaustion, Cell interference
	1) Incorrect Uplink PH values may lead to CRC failures and hence uplink stall/starvation
2) Incorrect uplink PH values leads to UE trasnmitting at high power and cause battery drain issue
3) Attacker observes PH patterns to get Coarse location.
4) UE transmits near max power on several carriers and may cause inter-cell interference
	Medium

	Enhanced SP CSI reporting on PUCCH Activation/Deactivation MAC CE
	Indicates the activation/deactivation status of the Semi-Persistent CSI report configuration which includes PUCCH resources for SP CSI reporting in the indicated BWP 
	Performance degradation
	Attacker deactivates enhanced SP CSI reporting and MCS and Link adaptation degrades making a throughput or peformance issue
	Medium

	Enhanced Single Entry PHR for multiple TRP STx2P MAC CE
	Same as 78 with simultaneous UL transission towards multi TRP or two TRPs
	Performance degradation, Battery exhaustion
	1) Incorrect Uplink PH values may lead to CRC failures and hence uplink stall/starvation
2) Incorrect uplink PH values leads to UE trasnmitting at high power and cause battery drain issue
3) Attacker observes PH patterns to get Coarse location.
	Medium

	Enhanced Multiple Entry PHR for multiple TRP STx2P MAC CE
	Same as 79 with simultaneous UL transission towards multi TRP or two TRPs
	Performance degradation, Battery exhaustion, Cell interference
	1) Incorrect Uplink PH values may lead to CRC failures and hence uplink stall/starvation
2) Incorrect uplink PH values leads to UE trasnmitting at high power and cause battery drain issue
3) Attacker observes PH patterns to get Coarse location.
4) UE tranmits near max power on several carriers and may cause inter-cell intereference
5) Multi TRP transmissions may reveal more about UE spatial positioning increasing the attack surface. Though UE precise location may not be compromised
	Medium

	Aggregated SP Positioning SRS Activation/Deactivation MAC CE
	Activates/deactivates semi-persistant positioning SRS.
Manages aggregated Sounding Reference Signals (SRS) used for enhanced positioning (location tracking). "Aggregated SRS" refers to the linking of multiple SRS resource sets across different carriers/cells to provide more robust and comprehensive positioning measurements, a feature aimed at improving positioning accuracy.
	UE positioning may not be accurate
	1) Attacker can activate positioning SRS without user or network intent, then UE sends SRS signal. But network may not use it for identifying location as it is not configured Aggegated SP positioning SRS 
2) If attacker deactivates the MAC CE, network may not be able to identify accurate UE position
	Medium

	Event Triggered L1 Measurement Report MAC CE
	This MAC CE provides L1 measurements which enables to trigger handover (LTM), beam switching.
	Performance degradation, DoS
	1) Attacker modifies measurement reports and can cause lower throughput and performance degradation.
2) Incorrect measurement reports may make UE to be forced to camp on an unintended cell and cause handover interruption leading to denial of service and/or bad user experience
	High

	Pathloss Offset Update MAC CE
	This MAC CE is used by the network (gNB) to dynamically update the pathloss offset values for specific TCI (Transmission Configuration Indication) states configured for the User Equipment (UE) which further helps in UL power control. This mechanism is a new feature introduced in Release 19 to enhance support for advanced MIMO operations, specifically asymmetric downlink (DL) single-TRP and uplink (UL) multi-TRP deployments.
	Performance degradation, Battery exhaustion, Cell interference
	1) Attacker setting a large pathloss offset may lead to CRC failures and hence uplink stall/starvation
2) Incorrect pathloss offset values may lead to sustained over powering of UL tranmissions and cause battery drain issue
3) UE tranmits near max power and may cause inter-cell interference
	Medium

	UL Rate Control MAC CE
	This is used by gNB to adjust the maximum UL data rate for each QoS Flow of the UE and used to enforce congestion control, QoS policies and fairness among UEs
	Performance degradation and network scheduling issue
	1) Attacker may set Uplink rate control to zero for all QoS Flows causing UL data stall
2) Frequent modification of UL rate limits may make scheduler instable
	Medium

	SP CLI Measurement Resource Set Activation/Deactivation MAC CE
	SP CLI (Semi persistant Cross-Link Interference) Measurement Resource Set Activation/Deactivation MAC CE is used to dynamically control the activation and deactivation of measurement resources and consists of SP CLI measurement resource set ID and TCI state ID information along with Serving cell ID and BWP ID
	Performance degradation, HO Failures
	1) Attacker may deactivate the CLI measurements causing throughput drop and impacts performance.
2) Incorrect TCI state information may impact beam management and handover failures
	Medium

	On-demand SSB Activation/Deactivation MAC CE
	Activates/deactivates on-demand SSB tranmsission for a cell to save power, reducing energy consumption by transmitting SSBs only when needed
	Performance degradation, Battery exhaustion
	1) Attacker may deactivate the SSB transmissions and may cause synchronization issues on Scell and UE may not get services from SCell (Secondary Cell).
2) Frequent SSB activation/deactivation may cause repeated searches and drain UE battery
	Medium




B.2.2	Risk Prioritization
Editor’s Note: This clause contains agreement on risk prioritization.

B.3	Risk Treatment Principles
Editor’s Note: This clause contains agreed principles taking into account RAN WGs input.

B.4	Risk Tolerance
Editor’s Note: This clause contains risk tolerance / acceptance criteria.
*** End of Change ***

