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1	Decision/action requested
Propose to approve the Annexure B skeleton described in this contribution
[bookmark: _Toc215057395][bookmark: _Toc214824712]*** Start of Change ***
Annex B
[bookmark: _Toc215057396]Risk analysis of MAC-CE
Editor’s Note: Structure of annex is FFS.
Editor’s Note: Format of the framework capturing risk analysis is FFS.
Editor’s Note: Methodology for the risk analysis is FFS.
[bookmark: _Toc214824713][bookmark: _Toc215057397]B.1	General
In LTE and 5GNR, security for Control Plane (CP) and User Plane (UP) traffic between the User Equipment (UE) and the base station is fundamentally anchored at the Packet Data Convergence Protocol (PDCP) layer. The risk of Medium Access Control (MAC) layer needs to be analysed. This Annex captures the security and privacy risk analysis of the MAC-CEs from clause 6.1.3 of TS 38.321.
The MAC Control Element (MAC-CE) is a signaling message used at the MAC layer to manage time-critical control functions. For example, MAC-CEs are used for Layer 2 operations, conveying control information for resource management, scheduling, power control, and link maintenance. MAC-CEs were introduced in Release 8 (LTE) and has been expanded in every subsequent release. 
Editor’s Note: The alignment of above paragraph with RAN2 is FFS.

B.2	Risk Analysis Methodology
Editor’s Note: This clause describes agreed methodology for analyzing risks resulting from potential exploitation of functionality of MAC-CE control messages at the MAC layer.

B.2.1	Risk Analysis of MAC-CEs
Editor’s Note: This clause contains risk analysis output in a tabular easy to grasp format.
	MAC-CE
	Function
	Threat
	Risk
	Classification


	6.1.3.16 SP CSI reporting on PUCCH Activation/Deactivation MAC CE
	5.18.6:  The network may activate and deactivate the configured Semi-persistent CSI reporting on PUCCH of a Serving Cell by sending the SP CSI reporting on PUCCH Activation/Deactivation MAC CE described in clause 6.1.3.16
	Containing  “Serving Cell ID”
	Privacy: User location information leackage is possible
	medium

	6.1.3.17 SP SRS Activation/Deactivation MAC CE
	5.18.7:  The network may activate and deactivate the configured Semi-persistent SRS resource sets of a Serving Cell by sending the SP SRS Activation/Deactivation MAC CE described in clause 6.1.3.17.
	Containing “Serving Cell ID” and “Resource Serving Cell ID”
	Privacy: User location information leackage and tracking is possible
	medium

	6.1.3.18 PUCCH spatial relation Activation/Deactivation MAC CE
	5.18.8:  The network may activate and deactivate a spatial relation for a PUCCH resource of a Serving Cell by sending the PUCCH spatial relation Activation/Deactivation MAC CE described in clause 6.1.3.18.
	Containing  “Serving Cell ID”
	Privacy: User location information leackage is possible
	medium

	6.1.3.19  SP ZP CSI-RS Resource Set Activation/Deactivation MAC CE
	5.18.9: The network may activate and deactivate the configured Semi-persistent ZP CSI-RS resource set of a Serving Cell by sending the SP ZP CSI-RS Resource Set Activation/Deactivation MAC CE described in clause 6.1.3.19.
	Containing  “Serving Cell ID”
	Privacy: User location information leackage is possible
	medium

	6.1.3.20  Recommended bit rate MAC CE
	5.18.10:  The gNB may transmit the Recommended bit rate MAC CE to the MAC entity to indicate the recommended bit rate for the UE for a specific logical channel and a specific direction (either uplink or downlink).
	no sensitive parameter
	
	low

	6.1.3.21  Timing Delta MAC CE
	The Timing Delta MAC CE carries Tdelta which is used to determine the IAB-DU DL Tx timing adjustment for the Case-1 timing mode, and to determine the IAB-DU DL Tx and IAB-MT UL Tx timing adjustment for the Case-6 timing mode. 
	Containing  “Serving Cell ID”
	Privacy: User location information leackage is possible
	medium

	6.1.3.22  Guard Symbols MAC CEs
	The Timing Delta MAC CE carries Tdelta which is used to determine the IAB-DU DL Tx timing adjustment for the Case-1 timing mode, and to determine the IAB-DU DL Tx and IAB-MT UL Tx timing adjustment for the Case-6 timing mode. 
	no sensitive parameter
	
	low

	6.1.3.23  BFR MAC CEs
	The BFR MAC CE and Truncated BFR MAC CE have a variable size. They include a bitmap and in ascending order based on the ServCellIndex, beam failure recovery information
	no sensitive parameter
	
	low

	6.1.3.24  Enhanced TCI States Activation/Deactivation for UE-specific PDSCH MAC CE
	The network may activate and deactivate the configured TCI states for a codepoint of the DCI Transmission configuration indication field as specified in TS 38.212 [9] for PDSCH of a Serving Cell by sending the Enhanced TCI States Activation/Deactivation for UE-specific PDSCH MAC CE described in clause 6.1.3.24.
	Containing  “Serving Cell ID”
	Privacy: User location information leackage is possible
	medium

	[bookmark: _Hlk219123813]6.1.3.25  Enhanced PUCCH Spatial Relation Activation/Deactivation MAC CE
	5.18.8:  The network may also activate and deactivate a spatial relation for a PUCCH resource or a PUCCH resource group of a Serving Cell by sending the Enhanced PUCCH spatial relation Activation/Deactivation MAC CE described in clause 6.1.3.25.
	Containing  “Serving Cell ID” 
	Privacy: User location information leackage is possible
	medium






























B.2.2	Risk Prioritization
Editor’s Note: This clause contains agreement on risk prioritization.
General Principle of Risk Prioritization: The more the sensitive parameters included in a MAC-CE, the higher the risk is.
Category of risks: 
· Privacy leackage
· System information leackage 
· Deny of service continuity 
· …

B.3	Risk Treatment Principles
Editor’s Note: This clause contains agreed principles taking into account RAN WGs input.
General Principle of Risk Treatment: The higher the risk is, the more likely a treatment or solution is needed.

B.4	Risk Tolerance
Editor’s Note: This clause contains risk tolerance / acceptance criteria.
*** End of Change ***

