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MAC CEs listed under TS 38.321 clause 6.1.3 (1.15) are analyzed below. Threat classification and risk classification as shown below is followed
Threat classification:
DoS: Attack can cause connection to drop 
Resource waste: Attack can cause UE or network resources to be wasted
Tracking: Attack can allow tracking of UE location (to some degree)
Risk classification: 
High: Threats which can cause immediate connection break to the UE.
Medium: Threats which cause significant resource deterioration to the UE and gNB.
Low: Threats which cause resource and power drain over a period of time on the UE and gNB.

	MAC-CE (Reference# from TS38.321)
	Function
	Threat
	Risk 
	Risk classification

	6.1.3.1 Buffer Status Report MAC CEs
	Report buffer status of different logical channels. The Buffer Size field identifies the total amount of data available according to the data volume calculation procedure.
	DoS, tracking, resource waste
	Tampering the BSR waste resources for the UE and the BS. Monitoring the BSR can reveal the level of  activity of the UE and the type of communication.
	Medium

	6.1.3.2 C-RNTI MAC CE
	Contains the C-RNTI of the MAC entity. Sent during Handover, RRC Reconfig, RACH procedure to assign a new C-RNTI.
	DoS, tracking
	 Tampering the this MAC-CE can cause HO, RRC Reconfig and RACH to fail. Enables UE tracking
	High

	6.1.3.3 UE Contention Resolution Identity MAC CE
	The UE Contention Resolution Identity MAC Control Element (MAC-CE) is sent during the Random Access Procedure in 5G NR (and LTE) to resolve contention when multiple UEs attempt to access the network simultaneously using the same preamble.
	DoS
	Tampering or jamming with RACH procedure can cause access attempts to fail, which can be used for DoS or downgrade attatmeps.
	Medium

	6.1.3.4 Timing Advance Command MAC CE
	Timing Advance Command MAC Control Element (MAC-CE) in 5G NR is used to adjust the uplink transmission timing of the UE so that its signals arrive at the gNB in proper alignment with the frame structure. This is critical because multiple UEs share the same uplink resources, and timing misalignment can cause interference.
	Tracking, DoS
	Eavesdropping on TAC can allow to pseudo-locate UE within a cell and determine needed signal levels for further attacks. 
	High

	6.1.3.4a Absolute Timing Advance Command MAC CE
	Absolute vs. Relative TA
Absolute TA: Provides the full timing advance value, not an incremental adjustment.
Relative TA: Adjusts the current timing by a delta.

	Tracking, DoS
	Eavesdropping on TAC can allow to pseudo-locate UE within a cell and determine needed signal levels for further attacks.
	High

	6.1.3.4b LTM Candidate Timing Advance Command MAC CE
	LTM Candidate Timing Advance Command MAC CE is part of the Layer‑1/Layer‑2 Triggered Mobility (LTM) enhancements. Purpose is to accelarate the handover with minimal interruption by enabling uplink pre-synchronization with candidate target cells.
	Tracking, DoS
	In addition to regular TTAC threats, tampering with LTM candidated TAC can cause LTM HO to fail.
	High

	6.1.3.5 DRX Command MAC CE
	DRX Command MAC CE enables the network (gNB/eNB) to start or stop DRX operation immediately, overriding the configured DRX cycle by sending activate DRX MAC CE or Deactivate MAC CE.
	Resource waste, DoS
	Tampering with DRX command can cause mismatch between UE and NW on when the UE is monitoring PDCCH, which can cause the connection to fail or waste scheduling resources.
	Medium

	6.1.3.6 Long DRX Command MAC CE
	Long DRX Command MAC CE is a specialized MAC layer control element used in NR (and LTE sidelink) to switch the UE’s DRX operation into the Long DRX cycle to adjust the sleep/wake schedule to a longer, less frequent cycle, conserving power when less active communication is expected.
	Resource waste
	Spoofing or tampering with this may lead to wasted power for UE or NW
	Low

	6.1.3.7 Configured Grant Confirmation MAC CE
	When the network activates or releases a CG via RRC signaling, the UE must confirm that it has applied the change. This confirmation is sent using the Configured Grant Confirmation MAC CE.
	Resource waste, DoS
	Tampering with this may lead to NW using CG incorrectly, which could lead to bitrate degragation or DoS (for UL).
	Medium

	6.1.3.8 Single Entry PHR MAC CE
	The Single Entry PHR MAC CE reports power headroom for one serving cell (or one entry), as opposed to the Multiple Entry PHR MAC CE, which reports for multiple cells.
	Resource waste
	Tampering with PHR can lead to NW over- or underestimating the needed power, which can lead to bitrate degradation or excessive interference.
	Low

	6.1.3.9 Multiple Entry PHR MAC CE
	In carrier aggregation or dual connectivity scenarios, a UE may be transmitting on multiple uplink carriers simultaneously. The gNB needs to know the available power margin for each carrier to schedule uplink resources efficiently. Multiple Entry PHR MAC CE allows the UE to report power headroom for several cells in one MAC CE, reducing signaling overhead compared to sending multiple single-entry reports.
	Resource waste
	Tampering with PHR can lead to NW over- or underestimating the needed power, which can lead to bitrate degradation or excessive interference.
	Low

	6.1.3.10 SCell Activation/Deactivation MAC CEs
	For carrier aggregation, a UE can have one Primary Cell (PCell) and multiple Secondary Cells (SCells) for additional bandwidth.This MAC CE is to Activate/Deactivate SCell based on necessity.
	Tracking, resource waste
	Tampering with this can lead to over- or under-utilization of resources.
Eavesdropping this can allow tracking UE location in a cell.
	Medium

	6.1.3.11 Duplication Activation/Deactivation MAC CE
	To support  PDCP duplication used for redundant transmission of the same PDCP packet over multiple legs (e.g., different carriers or paths) to improve reliability and reduce latency—especially for URLLC or mission-critical services.
	Resource waste
	Tampering with this can lead to NW and UE mismatch over data duplication, which can lead to resource waste and/or bitrate degradation.
	Low

	6.1.3.12 SP CSI-RS/CSI-IM Resource Set Activation/Deactivation MAC CE
	CSI-RS (Channel State Information Reference Signal) and CSI-IM (Interference Measurement) resources are used by the UE to measure channel quality and interference for reporting CSI to the gNB.
	Resource waste
	Tampering with this can lead to NW and UE mismatch over used CSI resources, which can lead to resource waste and/or bitrate degradation.
	Low

	6.1.3.12a SP CSI-RS/CSI-IM Resource Set Activation/Deactivation for Candidate Cell MAC CE
	For  5G NR Layer-1/Layer-2 Triggered Mobility (LTM). When preparing for a potential handover, network may configure CSI-RS (Channel State Information Reference Signal) and CSI-IM (Interference Measurement) resource sets for candidate cells.
	Resource waste
	Tampering with this can lead to NW and UE mismatch over used CSI resources, which can lead to resource waste and/or bitrate degradation.
	Low

	6.1.3.13 Aperiodic CSI Trigger State Subselection MAC CE
	In NR, CSI (Channel State Information) reporting can be periodic or aperiodic. For aperiodic reporting, the UE may have multiple configured trigger states, each defining,  Which CSI-RS resources to measure,  Which CSI report type to generate.
	Resource waste
	Tampering with this can lead to NW and UE mismatch over used CSI resources, which can lead to resource waste and/or bitrate degradation.
	Low

	6.1.3.14 TCI States Activation/Deactivation for UE-specific PDSCH MAC CE
	TCI states define the beam or antenna configuration used for downlink transmissions. This MAC CE allows the gNB to activate or deactivate specific TCI states on demand,
	DoS
	Tampering with this can lead to NW and UE mismatch over used TCI state for PDSCH, which can cause loss of scheduling.
	High

	6.1.3.15 TCI State Indication for UE-specific PDCCH MAC CE
	Enables the network to dynamically indicate which Transmission Configuration Indicator (TCI) state should be used for UE-specific PDCCH (Physical Downlink Control Channel) transmissions.
	DoS
	Tampering with this can lead to NW and UE mismatch over used TCI state for PDCCH, which can cause loss of scheduling.
	High



